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Abstract
This thesis describes aspects regarding trust, reputation, information security and
cyber security as connected subjects.
It is the belief of this research that without trust it is not possible to address security
in computational systems properly. One fundamental aspect is to use information systems
or to rely on them. One must trust the technology involved and consequently the entire
system, without even knowing it in the first place. Due to human characteristics, there is
the tendency to trust that systems will keep our data secure. However, one basic problem
is that trust and reputation deals with subjective evaluations.
In many situations, information systems nowadays have distributed support. It means
that there are a lot of parts that connect everything together, which is unknown to the
ordinary users. Depending on the technology, it is even unknown to systems administrators
when it comes to for example clusters, cloud and peer-to-peer systems.
Considering the first area of research - trust - from the perspective of this work, a group
trust model for distributed systems is presented as an extension applied to conventional
trust and reputation mechanisms, extension developed considering groups, which is herein
defined as a collection of entities with particular affinities and capabilities. Broadening this
perspective, the formation of groups is very common, but very few trust and reputation
models studied deal with trust in the perspective of a collection of entities with common
affinities. Thus, group trust is a way of representing the set of trust and reputation of their
particular members. One aspect to be aware of is the fact that this set has pre-defined
activities and common objectives.
In the second area of research - information security - this thesis also discusses that
information, security and trust need to be considered from different points of view in
order to protect information properly. From this perspective, this work additionally
tries to aggregate value in the security information area with discussions that suggest
there is the need to extend information security beyond confidentiality, integrity and
availability in order to increase security to computational systems. In this sense, this work
develops an architecture, which combines the view of fundamental areas in information
security with trust as strong connected elements. The proposed architecture is divided
into layers representing important parts of information security and its extensions as a
way of going further than confidentiality, integrity and availability. After describing the
components that are part of the architecture and its corresponding functions, the trust
layer is presented. The trust layer ties together the view of information security with
trust.
The third area of this research - cyber security - is seen as the application of the
reviewed concepts and establishing trust and information security. It is clear that
cyber security has an enormous impact on modern society. In fact, the cyberspace is
considered as a critical infrastructure to many countries. Cyber security depends on the
combined effect of information security measures together with explicit trust verification
that these measures are operational and effective. In this sense, this thesis provides a
view of information treatments related to trust and information security and discusses
xxii LIST OF TABLES
how together they can counter advanced persistent threats and exploits that now plague
the cyberspace.
Keywords: Cyber Security, Distributed Systems, Group Trust, Information Security,
Reputation, Trust.
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Resumen
Esta tesis analiza aspectos relativos a confianza, reputacio´n, seguridad de la
informacio´n y ciberseguridad, considera´ndolos elementos interrelacionados.
Este trabajo parte de la premisa de que sin confianza no es posible garantizar la
seguridad de los sistemas computacionales de una manera correcta y eficiente. Para
utilizar los sistemas de informacio´n es necesario confiar en la tecnolog´ıa subyacente.
Consecuentemente, toda la cadena productiva que forma parte de estos sistemas acaba
siendo objeto de confianza, muchas veces sin saberlo. Por defecto se tiende a confiar en
que los sistemas mantendra´n los datos seguros. Sin embargo, el hecho de que la confianza
y la reputacio´n se basen en evaluaciones subjetivas es una fuente importante de problemas.
Esta tesis aborda la problema´tica de la confianza en grupos en sistemas
computacionales, entendiendo por grupo una coleccio´n de entidades con afinidades y
capacidades particulares y entendiendo por confianza en grupo la confianza y la reputacio´n
de sus miembros particulares. Un aspecto a tener en cuenta es el hecho de que este
conjunto tiene actividades y objetivos comunes previamente definidos. En la literatura
apenas existen modelos de confianza y reputacio´n desarrollados para este contexto.
En multitud de situaciones los sistemas de informacio´n utilizados tienen una
naturaleza distribuida. Esto implica la existencia de una gran cantidad de componentes
interconectados, desconocidos para la mayor´ıa de usuarios y, dependiendo de la tecnolog´ıa,
tambie´n desconocidos para los administradores de sistemas. Un claro ejemplo de este tipo
de sistemas son los sistemas en la nube.
En primer lugar esta tesis propone un modelo de confianza y reputacio´n basado en
grupos para sistemas computacionales en ambientes distribuidos. Este modelo de confianza
y reputacio´n en grupos surge como una extensio´n de los mecanismos de confianza y
reputacio´n convencionales.
En segundo lugar este trabajo analiza que la seguridad de la informacio´n y la confianza
deben ser consideradas conjuntamente con el fin de proteger la informacio´n correctamente.
En este sentido esta tesis sostiene que es necesario agregar a la seguridad de la informacio´n
un valor an˜adido como es la confianza, extendiendo as´ı la seguridad de la informacio´n
ma´s alla´ de sus premisas ba´sicas de confidencialidad, integridad y disponibilidad, para
garantizar la seguridad de los sistemas computacionales. Esta tesis desarrolla una
arquitectura que combina las premisas ba´sicas de seguridad de la informacio´n con la
confianza como elementos estrechamente relacionados. La arquitectura propuesta se divide
en diversas capas que representan los diferentes elementos de la seguridad de la informacio´n
y sus extensiones, presenta´ndose la confianza como una capa adicional que interconecta a
todas las anteriores.
Finalmente, este trabajo relaciona la seguridad de la informacio´n y la confianza
con la ciberseguridad, aplicando la arquitectura multinivel de seguridad desarrollada
anteriormente en el a´rea de la ciberseguridad. Es ampliamente conocido que la
ciberseguridad tiene un gran impacto en la sociedad moderna. De hecho, el ciberespacio
es considerado una infraestructura cr´ıtica en la mayor´ıa de los pa´ıses, cobrando cada d´ıa
ma´s importancia. Elementos como exploits, amenazas persistentes avanzadas, etc., son
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Trust in computation systems has been evidenced for a long time since the advances in
informatics. Normally, people and organizations trust their governments or information
systems to provide a safe and secure environment for them to carry out their business and
personal lives. It does not matter if it is online or in the real world. Citizens trust that
their data is protected from misuse by unauthorized parts. Most of it relies on laws that
guarantee privacy and the vision that the justice will punish those who abuse it.
In the online world, people trust the technology they use. Of course, much of what
is behind such technologies is unknown to most users. Concerns comes when there is the
lack of trust in systems and those who are responsible for its maintenance. Problems of
privacy are also major problem in such cases. Considering all these, there are a lot of hacks
that show trust in the technology used to protect information systems has been misplaced.
For instance, messing with Certificate Authorities undermines some foundations of secure
online communications.
Considering the modern society, information is an important asset of any organization.
Normally, in order to secure such assets involves assuring Confidentiality, Integrity and
Availability (CIA) triad. But there is a lot of discussion in the security information field
nowadays reasoning if only CIA is sufficient to guarantee security in technological systems.
This research believes it is not. In order to discuss further issues, a trust approach to
computational systems is proposed in this thesis and it also proposes what this work
defined as Trust Information Security Architecture (TISA).
In information security field, a large number of vulnerabilities are seen, which affect
a variety of systems and widely used services. Manufacturers and developers work hard
in order to release, as fast as possible, patches that fix such vulnerabilities. But, on the
other hand, there is a community, which is continually growing, producing malicious codes,
exploits and malware that take advantage of known and unknown vulnerabilities in a short
period of time.
Regarding trust, information security in computational systems still has many
problems. In order to provide contribution to de discussions in the field, this work
proposes a trust model for distributed systems based on groups of peers. It is important
to understand that most trust models deals with a perspective of one-to-one (1:1) trust.
This works extents this view with one-to-many(1:N) and many-to-many (M:N) approach
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of trust. In a communication process, entities may have a trust and a reputation value
of each other in the system. But, in many cases it may be necessary to trust the whole
system instead of one particular entity. From the perspective of this work, group trust
represents the trust of their particular members, so an entity that is not part of group,
can decide to trust the group or not based on group trust information.
Many authors ([BMG02], [MHAH08], [YLDZ14], [LC12]) understand that information
security is a risk management job. This research adds to the problem that current
information security platforms do not deal with the different facets of information
technology considering trust. There is a growing need to consider information and security
from different points of view in order to protect it. Without the correct understanding
of how information is organized, accessed, processed and stored, it is not possible to
guarantee that it is secure from data theft, misuse by unauthorized parties or even from
being destroyed.
Inside information technology infrastructure environments there are things such as
virtualization, provisioning, cloud technologies, distributed processing, parallel processing,
software-defined networks, internet of things, and much more. Still, we see the growing
of information leaks, user data exposed, nation-state sponsored actions, basic missteps in
information security. It seems that the more technological the world becomes, the more
information security problems happens. It is the belief of this work that it is due to the
lack of the correct understanding of information security and trust.
It is a common comprehension that distributed systems have become very complex
environments. Hundreds of nodes have to collaborate in order to provide large-scale
services and trust between entities becomes a crucial factor as a way of determining the
reliability of the different nodes in the system, for example, to be able to detect and predict
misbehaviors and security threats.
Internet has so many different types of things connected to it that, up to now, there
is no known way of dealing correctly with the amount of information or data that is
necessary to verify if systems are fully reliable. As seen in Verzion Data Breach Report
[Ver14], for example, Security Information and Event Management (SIEM) systems are
not trustworthy when it comes to protecting network computer systems. This was also
discussed and presented by Yoran [Yor15] as a keynote section at RSA conference in 2015.
This is just the opposite of what part of information security professionals tend to believe.
What normally is in question is that the amount of security threats increases because
the complexity, distribution, channels, data, networks also increase, which makes the
traditional security approach inefficient. This points the technology and researches towards
new manageability and security challenges. According to this particular view, Saied
et al.[SOZL13] considers that new trust management systems are necessary in order to
accomplish security related to distributed system considering the amount and variety of
connected systems.
It is also important to point out that management of trust relationships between
different peers belonging to a distributed system can be done using different approaches.
It can be manually established by each node in the network towards the rest of the nodes
or it can be automatically calculated. For example, a model that provides data of how
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much a node can trust other nodes using trust and reputation.
Typically, a given node follows a trust model to determine if a node is trustworthy or
not. It relies on two different aspects: i) Trust values are locally calculated; and ii) trust
values are provided by the rest of the nodes in the network (reputation). Considering a
trust and reputation perspective, it is important to observe that when emphasis is given
to trust, it may have different lines of understanding because of its subjective evaluation
(social capabilities, time influence, context and behavior needs).
It is also important to consider further connections about information security and
trust. Most of the literature reviewed about the relations of trust and information security
points out small considerations about them. In order to fulfill this gap, an architecture was
created to provide deeper relations in the discussion regarding trust and its importance
when it comes to information security.
Furthermore, this work discusses three connected fields: trust, cyber security and
information security. In cyber security, which is a subset of information security, there are
hazards such as exploits and Advanced Persistent Threats (APTs), which are discussed
in this work. Both fields (trust and cyber security) have an enormous impact on modern
society, mostly because almost everything in our day-to-day activities deals with some
information and communication technology that are connected to the computer networks
or are dependent on information systems.
The following sections summarises the main research problems, what were the
motivations and the objectives of this study. After these sections there is a short resume
of the main contribution of this work and how this document is structured.
1.1 Research Problem
In order to provide the identification of the problem, this section serves as parameters
for the discussions found in this work, which will be further detailed in the appropriated
sections of this manuscript.
During the research investigation of the literature, it was realized that trust and
reputation systems lack a solution to address a group trust view in computational systems.
Also, the relations of trust with information security and cyber security are referenced as
distant subjects. This presented a research opportunity with emphasis on trust and the
connections with information security. Considering this opportunity, this work started
with the idea of getting deeper in the subject of trust and information security. After the
organization of the topics and the subjects, it was decided to divide the research problem
into two main subjects.
The first subject is that trust models deal with one-to-one (1:1) relationship and not
one-to-many (1:N) or many-to-many (M:N) relationships. In other words, current trust
models are used to calculate one-to-one relationships between entities. This means that
in a computational system, if an entity, let us say A, needs to determine the trust value
for all the other entities available in the system, which it already communicated with him,
entity A will have to ask another entity for this information. In large-scale scenarios, this
fact is an important lack of scalability because A needs to calculate and maintain as many
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trust relations as the number of entities necessary to accomplish its work in a distributed
system.
There are other scenarios that consider several entities as a single one for trust
purposes. For example, a distributed system could be seen as a single entity even though
it is composed of several sub-entities. When A needs to communicate to a group of entities
having the guarantee that the group itself is trustworthy, A wants to independently form
an opinion about the whole group. If this is the case, it may be necessary to establish
communication with every group member. This makes node A start an exhaustive process
of discovering every member of the group. In most practical situations this is not a good
approach because it will make A try to find maybe thousands of nodes in a network.
This is resource and time consuming for A and may not be a good solution to achieve its
objectives. So in this case, the first subject of the problem is to find a way of representing
group trust in the perspective of a single entity (1:N) and representing trust to a group of
nodes to another group of nodes (M:N).
The second subject of the problem is that most of the trust models do not address
its relations with information security. It is understandable that managing information
security is critical, but current information security frameworks do not deal with the
different facets of information technology properly and do not have a trust approach.
Besides, information representation, elements that treats them, operations and support
components can be integrated to show the various risk sources when dealing with
information, security and trust. In this case, the second subject is to create a framework or
architecture for representing information security and its relations to trust and to address
aspects such cyber security and its connections to trust and cyber threats.
1.2 Motivation
In general, trust management in computational systems is a mechanism used to
decrease the complexity of the access control and authorization of operations, allowing
an approach to cope with the decentralized structure of distributed and computational
systems. In such systems, there is a dynamic behavior where arrival and departure of
nodes or users happens constantly.
In most distributed environments it is desirable that they are able to organize
themselves autonomously in order to provide a communication and processing structure to
the participant entities, even though they do not have a previously determined structure
nor a centralized control. Clearly, such activities are not a trivial task and they are
usually presented in mobile ad-hoc networks, computational grids, peer-to-peer systems,
agent communities, cloud systems, and so on.
One particular motivation for this work is that most reviewed trust models do not
apply the group criteria in the process of calculation of trust and reputation. The models
reviewed and referenced consider the perspective of trust of one node to another node
(what is called one-to-one relationship in this work). Thus, this researcher realizes that
there is a need of trust and reputation representation in groups and its application in
practical scenarios.
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Considering this situation, it is also a strong motivation to check the possibility
of creating a group trust and reputation model and its implementation. Particularly,
reputation criteria (relationships, social information, trust level, etc.) regarding a specific
entity about a group (1:N), or the opinion of a group about another group (M:N) is subject
of interest in trust and reputation mechanisms.
It is important to mention that trust and reputation models do try to consider typical
human behavior in computational systems. This behavior deals with the notion of society,
community and organizations. Such aspects are also interesting as challenges in creating
such models as extension of trust and reputation use in distributed systems.
Besides that, it is essential to point out the relations between information security
and trust. Most information security architectures do not show how information security
and trust are connected together. Having such concerns in mind, this is also a particular
incentive to research topics in information security and cyber security. This research
tries to present architecture that connects trust to information security and pointing its
relations to cyber security.
1.3 Objectives
This research has one main objective considering the state of the art in trust, reputation
and information security. This main objective is to develop a trust model applied do groups
in computational systems and after that to establish a relationship between trust and
information security. This objective requires the process of reviewing a broad literature
on trust and reputation models, besides its use in distributed systems and its relations to
trust and information security.
Considering the challenges of this main objective, it was divided into two main subjects.
The first subject is to find a way of performing group trust and reputation calculation in
order to represent the group trust view of a particular computational system. The second
subject is to research and develop information security architecture and show its relation
with trust and cyber security.
In order to fulfill the main objective and its subjects, the following specific activities
shall be conducted during this research:
1. Create a group trust model applied to computational systems;
2. Implement and show the results of the created model;
3. Create a framework or architecture that represents information security and
trust;
4. Provides the explanation of such architecture and its relation with information
representation, information treatment and its relation to trust; and
5. Describe cyber security and its relations to trust regarding threats in information
security field.
6 Chapter 1. Introduction
1.4 Summary of the Contributions of this Thesis
Basically, this thesis provides five contributions to trust, information security,
distributed systems and cyber security fields. These contributions are divided into 11
papers published and 1 paper accepted for publication. Figure 1.1 provides a short schema
of the publications and the related fields of knowledge where the publications can be fitted.
Figure 1.1: Schema of the contributions of this thesis
The first contribution came during the review of the literature. It was observed
that parts of the information security field provided opportunities of investigation
related to systems vulnerabilities. This opportunity was transformed in contribution
throughout the publication of the articles “SisBrAV - Brazilian Vulnerability Alert
System” [dOASALP+05], where the main idea of a system is provided based on the
implementation of a vulnerability search and alert system using free software. Afterwards,
the paper was published “Proposal of a System for Searching and Indexing Heterogeneous
Vulnerabilities Databases” [dOAMBGV+06], where the main idea is an evolution of
the first paper and spider mechanism for searching for online data. The last article
related to this contribution was the publication of a solution to increase security
processes in communications protocols. This publication was “Enhancing an Integer
Challenge-Response Protocol” [dOAGVdSJ08].
The second contribution focused on the solution of virtualization techniques and
research about distributed systems. The main idea of this contribution was to increase the
efficiency of integrated computational systems. The first paper of this contribution was the
publication of the article “Load Balancing and Survivability for Network Services Based
1.5. Outline of the Thesis 7
on Intelligent Agents” [dOAdSJdS+04], where the use of software agents is discussed to
provide load balance solutions. The second contribution to distributed systems was the
study of problems in Ad-hoc networks, with the publication of the article “An Overview
of Open Issues and Preliminary Solutions Regarding Security in Ad-hoc Networks”
[dSJdOAMBGV06], and the paper “MANET Auto Configuration with Distributed
Certification Authority Models Considering Routing Protocols Use” [dOAdSJBAGV05].
To complete the contributions to virtualization studies, the work entitled “Virtualization
with Automated Services Catalog for Providing Integrated Information Technology
Infrastructure” [dOAVRTGdD11], was published where virtualization techniques are
discussed and some results regarding automatization of processes are provided.
The third contribution is related to trust. This contribution published two works
where a group trust and reputation model that can be applied to the computation of trust
in a perspective of groups. The first paper published was called “Group Trust Model”
[dOAGV12]. The second work was achieved through the use of a developed extension
to conventional trust models that enables the support for calculating the trust values for
groups of nodes, herein defined as Group Trust (GTRUST). In the developed mechanism,
entities that need to interact with a given group are able to find a trust value for the whole
group. This approach avoids the necessity of discovering the whole group members by an
external entity. This contribution provided the publication of the work “Group Extension
for Trust Models in Distributed Systems” [dOAGVK14].
As a result of the research in trust applied to address the group trust model, the
fourth contribution of this thesis is the presentation of information security architecture
supported by trust, defined as TISA. The purpose of the developed architecture is to
extend and to discuss security information, its extensions and its relation to trust. This
contribution provided the publication of the work “Arquitectura de seguridad multinivel:
una guia para las organizaciones modernas” [dOABGV14] and the work “A Layered Trust
Information Security Architecture” [dOAGVSO+14].
The fifth contribution is the presentation and discussion of cyber security considering
strategies, exploits, APTs and its relations to trust. As results of this part of the
contribution, this research sent a paper to the Springer Journal of Supercomputing, which
was accepted for publication.
1.5 Outline of the Thesis
This thesis is organized as follows:
In Chapter 1 there is a brief explanation of this work constituted of a summary, the
research problem and the motivation, followed by the objectives and the summary of
contributions provided by this manuscript.
In Chapter 2 there is the review of the state of the art regarding trust. In this
chapter there is the definition of trust, how it started to be used in computational systems,
examples of its usage in distributed systems. There is also a review of current trust models
used and its basic classifications accordingly to the literature.
In Chapter 3 the study about reputation and some of its relations to trust is presented.
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Reputation is used as a means of acquiring trust. Some works are reviewed on the use
of reputation in computational systems where trust is also used and referred. Also in
this chapter some of the research done in the information and cyber security fields is
summarised. Both subjects gained a lot of attention in research and development area
recently due to the lack of confidence in computational systems and the Internet. This
review shows some work and previous relations of trust and information security. The
reviewed works about cyber security also aggregates value in the discussion regarding
trust.
In chapters 2 and 3 there are the definitions of the main subjects used in the whole
thesis. They serve as a basis of the discussions during the results in the following chapters.
Chapter 4 explains the group trust approach and describe the fundamentals of proposed
group trust and reputation model developed. Besides it presents the proposed algorithm
used to perform group trust calculations and the considerations applied to the simulation
environment used to demonstrate the viability of the model. After this, this chapter also
presents and discusses the results reached by the developed model and its analysis.
In order to provide a deeper view of trust and information security, Chapter 5 presents
the proposed information security architecture and its relation to trust. In this chapter
the developed architecture is detailed in terms of its pieces. Every piece is explained and a
strong relation to trust and information security is established. Following this, this chapter
extends the discussion considering information representation in digital environments and
the relation of the proposed architecture can be understood.
Chapter 6 establishes a discussion about information assurance, information security
and cyber security. In order to extend the subject, areas of interest applied to the creation
of cyber security strategies are presented and reviewed. There is also a study about
exploits and a market where values of vulnerabilities are sold by huge amounts of money.
The study of exploits also presented an opportunity to detail discussions about APT. At
the end of this chapter comes the establishment of the relation about information security,
cyber security and trust.
Chapter 7 summarizes this research. It shows the conclusions that could be observed
and points towards potential future work related to trust, reputation, group trust,
information security and cyber security and its relations to trust.
1.6 Audience of this Thesis
The prerequisites to access this thesis material are not high. In order to make the work
self-contained, we repeat several of the definitions and concepts available in the literature.
Trust is typically a human behavior. However from the perspective of this work, it can
be measured in terms of probabilistic calculations using previous known models used to
generate one-to-one trust. This work extends one trust model in order to use one-to-many
and many-to-many trust dealing with the viewpoint of groups. The results give some
information on how to deal with problems as contexts and threshold related to trust and
reputation.
In some cases of this work, it is important that the reader has in mind that practical
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and theoretical understandings of information security, cyber security and its connected
elements may be needed. Information security deals with a lot of different matters and
particular subjects. Some of the involved problems are herein discussed, while others are
considered that the reader already has foundations to understand concepts discussed.
The reviewed bibliography provides the reader with further information where more
details can be found regarding the study conducted by this thesis.
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Chapter 2
State of the Art about Trust
This chapter reviews the main concepts of trust and its applications in computational
systems. Bearing in mind a broad view, trust aspects towards human behavior will also
be presented and discussed.
This chapter is organized in 6 sections. Section 2.1 reviews the concepts of trust.
Section 2.2 gives details on the relation of context and information related to the third
party in a communication process. Section 2.3 discusses some basic characteristics of trust.
Examples of computational systems where researchers use trust to evaluate its behavior
in such systems is the subject of section 2.4. Section 2.5 presents a review of trust models.
Lastly, section 2.6 summarizes this chapter.
2.1 Definitions of Trust
Trust is the subject of study for many researchers. Some of the most well-known are
Gambetta [Gam00], Lamsal [Lam01] and Dagsputa [Das00]. Most known definitions of
trust are constructed by human behavior. They are based on people’s relationships, which
gives the sense of being protected from harm or being safe [Gam00], Lamsal [Lam01].
According to the online Merriam-Webster Learner’s Dictionary1, trust is:
a. To believe that someone or something is reliable, good, honest, effective, etc.;
b. To have confidence in (someone or something);
c. To believe that something is true or correct;
d. Somewhat formal: to hope or expect that something is true or will happen -
often used to politely tell someone what you think they should do;
e. Trust in (someone or something) formal: to have a strong belief in the goodness
or ability of (someone or something);
f. To have trust in (someone or something);
1 Definition found at http://www.learnersdictionary.com/definition/trust
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g. Trust to (something): to rely on (something you have no control over, such as
luck or chance) to get what you want or need;
h. Trust (something) to (someone): to give the responsibility of doing (something)
to (someone);
i. To allow (someone) to have or use (something valuable).
Considering the human perspective of trust towards comfort and safety, men make
every-day decisions based on trust (including cross-relations). For instance, if you feel
sick, the normal decision is to go to the doctor because you trust the doctor will help you
with your sickness. In such decision processes, you also assume the responsibility of the
action and the eventual effects of such decision.
If we ponder the scenario of the doctor, and consider you arrive to be questioned on
issues such as your bank statements, your last trip destination, or even the color of your
dog, the amount of trust in this particular doctor will decrease as such questions have
nothing to do with your sickness. Or if the diagnostics of your sickness makes no sense,
for example, you have a headache because your shoes are black. The amount of trust will
decrease too.
A person decides to trust someone or something when the information to accomplish
the desired action may be incomplete. In such cases, the person may search for other ways
to fulfill their expectations, such as considering previous situations or the reputation of
the other person in his social environment. To summarise, human trust depends on the
context and the feeling of being safe to fulfill an expectation that there is a solution for
the problem in question. This process is the result of much analysis, which together, gives
the notion of trust ([Gam00], [Lam01]).
When the expectation that the problem has a solution with the help of another agent,
the trust in this particular agent increases. The feeling of betrayal of trust arises when
there is the feeling that the expectation was not fulfilled. In this case, the betrayal
process analysis may consider the context in which it happened and even external variables
(opinions, relationships, historical records, etc.).
The process to build trust in humans is a complex activity because it depends on a lot
of things, such as emotions. However the process of losing trust is almost instantaneous.
In this case, to rebuild trust, it may be very hard to acquire it again or it may not even be
possible at all. Human trust is an abstract concept considering such perspectives and there
is not just one single truth, but trust is present in daily human activities and behavior.
Considering trust in the computational perspective, Patel [Pat07], Suryanarayana et al.
[ST04] and Marsh [Ste94] developed their research considering psychology in their models.
When trust is used in the computational perspective, the most accepted definition is
provided by Gambetta [Gam00], which is reinforced by Lamsal [Lam01]. This definition
states that trust is a particular level of the subjective probability, with which an agent
assesses that another agent will perform a particular action, both before it can monitor
such actions and in a context in which it affects its own [Gam00].
In general, without trust there is no cooperation. Trust can be seen as a possible
behavior that an agent will accomplish a determined action expected by another agent. In
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this situation an agent may be able to verify the execution of the action (if the agent has
this ability) and the desired action will affect its own behavior, which leads to a decision
process. In such case, if the agent that executes the action is trustworthy, there is a
high probability that it will execute the action accordingly, thus leading to a cooperation
process. But if the probability is below an expected threshold, the cooperation shall be
avoided. In this situation, the cooperation has a probability of being unsuccessful. For
example, consider that there only exists distrust between agents, so they cannot cooperate
with each other because they will not be able to fulfill each other’s expectations.
Still, considering a computational perspective, the work of Marsh [Ste94] is among
the first to represent trust in computation. Marsh says that trust can be represented
throughout mathematics, so it can be implemented in a computer. Basically, the
assumption of Marsh leads to the representation of trust as shown in Figure 2.1, where 0
represents distrust and 1 represents blind trust.
Figure 2.1: Trust representation (adapted from Marsh [Ste94])
In general, the blind trust assumption means that an entity believes so much in another
entity that it forgets to assume that the entity in question may not be trustworthy anymore.
According to this work, the blind trust perspective should be avoided, thus leading an
entity to verify the trust situation of the other entity. Basically, blind trust eliminates any
possibilities of suspicion of an entity in another entity.
When assuming that there is a trust mechanism involved, an entity may be able to
generate its own trust, which is defined as direct trust (detailed in section 2.5.2). Direct
trust is when the entity needs to use its own inferences in order to calculate a trust
value. When the entity takes other aspects into consideration, such as relationships and
recommendations, then it is assumed to be indirect trust (detailed in section 2.5.3).
Gambetta [Gam00] and Marsh [Ste94] consider that trust also suffers influence of
competition and cooperation. Risk also influences trust, according to [Gam00], [Ste94]
and [Pat07]. In this particular case, the risk can be seen as an expectation that the
cooperation will not flow or it will not bring any benefits in the context in focus.
2.2 Context and Third Party Information
Context has direct influence in trust mechanisms. Context can be represented as a
particular situation that has significant difference when compared to each other. Normally
the context is directional and it is linked with a simple relationship. This can be seen in
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Figure 2.2(a), where 1:1 means one-to-one relationship and Figure 2.2(b) represents the
third party information.
(a) (b)
Figure 2.2: Context and Third-Party Information
Trust suffers influence of different mechanisms. For instance, consider that an entity
(let us name it A) needs to communicate with another entity, it may be required a direct
interaction. In this particular scenario, if entity A has no information about the other
entity (C), it can be introduced to A by another entity, let us call it B. In this case A
will receive some information about C through B.
In normal situations, an entity A may have as many relationships as it desires to
accomplish a particular task or even solve new problems. According to Figure 2.2(a), A
acquires or loses trust in B in context 1. The following has the same perspective to C and
D. What is important in this evaluation is that the trust A has in B in context 1 belongs
to A and to A only. In the case of B, C and D, as the contexts are different, the opinion
of A may vary according to the development of the relationship.
Considering that a particular context may be a complex relationship, it might have
different variable environments attached to it. For example, the variables could represent
problem definition, time base history, the solution found or if the communication process
had any failures, etc.) Considering this particular view, entity A is able to build a
knowledge base representing the context itself, who was the entity in the context and the
associated variables. Table 2.1 represents this particular knowledge base in the perspective
of entity A and it could use this information to build his trust in B, C and D.
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Table 2.1: Knowledge Base of A
Entity Context Variables
B 1 Va1, Var2, Var3, VarN
C 2 Va1, Var2, Var3, VarN
D 3 Va1, Var2, Var3, VarN
In order to build trust, there is also a perspective where A does not know a particular
entity but it comes to a situation where A has to establish a relationship to this unknown
entity. In Figure 2.2(b), A requests information about an unknown entity E to his parties
B, C and D, which A has already knowledge of. In the particular example, only D
knew E somehow and has information in his knowledge base. D answers A, so it can
use this information to infer how entity E behaves in a particular situation. If the entity
A so desires to establish a communication process with E, he may do so and add new
information to its knowledge base of the new entity.
According to [SS02], [Pat07] and [Ste94] there is another situation where one entity
might introduce a second entity to a third entity. Considering this perspective, an entity
A presents entity B to entity C, where entity A has some trust information about B and
C. This situation is an inversion of the ability to search information about other entities.
It is useful, for example, when A knows B has a problem and C is candidate to help in
the solution of the problem of entity B, for whom C is unknown.
2.3 Basic Trust Characteristics
The review of the common literature about trust ([Lam01], [SS02], [Pat07], [Ste94],
[Gam00], [ST04]) shows that there are common aspects in almost all trust models found in
the perspective of this work, which allows the creation of a common set of features related
to trust. These features can are summarized in Table 2.2.
Table 2.2: Summary of basic trust characteristics
Characteristic Example
Trust is context-aware Entity A may trust B to download files but do not trust B to perform routing.
Trust can be measured Entity A trusts more in entity B than A trust in entity C.
Trust changes with time The amount A trusts in B may increase or decrease as interaction happens.
Trust is social-aware Entity A may trust entity C because C was presented to A by entity B, and A
already trusts B.
Trust may be directional Entity A may trust B, but B may not trust A.
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2.4 Computational Systems and Trust
Trust has been studied in many Computational Systems (CSs). From the perspective
of this work, a computational system is any system that is able to process and represent
information mathematically. When it comes to the study of trust and reputation, which
is detailed in 3, a computational system has to be able to produce and calculate trust
and/or reputation information, be it in a centralized or distributed approach.
The study of trust and reputation in CSs assumes that most of the behavior in open and
distributed environment can be predictable. However there is no certainty the behavior of
an entity when it comes to trust. Basically, the intentions of entities are unknown. Hence,
due to the uncertainty of their potential behavior there is the requirement to control the
interactions among parties through communication in a distributed environment. This
characteristic also intends to separate good entities from fraudulent ones.
Pinyol and Sabater [PSM13] summarises that trust and reputation has three
approaches which tries to address such problems. Table 2.3 resumes them.
Table 2.3: Trust and reputation approaches to computational systems
Approach Summary of the characteristic
Security Basic structural properties are guaranteed (authenticity and integrity of messages, privacy,
identities, etc). There is the use of cryptography, digital signatures, electronic certificates,
etc. The main problem is that there is no data on the quality of the information, although
the established control is more than valuable.
Institutional It assumes a central authority that observes, controls or enforces entities actions, and might
punish them in case of non-desirable behaviors. This approach ensures a high control but
it requires a centralized hub. Control is bounded to structural aspects of the interactions
(allowed, forbidden or obliged), which can be checked and controlled. The quality of the
interactions is left apart (a good or bad interaction has a subjective connotation).
Social Reputation and trust mechanisms are normally focused in this approach. Entities themselves
are capable of punishing non-desirable behaviors, for instance, by not selecting certain
partners. To achieve such distributed control entities must model other entities behaviors, so
trust and reputation mechanisms appears to be a good solution. This requires computational
models of trust and reputation, which must cover not only the generation of social evaluations,
but how entities use reputation information to select partners, how to communicate and
distribute reputation information and how to handle it.
Considering such aspects, there are a lot of different CSs where trust studies have
been applied to them. Examples of such systems includes cloud systems, grid systems,
Peer-to-Peer (P2P) systems, software agents, internet and others. The following sections
present and summarise some published works about the use of trust in some CSs.
2.4.1 Cloud Systems and Trust
In Canedo’s paper [DCdSJdOAdM12], cloud computing is being progressively adopted
in different business scenarios in order to obtain flexible and reliable computing
environments. The representation of trust in computing systems has been widely discussed
and applied in a lot of information technology scenarios. Their paper proposes the
development of a trust model to ensure reliable files exchange among nodes in a private
cloud. It also provides the calculation process of trust among them, according to the
2.4. Computational Systems and Trust 17
established metrics, using a private cloud environment.
To Qu and Buyya [QB14], cloud computing is a utility computing paradigm that allows
users to flexibly acquire virtualized computing resources using different model approaches.
Their paper proposes a system that evaluates trust of clouds according to users’ fuzzy
Quality of Service (QoS) requirements and services’ dynamic performances to facilitate
service selection.
Ding et al. [DLG15] believes that trust evaluation research in cloud computing has
been involved in the node security communication, security storage, resource allocation
and many other aspects. As an effective replacement of traditional network security, trust
mechanism has effectively solved some of the security problems of distributed computing,
such as grid computing, pervasive computing and ad-hoc networks. Their paper proposes
a trust model based on an evidence theory which considers factors such as time. The
proposed model studies the qualification of the entity’s recommendation trust. It also
proposes a dynamic allocation method of trust weights and gives a calculation method to
generate trust value. In brief, the work of Ding et al. [DLG15] discusses that there is a
need to consider trust issues in the process of selecting a cloud service and considers trust
problem within each entity in cloud computing.
The paper of Messina et al. [MPR+14] offers a trust model for a competitive federation
of Cloud computing systems. A trust model helps the requester to properly choose the
adequate provider on the basis of the reliability shown in the past in providing services, and
the reputation the provider has with other users. The reference scenario used in [MPR+14]
is a large-scale environment in which different cloud providers compete in offering their
pay-per-use Anything as a Service (XaaS) resources to the various users and uses trust as
a way of verifying what is claimed by cloud providers.
To Habib et al. [HRMV14] customers face problems identifying a trustworthy cloud
provider based solely on Service Level Agreement (SLA), which is normally offered as
parameter to users. Considering that it is important to support customers in identifying
trustworthy cloud providers, their paper proposes a multi-faceted trust management
system architecture for cloud computing marketplaces. Authors claim that the proposed
system provides the means for identifying trustworthy cloud providers in terms of
different attributes (compliance, data governance and information security). Habib et
al. [HRMV14] also considers that trust and reputation systems are successfully utilized
in numerous electronic marketplaces to support users in identifying dependable and
trustworthy providers (i.e, eBay, Amazon, and App markets for mobile applications).
The process that deals with the establishment of trust is one of the most challenging
issues in emerging cloud computing area according to Sidhu and Singh [SS14]. As
contribution, their paper proposes a model to design and simulate a mechanism to
calculate trustworthiness of service providers based on their compliance to the promised
SLA parameters. Their results show that the model works and can be used to evaluate
trustworthiness of service providers in a cloud environment.
Shaikh and Sasikumar [SS15] affirm that cloud computing has become a part of the
competitive market and to analyze and measure a particular service based on its security
properties is a challenge. Considering this view, their work presents a trust model that
18 Chapter 2. State of the Art about Trust
measures the security strength and computes a trust value. This trust value contains
various parameters that are necessary dimensions along which security of cloud services
can be measured. Their model acts as a benchmark and ranking service to measure security
in a cloud computing environment.
The role of trust in cloud computing services is explained in the work of Adjei et
al. [ABB15]. Their paper answers questions regarding the role of trust in cloud computing
service acquisition and what policies promote trusted cloud computing services. Some
of their findings show that trust increases if users perceive that cloud computing service
provider’s act honestly and with the users’ interest in mind, making trust a fundamental
factor that helps the decision to acquire cloud computing services.
Sun et al. [SCSW11] provided a survey that discussed major security, privacy and
trust issues in cloud computing environments. According to their paper, cloud computing
has security as one of the major obstacles for computing as a utility. Their work pointed
to further development of a complete security, privacy, trust evaluation and management
framework on cloud environments.
In the paper published by Jam et al. [JKJA14] there is a discussion about trusted
computing and security services. Their work describes the hadoop project and its present
security mechanisms. There is an analysis of the security problems and risks, and a
consideration of some methods to enhance its trust and security. According to the
authors [JKJA14], hadoop platform is widely used in the business world, while the
weakness of security mechanism has become one of the main problems obstructing its
development.
According to Khan [Kha13], clouds typically place centralized and universal trust in
all the cloud’s nodes, thus data and computation integrity and security are major concerns
for users of cloud computing facilities. As described in his work, the full-trust model has
the negative consequence of amplifying potential damage from node compromises, leaving
such clouds vulnerable to myriad attacks. In order to address this limitation, [Kha13]
proposes and evaluates 5 paradigms (Hatman, Anonymous Cloud, Penny, CloudCover and
Silverline) for decentralizing cloud trust relationships for stronger cloud security. Later,
Khan [Kha13] concludes his work pointing future directions to every studied platform and
its paradigms.
A survey related to single and multi-cloud security and addresses possible solutions
for Hadoop data is provided by Devare et al. [DJGKS+15]. In their paper, the security
of cloud computing is a major factor in the cloud computing environment, as users often
store sensitive and secret information with cloud storage providers but these providers
may be untrusted. Authors argue that there is a tendency when dealing with single cloud
providers. It is predicted to become less popular with customers due to risks of service
availability, failure and the possibility of malicious insiders in the single cloud. As a
solution the use of multi-clouds reduces security risks and data inconsistency that affect
the cloud computing user.
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2.4.2 Trust Applied to Grid Systems
Grid is another computational system in which trust has been studied. Mainly the
goal of computing grid is to offer users with access to resources they need and when they
are required. A Grid solution gathers all resources together and makes them available
to users and applications. It achieves such characteristics using middleware to dispense
technological resources across the network [IBM04].
A Grid uses a set of open standards and protocols to gain access to applications and
data, processing power, storage capacity and a vast array of other computing resources
over the Internet. To Srivastava and Raperia [SR13], a grid computing system consists
of machines that have different computational capabilities and it needs to be robust to
deal with improbability once it operates in an environment where system performance is
important.
Pernas and Dantas [PD05] argues that grid computing largely shares resources and
services. It is considered an effective solution for many organizations to execute distributed
applications to obtain high level of performance and availability. One problem according
to the authors is that it is a complex task for an ordinary user, demanding a previous
knowledge of the access requirements from a virtual organization.
Patel [Pat07] considers there to be problems in distributed systems when it comes to
the use of trust. His work points that the use trust is able to solve problems related to
intra-domain relationships in virtual organizations, and it can be used as an extension to
increase the security of an environment besides the use of cryptography and/or certification
authorities.
Basney et al. [BNO+05] proposes in their paper an extension to grid security
infrastructure by adding facilities for dynamic establishment of trust between parties to
provide better support for the dynamic and cross-organizational aspects of grid activities.
Their work introduces the PeerTrust language for access control policies and shows how
to use PeerTrust to model common needs in their environment.
A trust content model and content-included trust statement model are designed in the
paper of Wang et al. [WWLY06]. Their work considers that grid computing is a dynamic
system and trust changes over time. Authors argue that a trust model is defined with the
objective of obtaining new trust value by the content of trust semantic and grid service
semantic information, service content model, context model and situation model. Also, as
results, the influence relationships between them are shown in their work.
Papalilo and Freisleben [PF04] consider that an important problem in grid computing
is the management of trust among the entities involved in a computational process.
Assuming this problem, their work presents a trust model supported by functionalities
of bayesian networks to calculate trust based on the trust of the entity itself, its trust
towards other entities and the trust of others towards the entity. It is also presented an
implementation using the GridSim toolkit. According to the authors, the results illustrate
how grid entities build up their trust values in selected interaction scenarios.
Tran et al. [TWHV05] proposed a trust model for grid environments based on their
recommendation method, a fair-trading scheme, and an access control model. Basically
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their model classifies grid nodes as good, bad or malicious. The proposed approach,
according to the authors, preserves the grid’s decentralized structure and participant’s
autonomy, but also enables secure service exchange.
According to the research of Nogoorani and Jalili [NJ15], the infrastructure offered
by a grid permits researchers to solve various research problems through sharing their
resources and establishing virtual organizations. The authors propose a framework for
grid access control, which according to them, is the first trust-driven risk-aware access
control framework. Their model uses obligations to seamlessly monitor users and mitigate
risks, so trust evaluation and risk management are added to the base grid access control
services.
Fadul et al. [FHAS14] debates the trust-management toolkit, which is a robust and
configurable protection system extension, which can successfully function in the presence
of an untrusted smart grid. The work presents a trust-management toolkit that is able
to combine reputation-based trust with network-flow algorithms to identify and mitigate
faulty smart-grid protection nodes. The toolkit assigns trust values to all protection
nodes. When there is a faulty node, it is attributed to component or communication
system malfunctions a lower trust value, which indicates a higher risk of failure to mitigate
detected faults.
The paper of Shipman et al. [SHL15] applies a con-resistant trust mechanism to
improve the performance of a communications-based special protection system to enhance
its effectiveness and resilience. The con-resistant trust mechanism allows protection system
nodes to make trust assessments based on the node’s cooperative and defective behaviors.
According to the authors, con-resistant trust is used to quickly identify malicious or
untrustworthy protection system nodes to mitigate instabilities in smart grids. As a
result, their model compared a simulated special protection system with a con-resistant
trust mechanism to one without the proposed mechanism via an analysis of the variance
statistical model.
2.4.3 Peer-to-Peer and Trust
Generally, P2P can be defined as a decentralized communications model in which each
party has the same capabilities and either party can initiate a communication session. This
characteristic allows a P2P network to function as both client and server in a network.
P2P has a distributed architecture that partitions tasks between peers equally, thus peers
are both suppliers and consumers of resources.
Bandara and Jayasumana [BJ13] makes a further definition considering collaborative
P2P systems. According to them, collaborative P2P systems goes beyond just being able
to do similar things while sharing resources. Peers can bring in unique resources and
capabilities to a virtual community, thereby empowering it to engage in greater tasks
beyond those that can be accomplished by individual peers and the overall results are
beneficial to all peers in the community.
When the focus of P2P is towards trust, there are plenty of research work in the area.
Tian et al. [TZWC08], proposed a recommendation evidence based trust model for P2P
networks in their paper. The proposed model is able to avoid invalid recommendation
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for building trust and dealing with uncertainty of information in the reputation-based
trust model. They also proposed a feedback-based probabilistic searching algorithm with
the objective of finding recommendation information. This algorithm, according to the
authors, improves the searching success rate and lowers the network traffic. The results of
their work show that their model has advantages in modeling dynamic trust relationship
and aggregating recommendation information.
A mixed solution of grid and P2P is discussed in the paper of Junmao et al. [JSJM05].
Grid nodes provide service with QoS guarantee, while sharing computing resources of P2P
nodes is the user’s volunteer action without QoS guarantee. Considering such aspects,
the authors claim that is difficult to establish the trust relationship among users with
traditional trust mechanism. In order to provide a solution to the research problem,
[JSJM05] designed a grid P2P trust model based on recommendation evidence reasoning to
solve the problem by building a recommendation mechanism in Grid P2P and integrating
the recommendation evidence with D-S theory.
Dou et al. [DWJZ04], argues that sharing is a voluntary action, thus peers are not
responsible for their irresponsible bartering history. This leads to the problem that trust
between participants cannot be set up simply based on the traditional trust mechanisms.
To the authors, a reasonable trust construction approach comes from social network
analysis, in which trust relations between individuals are set up upon recommendations of
other individuals. Their paper presents a recommendation-based global trust model and
gives a distributed implementation method. Based on analyses and simulations the model
presented evolutions on trust security problems.
P2P trust models suffer greatly from dishonest feedback and trust metrics depending on
subjective judgment, which excessively results in rough trust value, as reasoned by Wang
et al. [WLM+02]. Based on this consideration, their paper proposed a versatile trust
model based on multi-dimensional trust evaluation. The simulation and analysis showed
that their model can calculate the trust value effectively and reasonably and discard the
malicious peers from P2P system.
Udhaya and Basha [USB14] presented an exhaustive survey of existing trust and
reputation models in P2P networks. Their review discusses trust problems like trust
bootstrapping, trust evidence procurement, trust assessment, trust interaction outcome
evaluation and other trust based classification of peers behavior into trusted, inconsistent,
un trusted, malicious, betraying and redemptive.
Saini et al. [SSY14] considers the Internet, as it is nowadays, a medium of sharing
an immeasurable amount of information for the extensive use P2P environments. Their
paper argues that a fairly open structure of P2P network applications make peers exposed,
thus the interaction with unfamiliar peer in the absence of a trusted third party makes
them vulnerable to potential attacks. Their work evaluates existing collusion attacks and
proposes a reactive defense mechanism against them by proposing a model that detects
collusion based on underlying trust and reputation knowledge.
A peer based trust model defined as SuperTrust is presented to encourage peers to
cooperate in a hybrid P2P system as shown in the work of Tian et al. [TYZL14]. According
to their paper, without a sufficient number of transactions among peers, it is difficult to
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build trust relationships. Their model divides peers into groups based on their sharing
interests and a proposed algorithm filters similarities of peers’ feedbacks such as fake,
misleading and unfair referrals can be eliminated from the trust calculation. According to
the authors, analysis and as the results demonstrate - the search failure rate of proposed
model is low and requires little system resources and the model is robust and resistant to
several popular P2P attacks.
Nithy and Balasubramanian [NB14] propose various trust metrics for the evaluation of
trustworthiness among the peers in a P2P system. By evaluating the trust metrics based on
the interaction between the peers, a trust relationship is constructed and it is measured
based on the service provided by a particular peer and based on the recommendation
collected from a peer about another peer. Authors argue that as a result of trust metrics
evaluation, malicious peers could be separated from the network and good peers were able
to communicate safely.
Building trusted relationships among peers in a large-scale distributed P2P system is
a fundamental and challenging research area. A prevention and trust evaluation scheme
called IRTrust is presented by Li et al. [LKYL14]. Their framework includes a strategy
of identity authentication and a global trust of peers to improve the ability of resisting to
malicious behaviors. According to the authors, IRTrust can defend against several kinds
of malicious attacks, such as simple malicious attacks, collusive attacks, strategic attacks
and sybil attacks [Dou02].
2.4.4 Trust in Software Agents
Trust and reputation (chapter 3) in some situations are used as complements while
in others, they are used as single concepts. Software agents are an example of another
computational system that uses trust and reputation mechanism in order to build more
trustworthy solutions to distributed environments. Morreale [Mor98] believes that software
agents have 5 characteristics (autonomy, learning, cooperation, reactivity and mobility),
which makes them distinct to conventional software. To Nwana [Nwa96] software agents
can be mobile or static, reactive or deliberative, and may have primary attributes such as
autonomy, cooperation and learning capabilities.
Software agents execute tasks on behalf of a user or other computational system.
Considering trust aspects in the communication process, it is desirable as software agents
may be able to analyze and learn from interactions so it might help define metrics to build
trust and reputation values. In such cases, trust applied to software agents may be able
to help address problems of virtual communities’ organization. These kind of organized
environments help to simplify the search of information, what helps the interaction process
of software agents. From this perspective, software agents may follow pre-defined orders or
decide to follow new directions based on the interactions and information gathered using
trust and reputation models.
To Pinyol and Sabater [PSM13] the cognitive dimension is important when classifying
software agents and the ability to use trust and reputation mechanism. The cognitive
elements (beliefs, goals, desires, intentions, etc.) are responsible for the differentiation
of models that are able to have trust or to hold social evaluations. Software agents in
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this perspective have the ability to explain their decisions and to reason about the trust
structure itself.
Considering the paradigm of the intelligent or autonomous agents and Multi-Agent
Systems (MAS) together with the spectacular emergence of the information society
technologies, both are responsible for the increasing interest on trust and reputation
mechanisms applied to electronic societies. Sabater and Sierra [SS05] provided a review
to offer a panoramic view on computational trust and reputation models.
Still, to [SS05], the study of trust and reputation aggregates value to information
and communication technologies, thus trust and reputation systems are recognized as
key factors in electronic commerce because they are used by intelligent software agents
as mechanism to search for trustworthy partners and to incentive decision-making about
whether or not to honor contracts. In order to avoid cheaters and frauds, reputation is
used in electronic markets as a trust-enforcing, deterrent, and as an incentive mechanism.
To Teacy et al. [TLRJ12] agents may be self-interested and, when trusted to
perform an action, may betray that trust by not performing the action as required to
achieve their goals. Since agents must be capable of assessing and identifying reliable
interaction partners, even if it has no personal experience with them. Following this
point, authors [TLRJ12] presented a hierarchical and bayesian inferred trust model,
defined as Hierarchical And Bayesian Inferred Trust (HABIT), for assessing how much
an agent should trust its peers based on direct and third party information. Their results
demonstrate that their model is able to predict agent behavior in a simulated environment
and based on data from a real-world webserver domain.
There are several models for representing both reliability and reputation in the view
of Rosaci et al. [RSG12]. In their paper, authors extended a previous reputation model
and introduce a new trust reputation model that considers interdependence among trust
measures computed in the studied agent systems.
To Rosaci et al. [RSG12], it is important to understand that a trust relationship
can involve multiple dimensions, depending on the particular perspective under which the
interaction among agents takes place. Table 2.4 summarises some usual dimensions of
trust.
Table 2.4: Dimensions of trust [RSG12]
Dimension of Trust Example
Competence A competent agent is capable of correctly and efficiently performing the requested
tasks.
Honesty An honest agent shows a trustful behavior, and it is not fraudulent or misleading.
Security A secure agent confidentially manages private data and does not allow unauthorized
access to them.
Reliability A reliable agent provides reliable services. In other words, reliability measures the
degree of reliance that can be placed on the services provided by the agent, including
the efficiency.
Mart´ınez-Sarriegui et al. [MSGGGS+12] proposed a trust and reputation model that
estimates the reputation of an entity taking into account information from three trust
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dimensions (the hierarchy of the system; the source of information; and the quality of
the results). Their work is focused on hierarchical medical organizations, but according
to the authors, their model is highly flexible and allows adaptations of the model to the
peculiarities of agents systems.
Basheer et al. [BATG15] believes that modeling confidence of agents is important
in heterogeneous agent communities. Therefore, confidence in multi-agent systems gives
agents a form of control in making decisions and helps to improve the decision making
process in such systems. Their paper presents an approach to agent-based confidence
modeling, where two confidence requirements are integrated (trust and certainty), and to
further strengthen their model [BATG15], it includes evidence as an additional requirement
by which trust and certainty of an agent can be verified.
The proposition of Rodrigues et al. [RLO15] is to show a method to explore
the flexibility of the decision support for the services’ reconfiguration based on several
pillars, such as trust, reputation and QoS models, which allows the selection of agents
based on measuring the expected performance. The proposed solution includes the
agents’ intelligent decision-making capability to dynamically and autonomously change
services selection on the fly, towards more trustworthy services with better quality when
unexpected events happen.
2.5 Trust Models
Basically, trust models are applied to create a notion of trust or reputation (or both)
in a computational system. This representation has the intention to picture an entity as
good or evil, or as cooperative or malicious. In the following sections there is a discussion
supported by the literature regarding trust and some of them also discuss details regarding
reputation.
2.5.1 Basic Considerations about Trust Models
Dr. Paul English [Pau14], believes that there are four basic trust models, as
summarised in Table 2.5:
Table 2.5: Basic trust models (adapted from [Pau14])
Basic trust model Characteristic
Suspicious still Don’t ever trust anyone or anything, even after they have done something nice.
Suspicious until Don’t trust anyone or anything until they proved themselves.
Trust until Trust anyone or anything until they make a mistake by your judgment.
Trust still Trust anyone or anything even after they make mistakes, sometimes even when they hurt you.
Following this view, to Dr. English [Pau14], trust models can evolve according to basic
assumptions, and this is represented in Figure 2.3.
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Figure 2.3: Representation of the four basic trust models (adapted from [Pau14])
Trust decisions considers expected benefits in a relationship. According to
Marsh [Ste94], the expected benefits result in the use of others’ ability through delegation.
This leads to increased cooperation in an open and less protected environment.
A decision of an entity supported by a trust model is a multiple step process, which
needs identifying and selecting the proper input data (trust indication, than performing
some sort of computation (trust values), than making decisions based on the trust
indicators and the notion of risk.
During the review of trust models, this work divided them in 4 different sections,
which are commonly found in the literature as direct trust, indirect trust, cognitive trust
and situational trust. It is important to mention that some models have in the same
schema direct, indirect and reputation calculation. The following subsections describe
some reviewed models.
2.5.2 Direct Trust
Considering the reviewed works, direct trust is when an entity is able to calculate its
own trust value considering a direct interaction with another entity in a communication
process in a specific environment. In the following subsections there are some direct trust
models reviewed from the literature.
2.5.2.1 TRAVOS
Patel [Pat07] proposed TRAVOS as a distributed trust model. This model
considers requirements such as scalability, trust and reputation evaluation, adjustment
of non-trusted opinions, maintenance of interactions history, etc. Patel’s model consists
of a trust and reputation model for virtual organizations based on agents, in which trust
is measured using probability. The evaluation of the amount of trust is based on past
interactions and reputation obtained by other nodes.
In Patel’s model, there are three methods to calculate trust. The first method is
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based on direct interactions, using information gathered just by personal experiences.
The second method is based on opinions of other entities located in the system. The third
is a combination of both of the first two methods.
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Patel’s model relies on opinions from other participants of the community, so it needs
to foresee inaccurate opinions, which may be consequence of not just malicious acts but
also lack of information. Therefore, it is important to adjust or ignore non-trusted opinions
before it combines with the total amount of reputation. For that adjustment, there is a
metric of probability that measures the accuracy of the opinion based on the history of











where ρa1,a3 represents the accuracy of opinion provided by a3 according to the truster a1
at time t, Ba1,a2 is the probability of a2 fulfills its obligations.
The third method mixes direct trust and reputation, gathering information from itself
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Patel’s model also implements a metric defined as confidence, which measures the
probability that the actual value of Ba1,a2 may be a lie in an accepted level of error ε
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2.5.2.2 BETH
Beth et al. [BBK94] proposed a model for direct trust considering a system that
communicates trough data links. To the authors, direct trust can be expressed by equation
2.6.
AseqXtrust → BxVp(v) (2.6)
Their model considers that there is a direct trust if A knows that every experience
with B are positive to trust class X. Seq is the sequence of entities that already measured
the experiences except A and B and V is a relationship trust value which measures
de probability that B will behave accordingly while he is considered trustworthy in the
system. This value is based in positive experiences of B towards A.
So, according to Beth et al.’ model, if p is the number of positive experiences of B
towards A in the class x, then the trust value of such experiences is calculated by equation
2.7.
Vz(p) = 1− αp (2.7)
The value Vz(p) reflects the probability that B is more trustworthy than a threshold α,
based on information that A has about B. This trust relation measures the expectations
that B is trustworthy to A related to one and only one task. This model depends of
a correct definition of α, so according to the authors, the expectations can be fulfilled
without security problems.
2.5.2.3 YAN
Yan [Yan14] proposed a trust model that is able to calculate direct trust based
on interest of a group, where every group has a leader, which is responsible for the
maintenance of information and global reputations of all nodes of his group. Following
this assumption, the model proposes: i) a direct trust value that is calculated based on
direct transactions between the nodes, ii) a reputation inner group value which is the
global trust of the inner group and reflects the node ability and trust of supplying services
to other nodes in one group; and iii) recommendation trust inter-group, which is the
recommendation trust to nodes in different groups is the direct trust value of neighbor





where direct trust DTr is the subject evaluated trust value based on the historical direct
interactions between nodes. Assuming node Na applied tranT count service requests to
node Nb in time period t, using trans to denote successful transaction times, tranf to
denote fail transaction times. So the direct trust of Na to Nb in this period is as 2.8.
To Yan [Yan14] the whole valid time span, used to calculate the direct trust of Na to
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Reputation in group is denoted by GRp according to Yan [Yan14]. It is the global trust
inner group, which reflects the node’s ability and trust for supplying services to other nodes
in one group. Within the group, every direct trust value between nodes after each of their
transactions should be sent to the leader node and stored as a m x m matrix, which stores
the direct values. To generate reputation value is used equation 2.10. Recommendation










Yan [Yan14] considers that recommendation trusts from nodes with similar interests are
more reliable which should be given higher weight. So his model chooses recommendations
from the neighbor nodes with the similar trust when evaluating nodes trust in other groups.
It is used to measure trust similarity between two nodes and it is expressed as the cosine









, k 6= i, j (2.12)
Yan’s model consider the decrease of trust as the time pass by. It is considering a valid
period of time T, split in MT time periods, so each period is calculated as equation 2.13








Finally, the trust of one node, according to Yan [Yan14] is given by the equation 2.15.
Tra→b =
 αDTr(a→b) + (1− α)G
b
Rp (same group)
βDTr(a→b) + γRtr(a→b) + (1− β − γ)GbRp (different group)
(2.15)
2.5.2.4 KIEFHABER
A model of direct trust and reputation in organic computing systems is proposed
by Kiefhaber [Kie14]. Basically, the author considers that the reliability of a node is
an important basis for all interactions executed on the system. In a communication
mechanism, if a node is not reliable, it cannot be reached due to a high rate of lost
messages, the applications on it can be as good as they will, their calculations are unable
to reach their interaction partner or only with a lot of delay due to error corrections.
Considering such aspects, [Kie14] developed an algorithm to evaluate trust based on
acknowledge of information to detect node failure. His model considers that the calculated
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trust value tn for node n can be expressed as equation 2.16.
tn = t(self).t(real)n (2.16)
where t(self) represents the reliability value of the node, which is rating the node n, and
t(real)n is the trust value of the node n, if the observing node would be completely reliable
and not lose some messages itself.
[Kie14] considers that when a node is highly unreliable itself, it will eventually gain
an appropriate estimation of the reliability of its interaction entities regardless of its own
reliability. In this case a metric that rates older values higher than newer values is desirable.
This is because older values actually depict the real reliability value of the interaction entity
whereas newer values most likely are timed out negative experiences due to lost messages
with acknowledgments. Based on these experiences a trust value for reliability tr can be
calculated. [Kie14] examined several metrics for this calculation, with n the amount of
messages ordered by the time of their occurrence and xi the experience of the interaction,
where 1 is given for a positive experience while 0 for a negative one.
The following equations (2.17, 2.18 and 2.19) gives the author’s perspective of direct
trust calculation. Equation 2.17 is a simple arithmetic mean metric, while 2.18 and 2.19
are a weighted arithmetic mean metric that weight the experiences based on the time they





































Kiefhaber [Kie14] argues that equation 2.19 does not look like a reasonable metric
considering the higher expressiveness of more current experiences at first place, but in
case of an interaction entity with consistent, but fluctuating, behavior, weighting older
experiences higher results in a trust value with less fluctuation. And this behavior is
a result of an interaction entity with a specific reliability value but with a high variance
around it (e.g., 20% of messages are lost by an interaction partner based on an observation
of lost (0.0) and received (1.0) messages).
A mean value will average these losses to a reliability value of 0.8 (loss of 20% messages),
but new experiences of 1.0 or 0.0 will create a high fluctuation around the mean value
especially if current experiences are weighted high. Kiefhaber [Kie14] reasons that this
effect is reduced by rating old experiences higher.
2.5.3 Indirect Trust
Normally, the concept of indirect trust is when one needs to define a value of an
undefined trust relationship based on previous ones that are used to propagate trust
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information. Indeed, an indirect trust models gets a trust path as input and generates an
indirect trust value. Both models of Patel [Pat07] and Yan [Yan14] represent examples of
how the calculation of indirect trust might be achieved, besides direct trust. Below there
are more two examples of indirect trust models.
2.5.3.1 GAYEN & CHANDRA
To Gayen and Chandra [GC14] two entities, say i and j, can also share mutual trust
(indirect trust) due to trust transitivity effects. The authors consider an indirect link trust
of nodei on j as the sum of the direct trust of j ’s neighbors on j, weighted by the indirect
trust of node i on the corresponding neighbor of j.
So, to [GC14] the estimation of indirect link trust of node i on j is expressed as Iij .
Considering there is k as a neighbor entity of j, then the indirect trust of node i on node
j is expressed as equation 2.20.
Iij = Lij + β
∑
k∈N(j)
Iik ∗ Lkj (2.20)
where β is a damping factor that lowers the trust weight of entity i on entity k with
increasing number of hops from i to k. Since this value can be greater than, the authors





Gayen and Chandra [GC14] also argue that the effect of trust transitivity is that it
leads to the formation of clusters. So, the authors consider that the clustering coefficient
of order x for an entity i having ki number of neighbors can be defined as the ratio of the
number of neighbor pairs who has a path of distance x among them (through any entities
other than i) and the number of all possible pair of neighbors.
If Ei(x) denotes the number of such neighbor pairs of entity i then the clustering
coefficient of any entity i of order x is given by equation 2.22. Then the 1st order clustering








Razavi et al. [RRM09] proposed a trust model with indirect trust calculation. The
authors proposed a calculation model where different recommenders have different weights
that can be mentioned as their trust values. Their model judges recommenders according
to their honesty and context, where recommenders which are more trustworthy have more
effect in computing the trust value of the recommended entity (represented by equation
2.23 as the initialization function of a indirect trust value).
Rt =
∑
TRVi/n,with 0 ≤ i ≤ n (2.23)
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where Rt is the recommender’s trust value, n is the number of records in trust records
database that their service provider identification is the same as the recommender’s id,
and TRVi is the trust value of the i
th trust record. Also recommenders will be updated
after each interaction with the corresponding recommended entity. The similarity distance
between the provided value and the real value is computed as in equation 2.24.
δ =
∑
|PV normi −RV normi | /n,with 1 ≤ i ≤ n (2.24)
where δ represents the similarity distance (the shorter the distance means the more
accurate recommender). PV normi is the normalized provided value. and norm RV
norm
i is
the normalized recommended value for ith attribute and n is the number of attributes.
The update factor for a recommender’s trust value is computed as equation 2.25, where
erroracpt is the acceptable error between provided and recommended values. UF is the
update factor for the recommender’s trust value. Considering this, a recommender’s trust
value is as in equation 2.26.





+1 if (1 + UF ).RT old ≥ +1
−1 if (1 + UF ).RT old 6 −1
(1 + UF ).RT old Otherwise
(2.26)
where RT old is the old and RTnew is the updated value for a recommender trust. UF is
the update factor and a recommender’s trust value will be increased in the case of having
less error, considering that an unaccepted error causes the recommender trust value to be






,with 1 ≤ i ≤ n (2.27)
where It is the indirect trust value for the recommended entity, n is the number
of recommenders for that recommended entity, RTi is the recommender’s trust value
corresponding to ith recommender, and TRVi is the trust value which is recommended
by the ith recommender.
2.5.4 Cognitive Trust
Cognitive trust is a confidence to rely on other’s competence in providing a service.
Normally, it comes from an accumulated knowledge that allows one to make predictions,
with some degree of confidence, that a focal entity is likely to fulfill his obligations.
Although cognitive trust is knowledge-driven, the need to trust presumes a state of
incomplete knowledge. If one considers that a state of complete certainty regarding an
entity’s future actions implies that risk is eliminated, thus trust is redundant [JG05].
Bellow there are some examples and further discussion about cognitive trust.
Bellow there are some cognitive trust discussions.
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2.5.4.1 FALCONE & CASTELFRANCHI
Falcone and Castelfranchi [FC01] provide a definition of trust as a mental state and as
a social attitude and relation considering MAS. They believe there is a relation between
trust and the mental background of delegation, thus trust is a bet and implies some risks.
Their model analyzes more complex forms of social trust, based on a theory of mind and
in particular on morality, reputation and disposition, and authority (three party trust).
Falcone and Castelfranchi [FC01] consider that promises, contracts, authorities can
increase trust by modifying mental representations and presents a principled quantification
of trust, based on its cognitive ingredients, and use this “degree of trust” as the basis for
a rational decision to delegate or not to another agent. Considering such aspects, the
authors then present a cognitive model of trust in term of necessary mental ingredients
(beliefs and goals) and decision to delegate.
Falcone and Castelfranchi [FC01] agree with the trust definition given by Gambetta
[Gam00], but they argue that it is also quite a poor definition, because it ignores
the competence dimension of trust. The subjective probability definition of trust does
not consider many important parameters and beliefs, which are very relevant in social
reasoning, thus to cognitive trust.
Trust considering a cognitive approach [FC01], require 3 elements: belief, wish and
intention. Thus, the authors proposed a model where an entity A trusts entity B about a
particular action, which create a state S. This model considers that trust is a mental state
or attitude, which results in the action of delegating part of A’s plans to B. So, basically,
there is a division in two distinct components. The first one creates a characteristic of
the trusted entity (internal trust). The second one considers that there is an evaluation
about the probability with external factors’ consistency, barriers and opportunities that
generate an external trust, among other external factors.
2.5.4.2 JOHNSON & GRAYSON
Cognitive trust has a tied relation to trust, considering the view of Johnson and
Grayson [JG05]. Authors work with the proposition that consumer trust in service
providers has distinct cognitive and affective dimensions with unique antecedents and
consequences. Thus, their work [JG05] evaluates whether these dimensions are empirically
supported, and what practical insights can be gained on managing interpersonal aspects
of service relationships.
Cognitive trust provides a base for affective trust, so it should exist before affective trust
advances. But as affective trust matures, the potential for decoupling of trust dimensions
and reverse causation increases. [JG05] model cognitive trust as a positive antecedent
of affective trust (relationship between cognition and affect in attitude formation is
bidirectional). Their study has produced evidence in favor of conceptualizing trust
as having cognitive and affective dimensions. Though the two dimensions are highly
correlated, they are empirically distinguishable, and both dimensions of trust have unique
antecedents.
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2.5.4.3 DUNN
The report presented by Dunn [Dun00] shows the results of two experiments on the
importance of three trust indicators on establishing interpersonal trust. A cognitive
element of trust is the result of a rational calculation by the trustor about how the
trustee will behave in the future. To Dunn, most social relations are based on cognitive
trust, where as emotional trust is the basis for intense personal relationships (i.e love and
friendship).
Dunn’s study [Dun00] focuses on three cognitive-based cues that engender trust within
a dual relationship. The first is the frequency with which the trustee and trustor interact.
The second is the competence of the trustee. The third is the consistency of the trustee’s
previous behavior. In his experiments, trust is measured as the perceived reliability of the
trustee’s information and the estimated time for the trustor to complete his task and the
results reveal that the consistency of the trustee’s previous behavior is the most important
element in engendering cognitive-based trust within a dyad.
2.5.4.4 ALI & LUDWIG
To Ali et al. [ALR05] the socio-cognitive trust is drawn by characterizing the known
motivations of the other entities. This involves forming coherent beliefs about different
characteristics of these entities and reasoning about these beliefs in order to decide how
much trust should be put in them. So, the action of deciding to trust is the cognitive
process of selecting a course of action from among multiple alternatives mutually exclusive
actions, where one and only one choice can be made.
Considering this point, Ali et al. [ALR05] argues that each of these choices might have
one or more possible consequences that are beyond the control of the decision maker, which
again are mutually exclusive. The rational procedure in such a situation is to identify all
possible outcomes, determine their values (positive or negative) and the probabilities that
they will result from each course of action, thus multiply the two to give an expected
value, where the action to be chosen should be the one that gives rise to the highest total
expected value.
The cognitive process of making a judgment to assign a set of qualities for the
experience that the user had with the service in a transaction is defined as evaluating
a transaction with a service, so when a user A requests a task T from a service S, the
quality of completing the task reflects A’s experience with S, and as an experience, the
qualities drawn from that experience are important to A. In the context of Ali et al.
[ALR05] model, the quality of experience and the quality of compliance are metrics used.
The quality of experience is used as a feedback to the user’s own experience registry while
the quality of compliance is used as a feedback to a public compliance registry.
In short, the model proposed by Ali et al. [ALR05] considers a trust management
model constituted of four phases regarding trust management: i) capturing user’s trust
disposition; ii) verifying trustworthiness level; iii) making trust decision; and iv) evaluation
after a transaction has taken place.
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2.5.5 Situational Trust
Situational trust is basically understood as a situation where x trust y in context α
and it can be expressed as a function Tx(y, α) with values [-1,+1). Nowadays, there are
several formalizations of trust in the sense of cooperative situations. In short, given the
situation between cooperation or non-cooperation, an entity decides whether to cooperate
with a particular entity or not. Below there is a review of some situational trust models.
2.5.5.1 MARSH
A metric defined by Marsh [Ste94] towards situational trust is considered one of the first
computational formalization of trust. In order to simplify his approach, Marsh considers
there are two or more entities involved in a cooperation process and an entity decides in
which to trust in the particular situation. His formulation uses the estimation of situational
trust as first parameter and a cooperation threshold as second parameter, as expressed in
equation 2.28.
Tx(y, α) = Ux(α) ∗ Ix(α) ∗ T̂x(y) (2.28)
where T̂x(y) emphasises that x can use previous trust-based knowledge in y in this
calculation, whether related to the particular situation or not. This gives the perspective
that x has this much trust in y. One could not forget that if it is for a different
situation, where the situation is more important to x, the values may be very different.
To Marsh [Ste94] the situation extends when x has to decide how much trust in y to start
the cooperation. This generates the cooperation threshold expressed by equation 2.29.
CTx(α) =
PRx(α)
PCx(y, α) + T̂x(y)
∗ Ix(α) (2.29)
where CTx(α) represents the cooperation threshold of x in the context α, PRx(α) is the
perceived risk seen by x in the context α and PCx(y, α) is the perceived competence seen
by x about y in the context α. According to Marsh, this gives a means of seeing what is
necessary for x to accept any cooperation with the help from y in the situation α. Then,
if Tx(y, α) ≥ CTx(α) this implies that x will cooperate with y in context α.
Still, to Marsh [Ste94], when trust is encouraged then it shall be strengthened, while
when betrayed the trust shall be weakened. Then, if x helped y in the past, and x
responded at this time by defecting, the trust y has in x will be reduced by a considerable
amount. Otherwise, if x helped y in the past, and x reciprocated at this time with
cooperation, then the amount of trust y has in x will remain the same or increase only by
a small amount.
2.5.5.2 REHAK
RehA˜ k et al. [RGP06] created a model for situation representation to be used by
software agents. They argue that general trust models are inappropriate and their use
for advanced decision-making is limited due to the lack of detail to be used in complex
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environments, thus the authors proposed a framework for context representation in trust
model.
In the proposed model, there is a set of agents in a community (A, B, C, ...). The
general trust, without context, is represented as ΘA(B). A context C is a metric of spaces
contexts with distance function as d(c1, c2). The context of each trust observation τA(X|ci)
or trusting decision δA(X|ci) represented by exactly one point in the space, but several
distinct observations may come int the same point ci in C. A represents the observing or
deciding agent, X denotes the evaluated agent and ci is a context of the decision.
To RehA˜ k et al. [RGP06], the context space is formed considering: i) identify all
relevant features of the environment; ii) define the Q-dimensional context space where each
dimension q matches a relevant feature of the trusting environment; iii) for each dimension
q, define its quantification (either discreet or continuous) and appropriate distance metric
dq that correctly represents the feature; and iv) defines a joint metric d on the full space
C, taking into considerations the domain characteristics and marginal metrics di1.
Authors also consider that the general update approach proposed by their model
ensures that several trustfulness relative to different contexts are updated simultaneously.
They assent this as a critical feature for any trust model, once it reduces the time before
the model can provide meaningful results. Also the decision-making process proposed
gathers data from all relevant contexts, increasing the quantity of the information the
trusting decision is based on.
Based on all the metrics proposed, the authors [RGP06] concludes that specialized
agents can successfully rely on general trust models, once there is the considerations of
the tradeoffs of specific decisions. In their model this is addressed using a generic trust
update method and trustfulness aggregation method using the general set of reference
contexts.
2.5.5.3 SCHULTZ
In the perspective of the work presented by Schultz [Sch06], a trust model for
situational trust is used to communicate a clearer and better understanding of trust.
His work includes a situational trust model, a trust transaction, and a trust equation.
The situational trust model relates to the trustor, the trustee, the trust object, and the
trust environment.
When considering a trust approach, the trustor decides cooperatively to accept an
exposure by relying on the actions of a trustee, and the decision to trust depends primarily
on previous experiences formed by interaction and communication. Schultz considers
Figure 2.4 as the single transactional display of any trust situation, with the reference of
trust formation to prior trust situations.
Considering such aspects, trust is situation specific and depends on the experience
gained over time, thus it be expressed in its most elemental form as equation 2.30.
Vt+1 = v(Vt) = v(s, x, t) (2.30)
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Figure 2.4: Transactional display of any trust situation (adapted from [Sch06])
where the trust V of a trustor is formed by the trust decision process v according to the
given situation s and the experience x obtained over the time t. Than the components
of the trust model were included into the trust equation transforming the expression into
the equation 2.31.
Vt+1 = v(s, x, t) = v(Ts,x,t, Os,x,t, Es,x,t) (2.31)
where the trust V of a trustor is determined by the trust function v operating on the
trustee T, the trust object O, and the trust environment E in accordance to the situation
s and the previous experience x up to the point in time t. Following, equation 2.32 shows
the association between the general trust function and the different type of trust formation.
v(s, x, t) = d(x, t) + i(s, x, t) + p(s, x, t) (2.32)
where the trust function v can be broken down into dispositional trust d, institutional
trust i, and interpersonal trust p. Then, the complete trust equation can be expressed as
equation 2.33.
Vt+1 = d(Ex,t, Ox,t, Tx,t) + i(Es,x,t, Os,x,t, Ts,x,t) + p(Es,x,t, Os,x,t, Ts,x,t) (2.33)
where the range of the functions d, i, and p are not limited to positive values, and the
trust equation can account for an increasing, a decreasing or a constant level of trust
development from t to t+1. Schultz [Sch06] understands that the complete trust equation
(2.33) represents the gradual development of trust over the course of previous transactions.
2.6 Synthesis of This Chapter
This chapter reviewed trust and its applications in CSs. Basically, trust is widely used
in distributed systems to help address some problems that lead to information security
and to the reliability of such systems.
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When emphasis is given to trust, one realizes that it has different lines of understanding
because of its subjective evaluation. Trust is subject to social evaluation, suffers influence
of time, and it is context and behavior dependant. Considering the perspective of the
review of this work, Table 2.6 provides a summary of the basic requirements of trust
model applied to CS ([Pat07], [Ste94], [Gam00], [Lam01], [Das00]).
Following the organization of this chapter, section 2.1 presented some definitions
of trust and some important work in the literature that describes trust in different
perspectives. Discussions about context, third party information and trust’s basic
characteristics were also discussed (sections 2.2, 2.3). After that, in section 2.4, it
presented a review of trust applied to computational systems, such as cloud, grid and
P2P. Afterwards, some trust models used in CSs were reviewed and presented in section
2.5.
Table 2.6: Basic requirements applied to trust models
# Requirement Description
1 Be scalable. It shall not have performance issues and shall not be restricted to the
number of entities that are part of the process of generating trust or
reputation.
2 Be decentralized. It must be robust and function even in failure situation in the network.
3 Be able to distinguish
between an entity from
environment.
It must be able to make distinction between the role of an entity and the
role that is seen by an entity in the environment.
4 Calculate direct trust. It must allow an entity to perform trust calculation of another entity
supported by past experiences.
5 Calculate reputation. It must allow an entity to perform trust calculation based on the opinion
of other entities about a particular entity.
6 Find reputation sources. It shall offer tools to help identify sources of general opinion besides
specific protocols.
7 Encouragement the sharing
of opinions.
To address requirement #5, an entity shall provide reasons so another
entity may share their opinion about a particular entity.
8 Adjust opinions. It shall provide tools to make opinions’ adjustment in order to avoid false
opinions.
9 Store historical data. An entity shall be able to store past interaction information so it can
adjust the trust values based in new and old trust and reputation
information about a particular fact.
10 Use social information. Depending on the environment, the use of social information may help in
defining trust values.
11 Dynamic trust value. The trust value shall be adjustable depending on the information of an
entity about another entity. If the opinion changes, so shall be the trust
value depending on the situation.
12 It shall be able to generate
consensus about trust level.
It shall allow a group of entities to reach consensus about the trust level
of a particular member of a group, be it internal or external.
13 Group trust level. In some situations, it shall be necessary evaluate or calculate a group
trust level.
14 Effective opinion exchange. It shall permit entities to rapidly exchange information about another
entity.
15 Share trust information. Considering requirement #2, trust information must not be kept in only
one central point.
16 Context dependent. It shall allow entities exchange information about a particular context
and the trust values related to it.
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Chapter 3
Review about Reputation and
Information Security and Cyber
Security
This chapter provides the review of reputation, information security and cyber security.
As viewed in the previous chapter, the literature points a lot of trust models. Mainly trust
and reputation can be analyzed from different points of view and can be applied to many
situations. Such characteristics are important because one must consider particularities of
the environment where trust and reputation can be developed as a computational process.
To be able to sort or classify trust and reputation models, it is important to consider
aspects such as the source of information, if it is acquired by direct or indirect interactions,
if it is used in social network evaluation or even if an entity, based on given properties, is
part of a recognizable group. With regards to information security and cyber security, it is
understandable that these subjects are interlinked, however each has its own meanings and
implications as presented by the review in the following sections. The following sections
are an important basis for the discussions regarding the architecture proposed and the
discussions about exploits and APT.
This chapter is organized as follows. In section 3.1 the definition of reputation is
presented, while section 3.2 discusses the reputation in CSs. Some reputation models
found in the literature are presented in 3.3. In section 3.4 some of the relations of trust
and reputation considering information security are discussed, followed by some review
and related work about information security (section 3.5). The discussions and a short
review about cyber security are the subjects of sections 3.6 and 3.7. Finally this chapter
is summarized in section 3.8.
3.1 Definition of Reputation
Basically, reputation relies on information to choose partners to cooperate with and
it has been studied from different approaches. According to the online Merriam-Webster
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Learner’s Dictionary1, reputation is:
a. The common opinion that people have about someone or something;
b. The way in which people think of someone or something.
This basic definition points to what is generally said or believed about a person or
something. Generally, it implies that reputation is formed by an accumulation of opinions,
which makes reputation part of the concept of trust, which in some cases, may even be
more objective than trust.
This work regards reputation as directly related to trust. Reputation is an opinion that
an entity has over another entity. As it is an opinion, it has many subjective evaluations
depending on several factors like:
Situation observed (context);
Own trust value inference;
Information received by others in a social relationship;
Etc. . .
The reputation value evolves with the time and depends directly on the behavior of
the entity being observed. In some cases, reputation may also represent indirect trust.
It includes asking for the opinion of other parties whom the entity has previously had
interaction with regarding a third entity.
Reputation can also be defined as the common opinion of others regarding an entity
[Pat07] which may be used in the absence of trust formed from personal opinions.
Reputation values take time to be acquired, but it can be easily lost in social aspects.
Calculation of reputation values is done using past information that has been obtained
over time and based on the information that was received from trusted parties. These
variables enable an entity to form an idea about an unknown entity. It could be considered
a social evaluation of an individual or group of individuals.
To Dagsputa [Das00], reputation is supported by trust. Reputation should be acquired
over time considering behavior under known circumstances. Trust and reputation in this
case are subject to expectation, which influences the behavior of an entity before it can
even monitor other parties in a communication process.
As stated by Moyano et al. [MFGBH14] a good approximation to the relationship
between trust and reputation was suggested by Jøsang [JIB07], who made the following
statements:
1. ’I trust you because of your good reputation’;
2. ’I trust you despite your bad reputation’.
1Definition found at http://www.learnersdictionary.com/definition/reputation
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Following this analysis [MFGBH14] supports the idea that reputation can be considered
as a building block of trust. But reputation does not have the final say as stated by the
second statement. This view of reputation allows one to trust someone with a negative
reputation or to distrust someone with a high reputation. This is because there may be
other elements that shall have greater impact over the trust decision. Such elements can
be either the trustor’s disposition to believe in the trustee, or the trustor’s opinions, or
the trustor’s personal familiarities with the trustee.
According to Jøsang et al. [JIB07], reputation also corresponds with the view of social
network, which states that reputation is a quantity derived from the underlying social
network which is globally visible to all members of the network. Following this assumption,
reputation can be considered as a collective measure of trustworthiness based on the
recommendations or ratings from members in a community.
Reputation can also be related to a group. A group’s reputation can be modeled as a
view of all its members’ individual reputations. In this case the reputation of a group is
how the group is perceived as a whole by external parties. Tadelis’ study [Tad03] shows
that an individual belonging to a given group will inherit an a priori reputation based
on that group’s reputation. If the group is reputable all its individual members will be
perceived as reputable and vice versa.
The work described by Wiseman [Wis08] points that an effective reputation is one that
weakens over time. This means that the reputation must be constantly updated by other
means (i.e. external components). To Wiseman [Wis08], if reputation is not updated, it
will not provide good information, so outsiders or competitors can gain advantages over
the situation in context.
3.2 Discussions about Reputation
To Jøsang [JIB07] reputation is understood as a collective measure of trustworthiness,
in the sense of reliability, which is based on the referrals or ratings from members in
a community. In general, an individual’s subjective trust can be created based on a
combination of received referrals and personal experience.
Basically, the architecture of a computational system determines how reputation is
generated and how it is shared among entities that are participants in a reputation system.
This gives two types of reputation mechanisms: i) centralized; and ii) distributed.
In the first model, information about a given entity is collected as ratings from other
members in the community who have had direct experience with that participant. After
applying calculation criteria depending on the particularity of the reputation model, the
information is then stored in a central repository, where it can be consulted by any
participant of the community.
In the distributed approach, there is no central location for submitting ratings or
getting reputation scores. Basically, there are distributed repositories where ratings can
be submitted, or each entity simply records the opinion about each experience with another
entity, and provides this information on request from relying parties.
Following this discussion, there are several models for representing reputation in the
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view of Rosaci et al. [RSG12], and a trust relationship can involve multiple dimensions,
depending on the particular perspective under which the interaction among entities takes
place.
According to the review provided by Hendrikx et al. [HBC15], reputation is context
dependent. It also relies on contextual information to give meaning to the data. One
problem is that context in reputation systems is not easily defined because additional
information, such as contextual dimensions, attributes or facets, are used to provide
greater meaning and usability to the information generated during a transaction that
uses reputation. Normally, when reputation systems use more than one context, it often
adds additional domains of information.
To Vavilis et al. [VPZ14], reputation has an important role in the process of trust
establishment and management. Usually, when an entity needs to make a trust decision
whether or not to engage in an interaction with another entity, he relies on reputation
systems as a source of information. Therefore, a reputation system becomes a fundamental
component of the trust computational systems.
In general, reputation may represent indirect trust (section 2.5.3) because it involves
asking for the opinion of other parties whom the entity have previously interacted with
about a third entity. Reputation is also the common opinion of others regarding an entity,
which may be used in the absence of trust formed from personal opinions.
Reputation is rarely extreme (all or nothing). It takes time to be acquired, but it
can easily be lost in social aspects. Calculation of reputation values may be done using
previous information that has been obtained and is based on the information that was
received from trusted parties. These variables enable an entity to form an idea about an
unknown entity.
If trust and reputation models can be characterized as a cognitive approach, they
are supported by beliefs and they are a function of the degree of these beliefs. Towards
this cognitive approach, if an entity has the ability to trust another entity and assign a
reputation value, there are consequences based on the state of both entities and the act
of relying on each other. Otherwise, if the probabilistic approach (A expects that B will
perform a given action) is considered, trust and reputation are not just the result of a
state of the agent in a cognitive sense. Rather it is seen as the result of a more pragmatic
approach that is able to consider past interactions.
3.3 Reputation Models
In a larger view, reputation is a social evaluation of an individual or group of individuals
in direction of one entity or another group that have impact in trust formation. The
following subsections provide some reputations models found in the literature.
3.3.1 Online Reputation
Normally, these are the reputation models mostly used in e-commerce solutions. Online
markets, online stores and e-commerce sites such as eBay, Amazon and OnSale use
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reputation mechanism to qualify their online users. Online reputation is also used to
track or monitor information about an entity.
The normal approach in e-commerce considers that after a transaction is complete, the
buyer has the possibility to rate the seller (give its opinion about it). The normal procedure
constitute of rating possibilities which vary giving good or positive information, neutral,
or bad or negative. Such values are processed by the online site and this provides a general
reputation value, which is publically available to any interested entity in the system. Thus,
it may provide users with unreliable information and this may generate unwanted relations.
Such online reputation systems have a very simple implementation and are designed to
have a very intuitive understanding, making them ideal for human-based application.
But, considering this simplicity, they also lack measures to infer strength against false
information or even cheating. This problem may lead to misinformation to users with no
immediate effect on the system.
It is also important to consider that the increasing of reputation in online transactions,
systems that use reputation as a parameter has become a widely used method for
creating trust among the transactors and providing incentives for good behaviors in online
transactions. The main problem is that false reputation affects the effectiveness of such
systems, because online environments are more open to attacks on reputation systems
where, i.e, a single comment can have a huge impact on an entity’s online reputation.
When dealing with online reputation things are difficult to measure in terms of impacts
considering negative information, since the spread of bad comments can happen anytime
and anywhere and the free flow of endless unfiltered information makes it nearly impossible
to control the content. This is particularly dangerous for organizations’ online reputation,
once the spread of unfavorable information is harmful and is hard to control ([Kiz15]).
3.3.2 FIRE
Fides and Reputation (FIRE) is a trust and reputation model proposed by Huynh et
al. [HJS06]. It was conceived to a multi-agent environment where agents are assumed
to be benevolent and honest in exchanging information. FIRE model takes in account
information about the direct agent’s experience, the agents’ relationships; the verification
about the behavior of an agent and the reputation about an agent that is witnessed by a
third-party suggested by the agent itself.
Shergill and Kaur [SK15] considers that FIRE defines certified reputation as an
additional source of trust information once it integrates sources of information and is
able to provide trust metrics in a wide variety of situations.
The basic functioning of FIRE stats when agent X is trying to estimate the reliability
of agent Y, but when there is no information that can use in its trust computation, X
asks Y to provide ratings from its earlier experiences. Y then provides X with a set of
proficient ratings, which it has collected from asking others to estimate its performance
at the end of an interaction. This means that X can ask Y to supply it with ratings of
Y’s past exchanges without having to look for a huge social network. It is assumed by
the model that a security mechanism is present in it that prevents agents from tampering
with these certified ratings ([SK15], [HJS06]).
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3.3.3 REGRET
Hendrikx et al. [HBC15] argues that the Reputation Model for Gregarious Societies
(REGRET) [SS02] is a modular reputation and trust system for cooperative agents
exploiting impressions about other agents derived by both direct trust and a reputation
model. REGRET uses the concept of a compositional value where three proportions of
reputation (ontological, social and individual) are considered in the process of generation
reputation.
To REGRET [SS02] trust is a function of direct trust, only calculated through
direct experiences and reputation. The incorporated reputation model uses transmitted
information, social networks analysis, system reputation and prejudices, which are used
to infer reputation values of unknown agents from their belonging group. The model
also incorporates a credibility module to evaluate the truthfulness of witness information,
which takes into account the reputation and trust of the information provider. It offers
reliability measures for trust, reputation and credibility values. [HBC15] consider that
REGRET can be adopted to produce good results because the model deals with lots of
issues of trust and reputation in virtual societies.
3.3.4 TRR
Rosaci et al. [RSG12] developed Trust-Reliability-Reputation (TRR), where a software
agent is able to represent both the reliability and the reputation of another agent, and
to merge these two measures into a global trust evaluation. According to the authors,
the TRR is an evolution of previous mode Reliability and Reputation Agent Framework
(RRAF) and TRR uses a dynamically computed weight, representing how the agent X
considers the reliability important with respect to the reputation when it computes the
trust in agent Y. The weight considered as a metric depends on the number of interactions
between X and Y and the expertise that X has in evaluating the Y’s capabilities.
Authors argue that an important feature of TRR is what represents the mechanism for
computing the reputation. In the case of TRR reputation perceived by an agent X about
another agent Y is based on the global trust that each other agent Z of the community
has in Y, such as the overall trust measure θXY will depend on the other trust measures
θZY . Authors consider this approach more efficient than that used in RRAF because it
uses the actual trust measures of the other agents as suggestions for the agent that is
computing a trust measure, instead of suggestions arbitrarily provided.
3.3.5 SPORAS
Another review of a reputation model called SPORAS was done by Shergill and
Kaur [SK15] as a way to improve online reputation models. SPORAS [ZM00] considers
that when a newcomer enters the online community it starts with a minimum reputation
value which is updated as a result of their activities in the entire system and an individual’s
reputation cannot gets below the point of a newcomer. This characteristic of SPORAS
considers that an individual never has to leave the system and re-enter under a new
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distinctive identity. The minimum reputation level is then updated after each interaction
in the system.
In SPORAS, each entity can only rate another entity just once, and when it happens
that an entity has rated another more than once, the most recent rating is used. Also the
amount of an entity’s reputation level is not only dependent on feedback, but also on the
present reputation level. Thus, entities with very high reputation values experience smaller
changes in the rating mechanism after each update than entities with low reputation
[SK15].
Another characteristic of SPORAS is that the ratings used to compute reputation
are discounted over time. This means that the latest ratings have more weight.
Authors [ZM00] argues that it is an easy and effective way to avoid problems related
to trust and reputation, exhibited by the dynamic behavior of entities. This way, by
increasing the weight of more recent ratings the value of reputation obtained will represent
a truer illustration of an entity’s current behavior.
3.3.6 QADE
Zupancic and Trcek [ZT15] believe trust is essential to economic efficiency and points
out that one way is to deploy trust and reputation management systems that are based on
collecting feedback on entities’ transactions. But the presence of unfair ratings is a problem
in trust and reputation solutions. Based on these assumptions, they proposed QADE as a
trust and reputation model for handling false trust values considering subjectivity, which
assumes the existence of unfairly reported trust assessments.
To them [ZT15], the nature of differently reported trust values do not necessarily
mean false trust values, but it can also imply differences in dispositions to trust, based
on the considerations of the subjective characteristic of trust. In their proposed method
a trust evaluator finds other entities in a society that are similar to it and takes into
account pairwise similarity of trust values and similarity of entities’ general mindsets. As
defined by the authors, their model reduces the effect of unfair ratings by the exclusion of
non-similar entities from the trust computation.
3.3.7 TORMO
The proposition of a dynamic and flexible selection of a reputation mechanism for
heterogeneous environments corresponds to the work of Do´lera et al. [TMP15]. Basically,
authors consider that current trust and reputation management approaches usually offer
rigid and inflexible mechanisms to compute reputation scores.
Most systems provide certain parameters that are configurable or tunable, but authors
argue this is not enough for such heterogeneous and dynamic environments as the ones
introduced by Internet of Things (IoT). Thus, [TMP15] designed and prototyped a
TORMO as flexible mechanism to select the most suitable trust and reputation model to
apply on-the-fly, amongst a pool of predefined ones, considering both the current system
conditions and the selected performance measurements of the environment.
Do´lera et al. [TMP15] claims their solution guarantees a smooth transition between
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different computation engines and it avoids abrupt changes in the computed reputation
values. The experiments’ results show the proposed solution is able to identify and start up
the most suitable trust and reputation model depending on the current system conditions
and expected performance measurements.
3.4 Relations of Trust and Reputation and Information
Security
The discussions about the relations between trust and information security is not new.
Still it is subject to researches and definitions, which tries to make better assumptions
about security in computational systems. The view of information security as a risk
management activity has to deal with a lot of different aspects where trust is understood
as a manner of helping to protect information.
The Zero Trust Model for Cybersecurity [Con13] is an information security architecture
that claims network packets should always be considered untrustworthy. The basic view
is that the data and information that goes across a network should be protected the same
way, be it internal or external data in the networks.
Information security and trust are pieces of computational systems that influence
interactions and behavior between entities. Trust also deals with the sense of safety and
security [Kie14]. Safety in the sense that a system has no possibility to enter a state or
to create an output that may impose harm to its users, the system itself or parts of it,
or to its environment. Security in the sense of there is very low or even complete absence
of possibilities to defect the system in ways that it disclose private information, or the
system may change or delete data without authorization, or to misuse the authority to
act on behalf of others in the system.
Security mechanisms are used to provide protection against malicious actors, be it
human, hardware or software. What is seen in literature is that traditional security
solutions will protect resources from malicious parties by restricting access to only
authorized users. One basic problem of the relation of trust and information security, is
that the view should be reversed. This is because information providers can act deceitfully
by providing false or misleading information.
Seen by this perspective, traditional security mechanisms are unable to protect against
this type of threat, but trust and reputation systems can be used in this situation to provide
means of enhancing security. This therm is also called soft security because it uses social
control mechanisms (trust and reputation) to increase the perspective of security in the
systems [JIB07].
Trust is important regarding information security because it can be used to ensure
secure and reliable communications. The accuracy of trust evaluation depends whether a
trust system can function properly under all situations and be capable of handling unfair
rating attacks in a satisfactory manner [WMI+15].
In order to accomplish security related tasks in distributed systems trust is also a
possible solution because the management of trust relationships between different peers
can be done using different approaches to help increase the security perspective of a
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computational system. Considering a general view, information security must support
business objectives by minimizing risks and developing trust.
Even though humans use trust every day in social aspects, work, home, etc., trust
is not widely used as a computational resource in network and information systems yet.
Normally, trust is applied in a small set of systems and particular environment. The
process of trusting depends on the knowledge the trustor gathers about the trustee and
it is not a good approach to trust something without being able to measure it or to fully
understand it.
Anyway, trust is indeed an expectation. It is a probability that things will work and
keep working as they are supposed to. But when it comes to security, trust should be zero
or one, i.e., one trusts an information system, network, etc. or does not. If security is
important, the “maybe” approach should be avoided.
If something is to be trusted, it must be clearly identified and operate exactly as
planned and expected. It must also not do anything it was not supposed to do and must
be able to operate continuously. If it is acknowledged that a system has been or may be
compromised, this is enough to make it suspicious or untrustworthy, and consequently not
secure.
3.5 Review and Related Work Regarding Information
Security
A lot has been said about norms, compliance, standards and frameworks regarding
information security and the importance of following some of those. Commonly, security
standards are guidelines to develop and maintain Information Security Management
Systems (ISMS), as seen in works like [BMG02], [Pel13], [Dis13], [Sta11] and [PVS04].
Information security must support business objectives by minimizing risks and
developing trust. In addition, it is important to understand that information security
requires continuous improvement in a cyclic approach [Dep07]. Standards such as BS7799
and ISO 27000 Family [WM13] are well known guides in the information security business.
But they are more related to telling what to do instead of how to do it.
Frameworks such as Information Technology Infrastructure Library (ITIL) and Control
Objectives for Information and Related Technology (COBIT) ([POK13]) are also used in
information technology governance in order to help organizations in reducing costs and
increasing productivity, and in some aspects, aiding security in terms of organization
and methodologies [Dep07]. The review of such methodologies shows that none of them
presents the importance of trust.
However, ensuring compliance supported by standards does not guarantee security at
all. To deal with information security it is required to go beyond compliance or best
practices. They do help, but they are not the most effective way of getting things secured.
Up until now and as far as this research is aware, there is no known proven technology
or framework for developing application and information systems without security issues,
such as exploitable flaws, configuration errors or system misuse.
Discussions and references precedes to the eighties considering the information security
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CIA triad. The main discussion about confidentiality dates back to 1974, maybe earlier,
with Bell and LaPadula [BL73] and maybe earlier. Regarding integrity, references quote
Biba [Bib77] and his model that describes a set of access control rules designed to ensure
data integrity. Regarding availability, some references are found in the National Institute
of Standards and Technology (NIST) according to Burrows [Bur83]. The exact origins of
the ’CIA Triad’ expression appears to be unknown, but apparently they date back to the
nineties NIST publications.
Regarding information security architectures, the Zero Trust Model for Cybersecurity
[The13] conveys a very simple message: stop trusting packets as if they were people. The
idea behind this model is that the concept of internal and external networks should be
changed because one should assume that all network traffic is untrustworthy. In practice,
Zero Trust claims that one should protect internal data from insider abuse as one protects
external data in public networks.
In [JYJ10], the authors discuss the general effect of risk management that is limited
to security activities regarding an information security architecture on information assets
for an organization.
The work proposed in [Tan14] describes an information security architecture with three
levels: domain, component and control. Their target is to align security and business, and
customer service and manage security, and to create traceability between them, proactively
and predictively.
According to [ASS07], it is needed to develop and improve information security in both
administrative and organizational levels. Then, a holistic view of information security is
proposed based on a survey on literature along with a specific Swedish model. According
to the authors, they have extended the Swedish model based on concepts of the semiotic
theory and on the perspective of an information system that included technical, formal
and informal sectors.
Behavioral information security shifts the way people are related to information
security ([CJL+13],[AP12]). People have become the center when talking about and
dealing with information security, a standpoint that this research agrees with.
Much more has been discussed when it comes to the ability of representing information.
In technology, if information can be retrieved it is because it has somehow been digitally
represented before [Chu03]. Despite the amount of effort, it is still rather difficult to
represent and retrieve the correct information for the correct user at the correct moment
considering the amount of variables that may be included or that could be related to the
subject being searched.
The web provides information from a variety of data sources that have great potential
for knowledge discovery [NSSV13]. One of the long-standing problems is that search
engines retrieve plethora of data, however, most of it is useless depending on what the
user is interested in or searching for. Thus, giving meaning to data is still rather difficult.
Yet, when it comes to protecting such information during transferences, mechanisms such
as Secure Socket Layer [FKK11] or Transport Layer Security [Die08] are used very often.
Considering such aspects and in order to protect information, it is very important
to understand how it is digitally represented and treated. For example, from a users’
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perspective, a piece of information can be text, image or both formats. The internet
has redefined the way information is represented and how it is retrieved [DL07] and as
a consequence, the way it is treated significantly changed too. Furthermore, information
representation needs extra structural or semantic complements, which transform raw data
into something intelligible to people. Researches on the subject such as ontology, semantic
web, etc. are evidences of that.
Now that we went over these issues, it is concluded that existing security architectures
fail to manage risks, policies, people and assets correctly to secure information. As a
contribution, this work proposes a layered information security architecture as a way to
see how the components are connected regarding information security. In addition, this
layered view is important to depict how all the security architecture elements interact with
one another.
3.6 Discussions about Cyber Security
Cyber security nowadays is a fundamental challenge to any country or organization. It
has to deal with threats that are mostly unknown to ordinary people. It is strongly
connected with strategic interests and information security. It also has to consider
communications technology as Internet, cellular networks, satellite communications,
critical infrastructure systems and so on. In order to manage such a huge area it is
important to have security guidance, policies, collaborative work and continually reviewing
processes that are subject to such activities.
In a wider perspective, cyberspace should be protected from abuse, misuse and
malicious activities. Governments also have a major role in guaranteeing rights online
in such environments. But, at the same time, the Internet should maintain reliability and
interoperability where most of it is controlled by private sectors of society.
When the attention comes to trust in the cyber security, as noted by Geer [Gee14],
trust will simply end as surveillance activities takes place and keep growing in scales that
only Government actors are able to tell. Still, after Snowden’s revelations [GMP13], much
work has to be done and one cannot deal with information in cyberspace naively.
According to Menn [Men15], the cyber security industry is a US$ 71 billion market
in 2015. It is fragmented along geopolitical lines because security companies chase
government contracts, but they also share information with security agencies. If it is
considered only the technical aspects regarding information security, the power behind
security agencies and information security systems only experts were able to understand
before. There is new technology being developed and deployed rapidly. There are new
companies concentrated in protecting user data from surveillance. There are frameworks
being revised and new ones being developed with intentions to guarantee that user data
is safe and cannot be understood by third parties if captured.
Regarding compliance standards, it is important to remark that some sectors think
that if you are information security compliant you are safe. From the perspective of this
research it is not. It means that because you are in compliance with a particular security
standard, it does not mean your information is safe at all. Upon further consideration, it
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might allow you to be more mature in terms of information security, and that is all.
The world is dealing with cyber security strategy from a long time. European Union
Agency for Network and Information Security (ENISA) [Eur15] has information that some
countries are considering cyber strategy planning since the year 2000.
Thus the review of documents provided by ENISA [Eur15] shows that the cyber
security field is no place for isolated actions. It requires strategic planning and specific
goals. It considers that the study of technology is mandatory and it is in constant
evolution. In such cases, past plans may not be appropriate anymore and should be
constantly revised.
The cyber security field is moving constantly, be it by the development of new
technologies or by way of protecting them or simply by way of deceiving them. Anyway, the
cyber security research field needs focus, analysis, constant timepiece, advanced training
and skilled people. And this is all part of a strategic view.
As an example of how the cyber security is being held with deep interest of nations,
news [Mil15] show that the Central Intelligence Agency is planning to change its structure
to put emphasis on cyber security and cyber espionage. It is no secret that countries such
as China, Israel, France, Germany, Spain, England, Russia, North and South Koreas, etc.
also pay close attention to cyber security.
Another important point to mention is that much of this attention has relevance not
only in protecting themselves, but also dealing with offensive measures in cyber space.
Cases such as BelgaTelecom, Sony and American health companies are examples of that.
Thinking about offensive security, it is more about using hackers to pentest boundaries
and defense perimeters to test your own systems. But it is also about using skilled people
to gain control over your adversaries’ systems. It is a double edge sword.
3.7 Review of Cyber Security
According to Shah and Mehtre [SM13], cyber security is a bigger problem now than
it used to be in the past because of the growth of connectivity through the Internet,
the extension of information systems and its complexity. This work adds to that the
importance that is given to critical infrastructure systems and the impact that it may
have if such systems are misused or abused by unauthorized parties.
If one just considers that hackers will keep hacking and breaches in such systems will
keep cropping up, the analysis is quite simple. But things are far beyond that. There
are real threats in systems that deal with people’s lives in such manners that are beyond
control or measure by simple analysis. There is no doubt that efficiently dealing with
threats and attacks to critical systems can prevent bigger damages to society and much
more efforts are being placed in the cyber security environment.
Still, things are happening in a cyclic view. Users keeps being targeted by phishing
attacks and falling on them, not properly locking down sensitive information internally,
allowing their users too much access without control measures, unnecessary network
services up, and so on. All these things make it easy for targeted attacks to take place
with high rates of success. Indeed, taking required measures to safeguard information from
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possible cyber attack might not be enough because no matter how much effort you spend
in security measures, it may not avoid data theft, systems exploitation, and other offensive
measures. It has to be considered that it also depends on the attackers capabilities and
resources.
The point is not just about investment either. It is about dealing with security from
different points of view, it is about people, it is about technology, it is about continuous
monitoring and so on. There must be a balance between perimeter protection, internal
controls, auditing and constantly monitoring the technological infrastructure. Most of
the time, attackers are already inside and there is not much that can be done on the
perimeter to defend yourself. Without humans the most sophisticated technology applied
to information security and cyber security may render useless.
If critical infrastructure is on focus, much of Supervisory Control and Data Acquisition
(SCADA) systems relies on proprietary networks and hardware [BL04] and thus it has
been considered immune to cyber attacks for a long time. As researches keep going,
this affirmation is no longer supported and is absolutely unthinkable not to take cyber
security measures to protect such systems. SCADA systems are highly customized, so it
is unlikely that there are two exactly the same system in production at different sites. So,
what is done to protect one system may be completely different to protect another. But
it also leads to the point that hacking such systems required specific knowledge and a lot
of investment, i.e duplicating the infrastructure, having specific controllers available for
testing, and so on.
Safe and reliable operation of SCADA in critical infrastructure systems is a major
concern as stated in [TAS+10]. In their work it is studied that schemes based on high
measurement redundancy fail in the presence of intelligent and skilled attackers, where
they can, for example, send false information to the control center. Their research shows
that the more accurate model the attacker has access to, the larger deception attack they
can perform undetected. The developed tools can be used to further strengthen and
protect the critical state-estimation component in SCADA systems [TAS+10].
In [Har14] there is a conclusion that states that hacking activities, active defense
measures and everything in between, have lawful and unlawful impact and all associated
risks with deceptive practices, misattribution, and escalation. Tools, technologies,
partnerships, and information sharing between corporations, governments, vendors, and
trade associations are promising, effective and improving, all that considering a cyber
security perspective.
The work discussed in [dOAVRTGdD11] shows that virtualization is a major area
when cyber infrastructure takes place. With virtualized systems it is possible to raise and
automate the availability in an information technology infrastructure. Aligning server
virtualization concepts and infrastructure management tools provide gains in time saving,
costs and management when compared to systems without such automation steps.
Thinking about attacks against cyber infrastructures, virtualization is the path used
as a way of gaining control over the hypervisor throughout the guest host machine, thus
making it possible to compromise a whole infrastructure. According to Wojtczukif [Woj14],
if a hypervisor isolates untrusted code that runs in a virtual machine from the rest of the
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system, an attacker that exploits vulnerability successfully in the hypervisor breaks this
isolation, thus gains access to all the resources available to the hypervisor. Evidence of
that can be seen in [Elh11] and [SD15]. Even so, virtualization helps reducing costs,
permits scalability [dOAVRTGdD11] and is widely used to build cyber infrastructures.
According to [FSSF15], an APT is a deliberately slow-moving cyber attack. It is
applied to compromise interconnected information systems without revealing itself. APTs
use a variety of attack to get unauthorized access and then spread itself throughout
the network. Also, APTs cannot be detected by protection systems that rely on
signature-based methods [GBS14]. So users and cyber infrastructure need proactive
defense systems, which have the capability to make intelligent decisions.
When dealing with exploits, sometimes it is not possible to perform comparative
approach to rate exploit’s authors because normally they will not show the full scope
of their knowledge. Basically, an exploit will carry out the minimal necessary actions to
accomplish the task of infecting the target with malware [Sza15]. To work with exploits,
technical knowledge is required. Once the target is infected, reverse engineering, malware
analysis and network behavior, all of them are tools used to try to mitigate and understand
what a malware does.
3.8 Synthesis of this Chapter
This chapter reviewed reputation and some common models applied to CSs. Basically,
reputation is used in distributed systems to help address some problems of reliability in
such systems. The same way as trust, when emphasis is given to reputation, it has different
lines of understanding because of its subjective evaluation. Reputation too is subject to
social evaluation, suffers influence of time, and it is context and behavior dependable.
Following the review, this chapter also provided some details that serves as
fundamentals aspects of understanding information security and cyber security, which
are areas of interest in chapters 5 and 6 of this manuscript. Such areas are important in
modern society because a lot of productive sectors rely on Internet, thus the implications of




This chapter presents the group trust model developed during this research. The
proposed model is seen as an extension for supporting groups in trust models. According
to the view of this work, this extension enables the definition of trust values over groups
and it can be informed as single trust values that represents the group view, so it can be
used internally or externally to the group.
This chapter is organized as follows. In section 4.1 there is the initial considerations
of the developed model, in section 4.2 there is a discussion about leadership with regards
to trust in groups. Section 4.3 presents the developed trust model and 4.4 shows the
proposed algorithm used to perform group trust calculations. Then, in section 4.5 there is
the testbed characteristics and the description of the environment where the results were
achieved and in 4.6 the results and analysis of the proposed model are presented. Finally,
in section 4.7 there is a summary of this chapter.
4.1 Initial Considerations
In order to propose a group trust model, first there should be some initial discussions
and proper definitions about groups, trust and reputation applied to groups.
Definition 1. A group can be defined as a collection of entities connected together with
common goals.
Definition 2. Entities that are part of a group are able to perform specific works in a
common context, like service search or service offering.
Definition 3. Entities part of the group are able to perform trust and reputation
calculations of each other in the system, considering any given interaction.
Definition 4. Entities may use any trust and reputation model that attends the system
needs, and if it is a system requirement or characteristic, the model for trust calculation
can be different to the reputation model. In the case that they are different, they have
to interact somehow. This means the reputation model may use the values generated by
another trust model.
Definition 5. From the perspective of this work there is a trust and reputation
algorithm that can perform trust and reputation calculations (1:1), since this work is
worried about representation of trust and reputation in the perspective of groups.
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Definition 6. Trust and reputation are considered as expectations that entities will
fulfill their obligations.
Definition 7. The role of the leader is critical to the system, so it must be defined
properly.
Definition 8. The chosen leader must know the contexts the group offers.
Considering the definitions above, group formation has to address situations where an
entity, let us say B, that belongs to a group, let us say 1, is able to trust another group
2. To entity B, the members of group 2 are unknown, but entity B needs the services
provided by group 2 considering a trust approach. The same view is valid if group 1 has
to develop trust in group 2, so group 1 can use the services provided by 2. It is important
to verify that entities must have some sort of unique identification and also has the group,
so it can be distinct from each other. Once managing IDs in digital environments goes
beyond the problem of this research, this model considers that IDs of the group and of its
entities are unique. Figure 4.1 illustrates this perspective.
Figure 4.1: Group trust perspective
The normal representation of trust and reputation considers the one-to-one approach
(1:1). The perspective proposed by this work brings the view of one single entity to trust
a whole group (1:N) and a group trust another group (M:N).
One problem of group trust is that once it is a collection of entities, the trust value of
the group has to be a function of trust of each of its members. This brings the problem of
collecting such values, processing it and sharing it with whom it may concern. From this,
entities have to agree that one of its members can represent the group externally. This
work considers that the representation of the group is leadership role and once the leader
is selected, this information has to be publically available.
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4.2 Group Leadership
Considering group trust and that a leader to represent the group has to be selected
somehow, the normal option could be by voting or consensus. If it is considered that a
leader in a group is necessary and it must be chosen using trust, there is the need of a
process that can check trust characteristics of every member of the group.
If a leadership election process based on trust is needed, then is it desirable to
have a trust consensus process because entities may express their opinions and it is not
restricted to one vote process. If trust leadership is achieved by trust consensus, than trust
leadership should consider options, historical contexts and aspects that lead to a better
decision-making process regarding trust.
If the context approach is taken into consideration, the entity that has the highest
trust value could be the leader. The problem is that when multiple contexts are used, the
highest value for a particular context shall not represent the better leader, i.e. the entity
that has more capacity in the system may serve only one context so it will not represent
the better choice to others entities, when multiple context is needed.
There is a consideration where one prerequisite to be the leader is that the candidate
entity has trust and reputation values in the group. Well, any entity may announce its
preferred candidate also depending on the context. That makes the leadership choosing
process more complicated than just voting. For example, an entity could be responsible
for taking on the opinions of other entities and announcing in the network who has the
most elevated trust value among n + 1 members, where n is half of the whole group.
Well, in large groups that can be a problem because this process may flood the network
with messages for just choosing one entity as leader and packets may also not reach its
destination, etc.
If distributed system approach is considered in a group of entities, a leader may be a
router, a middleware broker, a dispatcher, an authentication server, a cloud replication
node, or any piece of component that messages can go through in a computational system.
Considering that such problems are not part of the proposed solution, and in order to
simplify the development of the group trust model, which is one of the objectives of this
research, developing a trust leadership algorithm or a trust leadership model will not be
considered. This work will select any entity that is part of a group and give it the role of
leadership.
4.2.1 Trust Consensus
Leadership in trust is consensus dependent in many aspects. In the trust leadership
problem, any entity on the group may be the potential leader of the group. Another point
of view is that entities may infer that a trust value is acceptable or not thus generating a
trust threshold, which in first instance, can be accepted as consensus if entities are above
the defined threshold value. But if an entity does not overcomes a specific trust value
then another entity may assume by his own means that the entity in focus may not be
the leader for it. Well, that maybe not the case for another entity that believes that he
has enough trust to be the leader.
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The assumptions discussed lead the problem to a quantitative trust measure and not a
qualitative approach. In some computational system or even in distributed system that is
not adequate. There are few works in literature that deal with trust consensus, but fewer
works deal with it in a computational perspective.
It is not an easy task to define a group leader in a trust manner. The trust threshold is
difficult to address in large systems to select a leader because every entity doesn’t have the
same trust value about any other entity once trust is calculated individually making use of
its own inferences. Even though entities may agree on an ordinary value of trust and also
agree that this value is enough to assume that one specific entity can represent the group.
This assumption would transform the chosen entity in the leader of the group. However,
in real distributed system scenarios, where every node can perform its own decision, such
agreement is very difficult because entities must exchange trust and reputation information
that should have been defined previously considering, for example, security aspects such
as availability.
In this case, if we assume that an entity should not trust another entity if its trust value
in not inside a specific range, this entity could avoid exchanging information with others
in the system thus leading to a complete failure of acquiring enough trust information to
create trust consensus. Besides, this should consider that some basic factors are commonly
known and used by every entity in the system and that may not be true in most distributed
systems.
Also, if only voting schemas are considered for a leadership choosing process, this may
not represent consensus because what an entity does is just to vote. In other words, it is
to choose one among many options. Voting schemas, in general, do not consider consensus
in a distributed manner, what contradicts the trust aspects regarding consensus.
Considering the same perspective of trust leadership and in order to simplify the
development of the group trust model, it is not the objective of this work to develop
a trust consensus algorithm or a trust consensus model. This work will assume that the
defined leadership role will be accepted by entities in the group.
4.3 Group Trust Model
In the approach of this research it is considered that a leader already exists in the
group and entities in the group agreed that it is the representation of the group for new
members and for the outside world as well. The review of trust indicates that any entity
may have lots of relationships in many contexts.
As trust is calculated by considering each interaction, the final trust of one entity over
another inside a context in a particular period of time can be calculated as the average
result of all interactions already done for that context. In this case it is important that the
leader of the group knows every context the group has in the system, i.e., service offering.
In order to calculate the group trust this work moved towards the use of reputation
values that an entity has over another. This is because the leader may not be able to use
just his own trust values, but he needs the opinion of every entity in the group about each
other. This way the group trust will be the representation of all the opinions of every
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entity stated by each other in the group. It means that every entity individually evaluates
each other according to its own knowledge and shares this opinion with the leader of the
group.
Supported by this analysis, the trust added value is a consequence of the individual
trust values of the group members viewed as an opinion. The added value represents a
point of information for external entities so they can use it to infer the whole group trust
value.
Thus, after these assumptions, the following defines how to calculate the trust value
of the groups in the approach of this work.
4.3.1 Initial Context Representation for Group Trust
In large groups, it is normal that entities may not be able to actuate in every context
available in the system related to services. For example, one entity may be able to upload
files but may not be able to perform matrix calculation. So, as stated by definition 8, it
is a requirement of the model that the leader in the group knows every context in order
to be able to calculate the trust information of the group for all contexts available within
the group.
Considering that a group may have one or many contexts, firstly, the reputation that




where iV is the reputation value calculated for the interaction i using the available
reputation model in the system.
In this case iV
C
a→b is one record that represents the expectation that B will fulfill A’s
requests in context C for the interaction i. Trust and reputation values may be stored
as many individual records of every contextualized interaction with the same entity or
different entities.
4.3.2 Final Context Representation for Group Trust
Once it is possible to store and compute data for trust and reputation values for each
interaction, the system has to be able to process the final context reputation value for the
available entity.
Considering the context approach, an entity may have a collection of different
reputation values for other entities in the system. Then, in the case of a particular entity










, for j > 1 (4.2)
where δ
C
a→b is the value that represents the final reputation entity B has in A’s perspective
in context C and j represents the amount of interactions that A and B have done in context
C.
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4.3.3 Representation of all Contexts for Group Trust
Basically, in a group there are as many contexts as the computational system design
wants. With this in mind, an entity may be programmed to offer one particular service,
or download file, or route packets, etc. It may also achieve all of these things together. In
this case, this particular entity has as many contexts as needed to accomplish its function
in the system.
Then, considering that one entity may have as many contexts that it is programmed
to, the final reputation regarding all contexts of one entity about another is given by the







, for x > 1 (4.3)
where Ka→b is the final reputation value that entity A has about B for all contexts they
collaborated before; x is the amount of all contexts that A knows about B.
In this way entity A is able to store all the reputation information about B in a given
time period for all contexts that A knows about B as one value. Then, this value is used to
help in the calculation of the trust value for the group. It is important to remember that
reputation evolves with time, so this value can go up or down as times goes by considering
that A interacts with B.
4.3.4 Initial Value for Group Trust
From the perspective of this research work, what best represents the trust value of a
group is the reputation that every entity within the group has about all entities of the
group that it is part of. Then, the trust value can be calculated as an average reputation
of all members inside the group. Considering this, the leader of the group receives and
organizes the reputation values of the rest of the entities and computes the trust value of
the group.
For example, let us consider an example of a group G as a collection of 5 entities E
represented as G = {E1, E2, E3, E4, E5} and E5 is the agreed group leader. In this case, E5
asks E1 about the reputation information it has about E2, E3, E4 and the leader himself
E5.
After that, E5 asks E2 about the reputation information of E1, E3, E4 and again E5.
This goes on until E5 has all reputation information of all group members. Entities uses
the equations 4.1, 4.2, and 4.3 to be able to compute the final reputation of each other in
every context.
Then, the leader E5 uses this information to calculate the initial trust value of the
group. It may sound like E5 may manipulate the reputation value that it receives, which
is true. To avoid that particular case, this proposal assumes that the leader role is an
important function in the group so the leader must not cheat, otherwise the whole system
may fail if it is trust based. It is important to consider that this is not a particular problem
of the proposed model alone. If a group leader in any group cheats, the group itself is not
trustworthy as it will be shown in section 4.6.
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It is important to mention that there are few propositions for trust protocol to exchange
trust and reputation information. In other words, there is no common trust communication
protocol agreed in the literature for exchanging information in distributed systems. It is
then assumed that the protocol to exchange information with the leader can be proactive,
reactive and hybrid depending on the scenario in which the protocol is deployed. Also
entities are able to exchange trust and reputation information securely, otherwise there is
no point in distributing trust information and relying on them for soft security.
Note that in some scenarios the members of groups already know who the leader is
and then can proactively send such information. Thus, a new member can always ask for
the leader of the group, so we assume that the entity is able to find and communicate with
the leader.
Once the process of trust and reputation exchange is defined, the leader computes the
final reputation of each entity as the average of the reputation values provided by the rest





, for j > 1 (4.4)
where ωng is the average reputation of entity n as seen by the rest of entities of group g ;
j represents the quantity of members in group g ; and Kn→m is the final reputation value
that entity n has about m for all contexts, considering the perspective of equation 4.3.
4.3.5 Final Value for Group Trust
After performing the final average reputation of every entity in the group, the leader
can generate the final trust value of the group using all reputation values collected and







, for x > 1 (4.5)
where λg represents the final trust value of the group g and x represents the quantity of
members in the group.
Once the leader has the trust value of the group, the leader can share this information
to all members within the group or when asked by an outsider. In the case where there are
many groups, every group leader can perform its own trust value calculation and inform
its trust value to other group leaders.
Every group leader has the responsibility to store group trust information, send it
when asked, and distribute this value to new members, new leaders, and outside group
requests as well. As seen, the group role is very important, so the leader must be chosen
carefully in order to enhance soft security.
In the following sections, there is the implementation of the proposed model and the
results acquired by the experiments developed.
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4.4 Proposed Algorithm
In order to create a common process to perform group trust calculation the algorithm
represented in Figure 4.2 can be used. It is divided into 3 steps and each step is explained
below.
Figure 4.2: Proposed algorithm for group trust calculation
4.4.1 Step 1
The whole group trust process starts with the definition of the group leader. As
explained in section 4.1, it is expected that the group chooses its leader according to its
interests. Thus, this leader calculates the individual reputation of the members of the
group he might already have information on.
After that, the leader checks if he has all the information on the group members that
is necessary to accomplish the group trust calculation. Then the leader gets in a decision
tree where if he does not have all the information, he goes to step 2. If he has the necessary
information, he goes to step 3.
4.4.2 Step 2
Well, if the leader’s information is incomplete, he starts a process of discovering and
requesting reputation information from the group members. Following the equations 4.1,
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4.2, and 4.3, defined previously in section 4.3, entities that are members of the group start
their own calculation of the others entities’ reputation.
After generating reputation values as seen by each particular entity of the group, each
group member then sends this information to the leader using the communication protocol
defined to do this task.
The leader than goes back to step 1, performs the individual reputation calculation,
and gets to the decision tree until he has all the information required, so he goes to step
3.
4.4.3 Step 3
The leader stores the reputation information of group members in a repository and
using this information, the leader applies the initial group trust using equation 4.4 and
then the final group trust using equation 4.5.
Once this calculations are finished the leader stores the group trust information and
sends it when requested to members within the group or to outsiders, depending on the
case and the algorithm of group trust calculation ends.
4.5 Testbed Environment and Characteristics
As means to verify the viability of the proposed model, a set of implementation
tests was developed constituted by a basic infrastructure for network communication and
simulation where the group trust model could be checked. In essence, a testbed has been
set up by means of a P2P simulation tool to create an environment and to develop all
calculation processes. The use of P2P is due to the necessity of representing a CS with
distributed characteristics. The following subsections explains the test bed environment
and its particularities assumed for this thesis.
4.5.1 Initial Assumptions
The simulation tool uses asynchronous interactions between machines and 5 different
scenarios where simulated according to specific policies in the network, resumed in Table
4.1.
Table 4.1: Scenarios developed
Scenario Description
1 All peers behave accordingly
2 All peers behave randomly
3 Random behavior of 20% peers in group 1
4 Random behavior of 40% peers in group 1
5 Random behavior of 60% peers in group 1
After the definition of the basic characteristics of the scenarios, some assumptions were
defined in the test environment in order to organized the tests. For simplicity, the testbed
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is accomplished assuming that peers do not lie about trust and reputation values in the
network, however this behavior can also be detected using the underline trust model used
in the proposal.
All participants are doing the same number of interactions in the testbed. The intention
is to find standards and verify certain behaviors about reputation values in the system.
When interactions between entities correspond (or not) to the expected behavior, then it
can be determined if the peer is trustworthy or if it is not.
Some behavior patterns have been delimited as desirable in the system, as follows.
Firstly, there are no errors in the communication transmission; secondly, the time for
transmitting a file is determined by the quality level of the transmission. These parameters
have been chosen in order to simplify the P2P environment, thus permitting the focus of
the analysis in trust and reputation values considered in the interactions of peers and to
perform the calculation of the group trust value.
4.5.2 JXTA Shell Basics
The JXTA Project [JXT13a] is constituted of open protocols responsible for the
execution of all necessary functions in a P2P network, as nodes research, resource discovery,
query publishing, etc, all defined in the JXTA framework. Peers were set up in machines
used in the test environment, using standard commands of JXTA Shell [Jxt13b]. In this
shell the commands for trust, reputation and group trust were developed.
Basically, JXTA functions are executed through publishing and exchanging
notifications (advertisements) and using Extensible Markup Language (XML) messages
among the peers. It is based in a hybrid P2P architecture that uses a Distributed Hash
Table (DHT) to store all information related to the peers.
The JXTA [Jxt13b] platform keeps an ensemble of Java open codes and enables
specific codes to be easily added. JXTA Shell [Jxt13b] is an application build based
in JXTA [JXT13a] that works through commands that simulates an environment similar
to a UNIX Shell. This environment allows java classes to be created and added to the basic
structure of the code, facilitating the platform P2P to be used as a base to distinct studies
in distributed environments; therefore providing a P2P platform so trust and reputation
could be implemented in accordance with the objectives of the proposed model.
In short, during the development process, new commands were created in the JXTA
shell in order to develop a P2P simulated environment system to establish connections
based in trust and reputation between the nodes. Such commands allowed the analysis of
the group trust view.
4.5.3 Network Infrastructure
The network topology created for the simulation is simple and uses common layer 2
switches. The purpose of this topology is to represent a P2P network connected directly
to a LAN. The peers are configured in the same network segment with no additional hops
as seen in Figure 4.3(a) and each peer uses a different TCP port. The physical topology
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uses a normal switch with 5 machines directly connected and each machine simulates a
group id as represented in Figure 4.3(b).
(a) (b)
Figure 4.3: Topology of the testbed environment
4.5.4 Group Formation
The same consideration settings applied during the tests were used regarding the group
formation and group amount of nodes. The testbed is executed in machines with JXTA
Shell [Jxt13b] installed and configured. The simulated environment was composed of 500
nodes, where they constituted 5 different groups with a hundred nodes in each group.
Each node only performs interactions within its group. Nodes use one particular context
in our simulation.
Also, nodes are able to perform trust and reputation calculation. For this task, the
model proposed by Patel [Pat07], TRAVOS, is used for the initial and individual trust
and reputation generation for each node. In every simulation we performed 20 rounds of
nodes interaction, so nodes could create a reputation image of each other.
It is considered that if a threshold of (λg ≥ 0.7) is reached then the group is said
to be trustworthy. Each group has a leader that is trustworthy, which means that the
leader does not behave unexpectedly, it is honest and it is able to perform individual trust
calculation as defined by the group trust model proposed.
Information regarding the environment itself, such as network, bandwidth, capacity,
delay, etc. is not considered important for the proposed simulation environment.
4.5.5 File Sharing Considerations
Once the simulations uses a P2P as the computational system, a service of file sharing
is the context applied to this simulation. It is considered that the transmission delay and
the integrity are the parameters used of a file shared in the network to decide whether
a peer is malicious or not. This means that a peer can send a corrupted file, delay its
sending to another peer or perform both.
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The interval of time values for the transmission is defined after some file transfer
tests were executed used for this estimative. Several interactions have been fulfilled for a
file with fixed size of 100 Kbytes, and a standard time could be defined for a successful
interaction.Table 4.2 has some summarized definitions of the test interactions to limit the
values expected.
Table 4.2: Resumed interactions used to adjust the test parameters
Source Peer Destination Peer Time (s) Speed (Kb/s)
GID1-Peer 1 GID1-Peer 2 0.121 3363
GID1-Peer 3 GID1-Peer 4 0.280 723
GID1-Peer 1 GID1-Peer 6 0.441 459
GID1-Peer 2 GID1-Peer 7 0.510 797
GID1-Peer 6 GID1-Peer 3 0.480 1221
GID1-Peer 9 GID1-Peer 4 0.701 1161
GID1-Peer 10 GID1-Peer 5 0.881 923
GID1-Peer 6 GID1-Peer 7 0.160 635
GID1-Peer 7 GID1-Peer 8 0.210 1937
Based on this information it has been determined that:
1. The expected transference time of a file is up to 1s;
2. A little delay would be between 1s and 2s;
3. It is completely delayed above 2s;
Another parameter defined is the integrity of the received file and for this a hash
integrity check is used to verify this condition. Once this parameter is defined, the file
load times are parametrically determined by the variable Var A, the file integrity check
times are determined by the variable Var B and the variable Var C determines the
reputation feedback for the trust model associated with the given interaction. Table 4.3
shows the parameters used in this testbed to define how to infer some reputation for a
peer.
Table 4.3: Possible situations considered as parameters
Description Var A Var B Var C
1. File corrupted and on time 0.00 1.00 0.250
2. File corrupted and a little delayed 0.00 0.50 0.125
3. File corrupted and completely delayed 0.00 0.00 0.000
4. File not corrupted and on time 1.00 1.00 1.000
5. File not corrupted and a little delayed 1.00 0.50 0.875
6. File not corrupted and completely delayed 1.00 0.00 0.750
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The reputation value Var C is calculated by the equation 4.6.
V arC = ((P ∗ V arA) + ((1P ) ∗ V arB)) (4.6)
where the parameter P represents the importance that the network administrator allocates
to the integrity of the file. Related to peers behavior, peers only accomplished interactions
with appropriate parameters to verify the convergence of trust and reputation values.
After the definition of the explained parameters and configuring the network properly,
the following sections show the results and analysis for the scenarios, previously defined
in Table 4.1.
4.6 Results and Analysis
The underlying trust model used in the testbed is TRAVOS [Pat07], which allows
peers to realize that some members of the network changed their behavior. Direct trust
of the peers and reputation values based on context of the groups are calculated in order
to generate group trust.
For the basic understanding, in all the result graphics the X axis is the number of
interactions and the Y axis is the correspondent group trust value in each round.
4.6.1 Group Trust for Scenario 1
In this test all the peers in all groups behave as expected. This means that they fulfill
their requirements and performs their defined context correctly. Note that the entire peer
acts under the same behavior, without changing any aspect of its functional context. In
this case, the trust value of the group is considered extremely trustworthy and it tends to
stabilize in a value near 1, thus avoiding blind trust. When there is no malicious peer in
the network, the trust value of the group reflects the individual behavior of the peers in
the group. This is considered the ideal world and Figure 4.4 shows this result.
4.6.2 Group Trust for Scenario 2
In this test all peers in all groups behave randomly after round 4. This means that it
is not known for certain by the other group members whether a particular peer behaved
accordingly or not. This test was set up in order to verify the results when nodes sometimes
behave in a proper manner and then change its behavior with no particular reason. This
can be considered the worst environment imaginable because it cannot be possible to
predict if a node will or will not behave accordingly. This scenario is represented in Figure
4.5.
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Figure 4.4: Group Trust for Scenario 1
Figure 4.5: Group Trust for Scenario 2
4.6.3 Group Trust for Scenario 3
In this test 20% of group 1 behaves randomly. This test simulates a coalition of peers
in order to modify the group trust. Such behavior is considered as if the nodes suffer some
kind of attack or there are peers acting as black holes in the P2P environment. When 20%
of the peers start behaving in a malicious manner, the trust value of the group decreases
and tends to stabilize in a value near 0.8. The analysis shows that the increase of the trust
coefficients provided by the good peers overcomes the decrease of the coefficient of the
malicious peers. In this case the group is still considered trustworthy (λg > 0.7) despite
having malicious members, as represented in Figure 4.6.
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Figure 4.6: Group Trust for Scenario 3
4.6.4 Group Trust for Scenario 4
In this test 40% of group 1 behaves randomly. This test simulates a situation where
the P2P network is compromised and there is no guarantee that the peers in this group are
trustworthy or not. When 40% of the group members are malicious, the trust coefficient of
the group tends to stabilize in a value near 0.6 what represents that the peers in the group
are not trustworthy, thus the group is not considered trustworthy because the defined
threshold. Figure 4.7 shows this result.
Figure 4.7: Group Trust for Scenario 4
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4.6.5 Group Trust for Scenario 5
In this test 60% of group 1 behaves randomly, then the trust coefficient tends to
stabilize in a value near 0.5, also making the group untrustworthy because of the defined
threshold, as seen in Figure 4.8.
Figure 4.8: Group Trust for Scenario 5
4.6.6 Analysis of Group 1
This test was performed to analyze group 1, compiled in one graph, as seen in Figure
4.9. When peers change their behavior, the trust value of the group decreases, thus making
a group with constant changes in its behavior to be untrustworthy considering a defined
threshold of λg > 0.7.
Figure 4.9: Group 1 synthesis
When nodes behave randomly the value of the group trust tends to be 0.5. The reader
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may realize that the individual behavior of each member in the group influences the trust
value of the group as a whole. The results can also be considered satisfactory because all
the peers initiate at the same time in the network and interact with each other the same
number of times.
These results also show that the trust value of group 1 in the first scenario is originally
high (moment in which all the peers have good behavior). After that, it starts to decrease
in the moment the peers in the group change their behavior or acts forming a coalition.
As a result, the group trust model can be used as a parameter to interact or not with a
specific group, thus it is understandable that it can used as parameter of enhancing soft
security.
4.6.7 Extending the Number of Nodes of the Simulation
After it was possible to measure trust regarding groups in computational system and
in distributed environments, it was decided to extend the measure capabilities with more
nodes in a simulation. These new simulations considered the same aspects of the previous
one, but instead of a 100 nodes in each group, it was doubled. Thus the total amount of
nodes simulations became 1000 nodes divided into 5 groups of 200 nodes each.
Then three different scenarios were simulated. In the first scenario it was defined as the
ideal environment, where all nodes behave accordingly and perform their job as expected
so it fulfills other nodes outlooks. This scenario represents an environment where there are
no malicious nodes inside the network and all groups are considered trustworthy. Figure
4.10 illustrates this perspective with 200 nodes in the P2P system.
Figure 4.10: Group Trust with 200 nodes
In the second scenario, we have all nodes moving in a random way. This scenario,
illustrated in Figure 4.11, represents the worst environment possible where it is not possible
to say if the node is bad or good because it changes its behavior unexpectedly. In such
cases, one particular node may be trustworthy to one entity because it may fulfill ones
expectation in a particular condition, but next it may completely change its state.
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Figure 4.11: Group Trust with 200 nodes with random behavior
The last scenario, illustrated in Figure 4.12, summarizes the view of group 1 in 4
different approaches. It compares group 1 trust with all nodes behaving accordingly and
all nodes behaving randomly. Than it shows a particular case where 40 nodes (20% of the
members of group 1) changes their behavior after round 5. After it shows 80 nodes (40%)
of the members with change in their behavior. In both cases, with 40 and 80 bad nodes,
it is possible to see that when a coalition of nodes are made, the group trust model is able
to address the change in trust of the group.
Figure 4.12: Group Trust resume for group 1 with 200 nodes
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4.7 Synthesis of This Chapter
This chapter presented the proposed group trust model developed in this research.
The model can be seen as an extension to support the calculation of trust values of groups
of entities in distributed systems.
A simulation was defined with a set of requirements and parameters in the testbed
environment. After that, the proposed model has been validated in a P2P simulation tool.
The results showed that it is possible to generate and to calculate group trust behavior in a
computational system. As a means of creating distributed environment for the simulations
a P2P network was used.
Using the concept of group trust, the proposed model in this chapter can be used in
bigger and more complex distributed systems architectures as well.
Basically, this chapter presented the initial discussions to the understanding of the
group trust problem. After that, some considerations were presented and problems about
group leadership and trust consensus. Following this, the proposed group trust model
was presented and the related calculations mechanisms. Then an algorithm was designed
in order to verify the viability of the model. As a last step of the schema, a testbed
environment was proposed and the results acquired by the experiments developed were
shown.
The next chapter discusses deeper relations of trust and information security.
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Chapter 5
Trust and Information Security
What normally is seen when dealing with security is that information can be considered
the most important asset of any modern organization. It is clear that securing this
information involves preserving confidentiality, integrity and availability, the well-known
CIA triad.
International normative such as ISO/IEC 27000 family of standards, BS7799-x and
reports provided by NIST, characterize information security as a risk management job
where the main task is to manage the inherent risks regarding information. Normally
these risks deal with disclosure, destruction, misuse, etc. of information. Such normative
and guidance are put together to form the perspective of ISMS.
The following sections are organized as follows. In section 5.1 the initial perspective
considered to the developed architecture is presented. Section 5.2 describes the
proposed layered architecture and section 5.3 discusses information representation and its
relationship to information security. Finally, section 5.4 compares the layered architecture
with other known information security models and section 5.5 summarises this chapter.
5.1 Initial Perspective
Managing information security is critical. Even so, very few formal models are able
to manage the tasks of keeping the information secure. After what happened with the
information disclosed by Mr. Snowden ([GMP13], [Ric13]) what already seemed very
difficult in terms of security, controls, policies and so on, became much more problematic.
Research on information security already acknowledged many possibilities about the
options of the disclosure and technologies that could be used, but its level was beyond
expectations.
Basically, the fact is that it is no longer possible to deal with information security
naively or by obscurity.
The power behind security agencies and information security systems has proven to
the world to be something that only security experts were able to understand before.
There is a clear shift in the world of security that takes place after Snowden’s information
disclosure, i.e, new encryption tools, the increase of using https protocol in more websites,
new Virtual Private Network (VPN) providers, etc. Of course, it is important to mention
73
74 Chapter 5. Trust and Information Security
that information security compliance has been proven not effective.
Indeed, the discussion about information security seems endless. Consequently, the
information security research field faces new challenges in terms of confidentiality, privacy,
anonymity, plausible deniability and so on. If the perspective of information security as
an economic strength is observed, it is a billion dollar industry [Gar13], only with respect
to cloud solutions.
Nevertheless, the problem is that no matter how much money you pay for security,
it may never be enough to avoid data theft, information disclosure, system exploitation
and other risks that are part of the information technology security context. News about
hacks are evidence of these aspects.
There is also a common understanding that, usually, information security is not
properly understood by organizations, because most projects start with no security
approach to the problem itself nor information security related to the whole project.
One way to deal with the information security problem is to manage those risks
from different perspectives. Risks that can compromise enterprises or governments are
associated with natural phenomena, technological risks and human-related risks [BMG02],
but it is not enough to only consider these characteristics. It is necessary to further improve
communication systems and the way they are secured.
5.2 The Proposed Trust Information Security Architecture
The way this research assesses security is based on a layered architecture with
components connected in a way everything is part of a puzzle that must be well-connected
and understood, so information security can be seen as a whole. Figure 5.1 illustrates the
proposed trust information security architecture (TISA) and its layers.
In the following topics each layer is described in a top-down description and its
corresponding subtopics, in addition to a brief description of its importance to the puzzle.
5.2.1 Layer 1
It covers the basics to start thinking about information security inside an organization.
If one does not understand what data, information, information assets, etc. are to an
organizational environment, there is no point in discussing information security, simply
because one does not know what should be protected.
It is important to point out that the ”protect everything” approach is not effective
and it is very expensive. After that, there is the CIA triad and what this work decided
to call ”information security extensions”. The following items summarize the proposed
approach.
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Figure 5.1: Trust Information Security Architecture
5.2.1.1 Data, Information, Information Systems, Information Assets,
Networks, etc.
Generally, this is the layer in which data is important to organizations or in which
individuals are mapped. Considering the importance of data for organizations nowadays,
information can be retrieved from raw data and transformed throughout the use of
information systems. Using the correct tools and techniques, it is possible to create new
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knowledge from data, which at first, made no sense at all.
In the vast data world, crawling, retrieving, analyzing, discovering relations, finding
hidden patters are the areas in which efforts have been made in order to create knowledge
from raw data.
When it comes to information assets, it is also very important that they are identified
and labeled, and its relationship to information should be clearly understood by the
organization and the ones responsible for its protection. Methodology such as Octave
[AD02] are good starting points.
Networks connect every piece of data, information and information assets so anyone
with granted access is able to browse them. Considering information or data in transit,
it is important to remember that, in networks, bits are not treacherous by themselves:
people who control it or how they do so (process, hardware or software) are who/what
makes them dangerous or not. Therefore, marking network perimeters, having network
policies, providing defense mechanisms etc., are still ways of managing what comes in and
out of our network. This helps the strength of the security measures.
The proper use of such mechanisms is key for understanding what happens in the web
and information systems. These components of the puzzle create inputs for supporting
decisions related to information security.
5.2.1.2 Confidentiality
Confidentiality is the information security property responsible for preventing
unauthorized disclosure of information. In other words, it is a mechanism to give access
for authorized individuals or systems in the organization only. It applies principles such as
the ”need-to-know” and, in order to be effective, confidentiality must ensure that access
to vital information is limited only to those who specifically need to have access to or use
that particular information. This piece of the puzzle deals with the organization’s ability
to keep its data, information and knowledge protected from unauthorized disclosure.
5.2.1.3 Availability
Every piece of information has a specific value or use depending on a specific end.
In order for information systems to serve their purpose, information must be available
when necessary. To acquire such a property, all information systems, networks, databases,
information assets, storage mechanisms and so on must be accessible by the ones who have
granted access to manage them when required. Information is considered unavailable not
only when it is lost or destroyed, but also when its access is denied or delayed for those
who are authorized to use it.
Therefore, to guarantee availability, communication channels used to access
information, wherever it is, and must be operating correctly and accordingly to information
security policies. This piece of the puzzle deals with the required organizational skill to
guarantee that information can be accessed by the ones who have the necessary permission
regarding its use when necessary.
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5.2.1.4 Integrity
Integrity is the ability to guarantee accuracy and consistency of data and information
during its entire life cycle. Considering this quality, data or information should not be
destroyed or modified without authorisation, which would hinder its detection. Integrity
has to guarantee that the information is accurate, reliable and, most importantly, that it
has not been changed or unexpectedly tampered with by an unauthorized entity.
Integrity may include the ability to verify whether information content has been
unauthorized altered, or to determine the origin of any action in the system and to associate
it with a specific entity. This piece of the puzzle deals with the way information is securely
managed in organizations with no loss of its basic properties.
5.2.1.5 Information Security Extensions
There is discussion among the information security experts on whether the information
security triad is enough to stand as the basis of information security by itself; this research
believes it is not. However, it is also very difficult to extend all types of information security
properties or attributes, thus, ensuring that your information is secure and for you to have
access to the so called extensions.
This manuscript pictures information security extensions as a group of new attributes
or properties to protect information and systems, but they are not limited to it. Table 5.1
summarizes some of them from the perspective of this work.
Accordingly, these properties are able to support themselves as elements that depend
on many other complex characteristics, such as context, technologies that support them,
usage objectives, and so on. In short, information security extensions are a bit of the
puzzle that completes the information security basis, and, in addition to that, some of the
terms are sufficient by themselves.
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Authentication It is the measure that verifies identities. In a communication process, the party must provide
evidence that it is the person or entity to whom the credentials belong. At least one
identification element is included in the authentication process. Usually, this process requires
personal/individual knowledge, ownership information or personal information, despite the
way these are linked. They are related to something you know, something you have or
possess, and some information about yourself.
Access control It is what restricts access to a certain data, information or resource. According to this
principle, once access control is guaranteed, the entity should be able to extract, enter or
use a particular piece of information or an information system. Generally, access control
mechanisms begin with the identification and authentication processes.
Non-repudiation In short, a party within a communication process cannot deny having received specific
information nor can the other party deny having provided specific information. Generally,
cryptographic systems can support non-repudiation efforts using digital signatures, but
the discussion goes beyond the technological field because one cannot guarantee that such
signature proves authenticity and integrity, thus preventing repudiation; for instance: cases
of data theft. The opposite is so called plausible deniability, in which one’s culpability might
be denied or mitigated, or it is even possible to deny that one was responsible for it in the
first place.
Authenticity It is a way to ensure that data, systems, communication processes or information are genuine.
Authenticity is also responsible for validating that both parties involved in a communication
process are who they claim to be.
Privacy It regards the right to control information about an individual and the right to limit access
to that information. It is also related to domains in which individuals have the right to
keep confidential information and data, and to share them in private conversation [DL07].
It is also the right to protect your personal information and to prevent invasions of privacy.
Privacy is preserved for one’s good [HS04].
Anonymity It is simply a result of not having identifying characteristics disclosed or made available to
the public which would allow the identification of an entity. In a communication system,
anonymity is the party’s state of being anonymous and yet being able to respond to or
interact with another party (without revealing its identity). It is also related to terms such
as untraceability and unlinkability [Inf09].
Authorization It is the process of providing access to particular information or system to a party based on
their identity. After going through the authorization process, one is allowed to have access
to some or all data in a specific environment or system. Authorization allows an entity to
access and perform determined actions regarding data. In order to be effective, authorization
should be based on the roles that an entity may have.
Resilience It is the ability of an information system to keep its minimal service levels guaranteed, even
under challenges to its normal operation, attacks or failure of some of its components. It is
also a perspective of dependability when facing changes in its operations.
5.2.2 Layer 2
According to the top-down description, this is the layer where the architecture will
help to understand how, why and which technology may be used and who may use it in
order to provide information security for higher levels. The following items summarize
them.
5.2.2.1 Information Security Policy
The information security policy is a high-level document that outlines specific
requirements or rules that must be met regarding information security. Generally,
5.2. The Proposed Trust Information Security Architecture 79
this policy is very specific and covers only one organization. The information security
policy also links security management to security issues and security controls. Once the
information security policy is simply attached to the organization, it is important that the
policy is formulated taking the organization’s features into consideration.
The information security policy should explain the fact that all users need information
security within the organization and should complement business objectives. Thus, the
policy should be aligned with the organization’s strategic information plan [Inf09].
The information security policy is the piece of the puzzle that guides people during the
creation of the processes and definition of technological components in order to help protect
information. Daily practices show that without information security policies, things are
done based on individual efforts that, usually, are non-effective.
5.2.2.2 Processes
Inside information security, processes are formal mechanisms to identify, measure,
manage and control risks related to information or its value to the organization. Processes
are very important when information security is in question, thus it should not be seen
as a black box or something that is meaningless to the organization. To be more specific,
processes include formal and informal mechanisms (large and small, simple and complex)
and provide a fundamental link to all dynamic interconnections.
Processes derive from strategies and implement the operational side of what should
be done within the organization. To be useful and provide advantages to the enterprise,
processes must be directed linked to business requirements and be aligned with information
security policy in the puzzle. They should also consider emergence situations and be
adaptable to changes in requirements. It is important that information security processes
are well documented and communicated to human resources that should know about them.
It is fundamental that processes should be reviewed periodically to ensure efficiency and
effectiveness [Inf09].
5.2.2.3 People
”People” is the number one subtopic of the puzzle and represents human resources. In
general, people develop and implement each part of an information security policy, create
and maintain processes, information assets, define which technology should be used, design
networks, etc. Security issues affect people and their relationships, values and behavior.
When working with information security it is important to address points such as
strategies related to hiring, access, responsibilities, training, dismissal, damages, and
whatever is considered important to be addressed to help to maintain the organization’s
information security strategy about the human resources.
When dealing with people, it is very important to understand that what sounds
obvious to security experts, definitely does not sound obvious to someone without the
same experience. People are the ones whose actions within the organization influence the
information security triad and security extensions related to data, information, information
systems, information assets, network usage, resources and whatever is valuable to the
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organization. Including the information itself.
In short, individuals’ actions and motivations have a directly positive or negative
influence on information security. All this is related to behavioral information security
[CJL+13] [AP12].
5.2.2.4 Technology
This is the piece of the puzzle that is the set of all informatics systems, applications,
tools, infrastructures and defense mechanisms that the organization applies to achieve its
goals and to help information security. Technological elements may frequently change and
update, become obsolete very fast, or be the core of an organization’s infrastructure.
Technology may also solve security threats and risks. Users and the organization’s
environment also have a strong impact, once technology can be perceived as a way to
avoid security controls bypass [Inf09].
It is very important to remember that technology, by itself, does nothing. It should be
seen as part of a complex system that has specific needs to protect what is valuable within
the organization, and should work along with people and processes in a cyclic pattern, all
those guided by information security policies.
5.2.3 Layer 3
It represents the piece of the puzzle that deals with daily activities and how they
should be done. In addition to that, it is related to what actions should be taken in case a
specific problem arises. Bear in mind that complex systems and their security practices are
guides to keep information secure; but norms, procedures, monitoring and auditing will
give systems administrators the tools to help them keep information, information assets,
networks, systems, etc. more protected.
5.2.3.1 Normative and Procedures
Basically, normative is related to how things should be and how they should be rated.
It is also related to how to classify things as good or bad or which actions are right or
wrong. Normative are fundamental for prioritizing goals, organizing and planning actions
in order to define how things should be done. Considering the user’s perspective, it is
much more common than it may seem, but users generally try to follow social expectations
rather than following security procedures [PCK11]. This is not desirable regarding security
perspectives because such conflicts lead to security policy inconsistency.
In general, normative can be implicit or explicit while security policies are explicitly
mandatory normative. Procedures are step-by-step defining how things must be done
considering specific contexts. It is also a guide to what one should do if a particular
condition is met.
A procedure is a way to provide minimum safeguards (administrative, technical,
physical or all of those) that are employed to protect sensitive information. It is expected
from such procedures to be technical, and to be intended for information custodians,
systems administrators and information technology personnel within the organization.
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5.2.3.2 Auditing
Consider that auditing information security is a process that takes measures in terms of
qualitative and quantitative assessing the current state of what is being audited regarding
specific criteria of information security.
Auditing is key to discover risks, technical flaws, policies, procedures and normative
problems. Bear in mind that auditing is an everlasting process and when auditing
information security, one should be prepared to cover topics from physical security of
data centers to logical security, including network perimeters, system configuration and
information systems. Each one has its peculiarity, thus different methods for auditing
should be taken into consideration and should also be applied to guarantee the auditing
results.
Always assume that information security auditing is for information security
professionals and the entire auditing process should be part of an overall plan. Auditing
will provide at least an independent review of the adequacy and effectiveness of the internal
controls regarding business process, people behavior, infrastructure current state, policies,
normative and procedure compliance.
Auditing is also an operating measure to verify the state of what is being audited
in a specific period of time so it can verify previous behavior, but will not guide the
organization to all future possibilities.
5.2.3.3 Continuous Monitoring
Continuous monitoring keeps track of ongoing knowledge of information security,
vulnerabilities, and threats [D+11], thus their associated risks. It is key to support
decisions regarding risk management. It also guides decisions regarding protective and
proactive measures.
This piece of the puzzle is important because compliance with international normative
and standards does not guarantee that the organization’s security objectives will be
achieved. In practice, using normative and standards will help to achieve higher levels
of maturity regarding information security.
Monitoring systems begins with the definition of what, how, when and why
monitoring information assets or any part of the architecture. It relies on technology,
processes, procedures, operating environments and people. It is deeply connected to
the understanding of organizational risk tolerance. It also helps to set priorities and
to consistently manage risk inside the organization. It should be standardized so one is
able to give visibility and identify security status at all monitored information assets.
The task of monitoring can be perceived as an active security component [HTK13].
It can sense the infrastructure’s current state. It also considers a wide variety of data
and information in order to react according to specific defined polices as a way to help to
protect the information within the organization. Continuous monitoring should be based
on measures such as protection, sense, adjustment, collection, alarm and others related to
information security.
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5.2.4 Trust Layer
When it comes to security, trust is zero or one. You trust your information systems,
network, etc. or you do not; ”Maybe” should be avoided. Usually, trust can be acquired
by empiric observation, by formal proof of the systems and its mechanism involved and
other techniques [Lam01]. Once all expectations are fulfilled one may establish trust.
The problem is that trust, by its own means, is an expectation. It is a probability that
things will work and keep working as they are supposed to.
Considering a security perspective, for something to be trusted it must be clearly
identified and operate exactly as planned and expected. It must also not do anything it
was not supposed to do and must be able to operate nonstop. If a trust approach is taken
and it is acknowledged that a system may be or has been compromised, it is enough to
make it suspicious or untrustworthy. Vulnerabilities, exploits, APTs are ways of mining
trust in information systems. Details of exploits and APTs are in chapter 6.
Trust and security are closely related [Lam01]. If security objectives are considered,
it is clear that trusts are connected to security because information security depends
on people and security extensions such as authentication, authorization, access control,
non-repudiation, etc. However, in practice, information security approach should be -
”trust, but verify.” [The13]. And always verify, apparently even when there is nothing
suspicious. This leads back to the idea of continuous monitoring.
In general, trust is the piece of the puzzle in which there is enough knowledge about
information, systems, technology and other components to help one to make assertions
such as ”fully secured” or ”information is secure because a particular condition was met”.
This layered approach allows one to deal with specific components and isolate issues related
to each one of them.
5.3 Information Representation and Treatment and its
Relation to Information Security
When it comes to security, type of information, operations that can be performed
regarding it and the supporting components must be considered if you want to protect
them. In fact, you cannot protect information if you do not understand where it is stored,
how it is represented or who or what manages it. In other words, how information is
digitally treated is the key to trying to protect it.
Figure 5.2 depicts how information is treated regarding its basic representation, the
basic operations to process it and where these activities may digitally happen from a
digital perspective. If the whole complexity of Figure 5.2 is considered, it sounds very
difficult to guarantee or to achieve information security.
From the perspective of this research, a trust layer is used as a means of explaining
when technology or regular approach by themselves are not enough to guarantee security
during the entire process. For instance, from users’ perspective things should work as
long they are supported by an information security architecture as described in previous
sections.
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Considering the digital representation of information, types of information can be
images, text, voice or sounds, videos (combination of images and sounds). When it has
no particular characteristic, it can be perceived as data (which may be a set of digital
representation, such as database files or proprietary data types).
Figure 5.2: Types of information, operations and components
Once the information has its representation regarding a particular information type
or a combination of them, it may undergo specific operations in the digital environment.
Operations such as access data, process text, store voice records or transport any of those
from one place to another using any kind of media (disks, cell phones, tablets, networks,
etc.) are very common in modern organizations.
Any combination of such information operations is also possible, for example: one
particular user may wish to transform a text file into a voice file or vice-versa, or a
particular user may wish to describe an image giving it more sense than the previous one.
All these processes are possible and very common in digital environment, and there are a
lot of possibilities when it comes to the combination of information type and information
operations. Thus, protecting it in all existing scenarios is rather difficult. It can be noticed
by every piece of the cube towards information security (Figure 5.2).
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The supporting components are where or how the information is used. For example:
a video is stored in hardware and uses proprietary software to play it. It is also where
people directly act regarding information. For example: if a user copies a file from the
database to its thumb drive disk through the network, different supporting mechanisms
are applied so the user is able to achieve its goal.
The entire cube (Figure 5.2) depicts how information is digitally represented and
treated. Therefore, it should be considered that information security should be guaranteed
inside environments where the follow activities take place: copying files, printing images,
writing data to database systems, using distributed network environments, network
connections of all types are supported, users making common mistakes such following
unknown hyperlinks, and so on.
According to a very simple approach, it is a complex matrix of at least three dimensions
to keep one piece of information secure inside such environments. That happens because
one should consider the type of information, which operations it may undergo and what
information support is used
In the view of this work, it is believed to be very difficult to achieve information security
regarding the cube perspective depicted in (Figure 5.2) without using an information
security architecture as proposed in section 5.3 and its understanding, besides the correct
application of techniques to secure information.
According to [GMP13], [Ric13] and [The13], using technology or being compliant with
standards is not enough to keep information protected. It needs more to be accomplished
and, in such cases, trust should be used even without knowing it in first place.
5.4 Comparing Information Security Architectures
It is very hard and also complex to compare information security architecture in
general. There is no common approach or benchmark able to measure every peculiarity of
each known architecture. Doing so may still be incomplete to address every aspect related
to information security.
The work [VO14] addresses the problem of how hard it is to compare information
security models. In general, it recommends first performing the high-level comparison
based on criteria definition. Then address that it is also important to create an appropriate
selection of candidates, and then perform a more time-consuming extensive evaluation.
The work in [HCCT03] also reviews some information security standards and
architectures in terms of security policy theory, risk management theory, control and
auditing theory, management system theory and contingency theory.
In [SAT11], authors reviewed various information security standards and compared
major information security standards (ISO27001, BS 7799, PCIDSS, ITIL and COBIT) in
terms of information security policy, communications and operations management, access
control, information system acquisition, development and maintenance, organization
of information security, asset management, information security incident management,
business continuity management, human resources security, physical environment security,
compliance. The authors [SAT11] conclude that each standard plays its own role and
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position regarding information security management systems.
Having the assumptions of previous works in mind and taking a trust approach, Table
5.2 compares the proposed architecture with two major widely known information security
guides
Table 5.2: Comparison criteria of architectures
Criteria ISO 27001 BS 7799 TISA
Trust as an important role No No Yes
Address security extensions Yes Yes Yes
People as an important role in security Yes Yes Yes
Continuous monitoring activities Yes Yes Yes
Auditing activities Yes Yes Yes
Address Security Compliance Yes Yes No
5.5 Synthesis of the Chapter
This chapter provided the reader with the developed architecture (TISA) to provide a
closer view of the use trust to information security. This part of this thesis tries to focus on
the problem that information security is a risk management activity, but it also discusses
that current information security architectures lack proprieties to deal with the different
facets of information technology correctly. In order to contribute to the discussion in
information security and trust, a layered information security architecture was presented
connecting together elements of information security with trust directly. The presented
architecture aims to help deal with information security and trust from different points of
view in order to help protect information.
It is expected that TISA is useful to help manage information security at different
levels regarding information, so information security can be analyzed as a whole and not
just as a part of a small component, as it is commonly seen in organizations.
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Chapter 6
Cyber Security and Trust
This chapter provides further discussion on three connected fields: trust, cyber security
and information security. In cyber security there are hazards such as exploits and APTs,
which are discussed in sections of this chapter. As seen in chapter 2 and 4, when emphasis
is given to trust, it has different lines of understanding because of its subjective evaluation.
In general, this chapter details discussions about trust and cyber security and its relations
to information security (provided in chapter 5). This chapter also details aspects regarding
APTs and exploits and how they are being used in cyber space.
The following sections are organized as follows. In section 6.1 there is the initial
considerations and some reviews regarding cyber security. Section 6.2 presents a discussion
about cyber security and information assurance. Section 6.3 considers what is important
when dealing with cyber security strategy and section 6.4 presents the areas of interest
in cyber security strategy. Section 6.5 discusses exploits and section 6.6 refers to APTs
discussions and references. Section 6.7 discusses the relationship between information
security, trust and cyber security. Finally, Section 6.8 presents a synthesis of this chapter.
6.1 Initial Considerations
Protecting cyberspace is vital to keep trusting Internet and most of the information
systems the way it is known. Most of it is because cyberspace is based on the
uninterrupted availability of the Internet and because information systems are expected
to work efficiently. Cyberspace is considered as critical infrastructure to many countries
these days. Thus, dealing with threats in this environment is important and affects areas
in society such as economics, health, energy, among others. It is clear that exploring these
environments in ways that are considered invasive to privacy also mines trust applied to
them.
When things such as exploits, APTs, cyber campaigns, and so on, that are part of
day-to-day activities in Internet, one may start thinking if cyber security is really being
taken care of as it should be or if Internet and Information Systems are as reliable as people
think they are. Cyber security is inserted in an environment where daily threats are real
and they do have destructive potential. Seen from this perspective cyber security is tied
to management, policies, physical infrastructures, virtual environments and collaboration
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among different parties, which needs trust to be developed.
6.2 Cyber Security and Information Assurance
It is a common understanding that information assurance is supported by
multidisciplinary and multidimensional subjects besides information security. From the
perspective that information assurance is constituted of operations and defensive measures,
we can infer that it also deals with proactive and sometimes offensive activities. This
section reviews and presents some definitions about cyber security and information
assurance in order to bring more value to the discussion.
6.2.1 Cyber Security
From the perspective of this work, cyber security is considered the set of technologies,
processes and practices designed to protect computer networks, computers systems,
hardware and software, information and data from attacks, damage or unauthorized access.
In information technology, the term security implies cyber security.
Cyber security is also a field where information security and computer network security
are closed together. It deals with application security, end-user systems and information.
Due to its characteristics, cyber security constantly changes and requires coordinated
efforts throughout an information system environment. In such scenarios, threats advance
quicker than a particular organization can keep up with.
Generally in cyber security, threats change faster than the main idea of the risk itself
to a particular system. Thus, it is very difficult to address risks in cyber security because
once it is addressed the threat may already be something else. From such a perspective,
according to [BAG15], ensuring cyber security is not a simple task. It requires domain
knowledge and cognitive abilities to determine possible threats from large amounts of
network data.
6.2.2 Information Assurance
Information assurance has strong relations with information security and business
continuity. It is an interdisciplinary field that requires expertise in accounting,
user experience, fraud examination, business, computer and network forensic science,
management, systems engineering, security engineering, and depending on the case, even
in criminology, in addition to computer science. It may be seen and understood as a
superset of information security.
This work considers that information assurance is an area that seeks to protect
and defend information and information systems supported by computer systems and
networks. It uses means such as tools, processes and frameworks to try to ensure
confidentiality, integrity, authentication, availability, and non-repudiation. The practice
of assuring information and managing risks are related to the use, processing, storage, and
transmission of information or data. The systems and processes used for these purposes
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in order to guarantee that authorized users have access to authorized information at the
authorized time are also subject to information assurance.
Also this research considers that information assurance includes the use of physical,
technical and administrative controls to accomplish the task of data protection. And this
encompasses not only digital but also analogue or physical forms of data. It can be applied
to data in transit, as well as data at rest. Information assurance is also a method of adding
benefit to business using information risk management activities. It is expected to increase
the utility of information to authorized users and, of course, to reduce the utility for those
unauthorized.
Considering a wider picture, using critical infrastructure as example, the cyber security
context is embraced by information security itself as part of efforts towards information
assurance. As a means of creating a representation of the steps and areas it implicates,
Figure 6.1 summarises this view in a top-down approach.
Figure 6.1: Implications of cyber security towards information assurance
6.3 Cyber Security Strategy
Cyber security strategy is a high level plan to achieve conditions of security in cyber
environment, for example, where critical infrastructure systems are placed. Cyber security
is seen as a strategic area by many countries.
For example, Table 6.1 details the time when cyber security strategy became part of
overall international planning by some countries around the world, according to the ENISA
and North Atlantic Treaty Organization (NATO) Cooperative Cyber Defence Centre of
Excellence.
90 Chapter 6. Cyber Security and Trust
Table 6.1: Summary of since when some countries have overall planning of cyber security
strategy
Country Year
Qatar, Nigeria, Costa Rica, Jamaica 2015
Czech Republic, Estonia, Denmark, Latvia, Kenya, Namibia, Rwanda, Azerbaijan, Bangladesh,
Pakistan, United Arab Emirates, Ghana, Mauritius, Grenada
2014
Austria, Finland, Italy, Hungary, Poland, India, Japan, Montenegro, Singapore, Turkey, Zimbabwe,
Romania, Spain, Cyprus, Saudi Arabia, Egypt, Marrocco, Panama
2013
Belgium, Norway, Switzerland, Netherlands, Georgia, Jordan, Mauritania, South Africa, Trindad and
Tobago
2012





United States of America 2003
Russia 2000
6.4 Cyber Strategy Areas of Interest
In order to better discuss and understand what cyber security strategy includes, this
section is divided into multiple subsections in areas that are important to consider when
preparing a strategy to safeguard cyberspace. Things such as threats in cyber space,
analysis of huge volumes of data, etc. are subjects of interest when thinking about cyber
strategies development.
6.4.1 Cyber Threats
Cyber threats go beyond aspects that deal with national security or military defense.
First have in mind that there is no silver bullet. Cyber threats are related to
critical infrastructure systems, computer networks, financial systems, research facilities,
industry, etc. Thus, to address cyber threats it is necessary to have integrated efforts,
multidisciplinary and specialized knowledge and skilled people. The knowledge required
to deal with cyber threats requires contextualization, means and indicators, direct and
indirect implications, warnings, monitoring new threats to assets and critical infrastructure
systems. All this is used together to support strategic decisions and measures that may
be applied in each situation.
Such analyses are impossible without humans, because they require deep knowledge
in information security and communications, information assets, auditing, engineering,
and what else might be necessary, such as politics and attribution of attacks. Thus,
to be able to monitor and follow cyber threats, some processes may be automated but
it is no guarantee of efficiency because, to the best of our knowledge, there is no such
automated system that may be able to protect, adapt and learn efficiently from everything
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that is required to address such problems. On the other hand, the amount of data is
such that it is impossible for humans to process it without information systems, security
systems, correlational systems, big data analytics, etc., but all these systems cannot be
fully automated and integrated with current technology.
To deal with cyber threats, the focus has to be with processed information, ordered
information, information treatment, cyber intelligence, reliable sources, information
correlation, decisions without complete knowledge, tempested answers, global players,
nation-state efforts, organized crime, hacktivism activities, and other subjects, which
depends of each case.
6.4.2 Cyber Attacks
This work believes that cyber attacks are offensive maneuvers conducted by individuals
or organizations that use technological resources with the intention to deactivate, disrupt,
data theft, vulnerability exploitation, implant malicious code or cause damage to critical
infrastructure systems, computer networks, information systems, hardware, software or
any technical resource of the attackers’ interest. A cyber attack is a planned exploitation
of a computational system related to particular technology. It is important to remember
that a cyber attack may be just an ordinary attack or a step that is part of a particular
cyber campaign, cyber espionage, cyber terrorism or even non-declared cyber war.
Considering observations over time, such attacks will become more sophisticated and
disruptive in the future (most of them already are). Normally a cyber attack uses malicious
codes, bad assembled packets in networks, disguised packets, hidden codes in computer
systems, furtive techniques in order to accomplish its objectives. Cyber attacks also deal
largely with exploits (section 6.5) and advanced persistent threats (section 6.6).
When cyber attacks take place, the attention is related to denial of service attacks,
distributed denial of service attacks, suspicious code in computational systems, botnets,
network misbehavior, reverse engineering, penetration tests, breaking computational
codes, among other activities.
6.4.3 Network Flow Analysis
There is no point in arguing how computer networks are widely used nowadays.
They have its bases in communication infrastructure and protocols to send and receive
data. Cyber attacks make use of computer networks to accomplish data theft, systems
exploitation, implant malware and so on. It is important in a cyber security strategy
to understand and be able to perform network flow analysis. By using such capability
one may be able to understand standard network behavior, detect anomalous traffic, the
network flow in order to detect indicators of compromise of the computer network.
The focus of such activities relies on behavior network analysis, protocol analysis and
understanding communications protocols, collecting and executing network flow analysis,
processing network flow reconstruction, temporal analysis, and other activities.
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6.4.4 Malware Analysis
From the perspective of this work, malware analysis is the study of suspicious or
malicious code using reverse engineering and behavior analysis in order to understand and
discover the code functionalities and the techniques that were used to build such codes.
Malware analysis allows one to understand what the main purpose of malicious code is so
it can be used do better deploy security measures and deal with incident response. It is
also used to learn how offensive techniques are applied in computational environments.
The effort towards malware analysis basically is divided into static malware analysis
and dynamic malware analysis. However it is required deep knowledge and skills in reverse
engineering, behavior analysis, coding and decoding techniques, among other areas.
6.4.5 Big Data Analytics
The amount of data generated, for example, by the traffic inside an ordinary
communication network, is such that it is impossible to be processed or analyzed by
simple tools. Much of the data is not structured, or semi structured to be intelligible, but
it is not restricted to it. In most cases, even if the data is structured, the amount of raw
information is such that one cannot analyze it without algorithms and expert systems.
Big data analytics have the capability to exam large data sets with a variety of data
types. Once data is processed it can uncover hidden patterns, unknown correlations, find
trends, preferences and other useful information that is important for security analysis.
With such tools, security and analysis experts can analyze large volumes of data that may
be unused by conventional business intelligence solutions.
This kind of data includes server logs and Internet data, social media content and social
network activity, open source content, mobile data, records and data captured by sensors
disposed in network points of interest. Big data analytics uses software tools as part of
advanced analytics disciplines such as predictive analytics, data mining, text analytics
and statistical analysis. Software and data visualization tools are all part of the analysis
process.
Big data focus considering a cyber security perspective embraces massive data
visualization, open source and distributed system analysis, data processing infrastructure,
heterogeneous data source, analytics algorithms, parallel processing, anomaly detection,
and other research areas of interest.
6.4.6 Underground Cyberspace
Much of the Internet is not indexed in search engines like Google or Yahoo. Projects
as Memex [Dar14] aims a break through paradigm in Internet search capabilities. Web
environments such as closed forums, web pages not indexed, unavailable public web servers
and anonymous networks are sources of information that may help mitigate or even
anticipate and prevent cyber attacks.
P2P, BitTorrent, The Onion Router (TOR), Invisible Internet Project (I2P), closed




To be able to go further in cyber security, it is important to keep in mind that creating
cyber alliances with like-minded actors based on common sets of practices and principles
is key to advance in security. With cyber alliances one may be able to share information
about threats and responses, train both civil and military defense authorities and conduct
joint cyber exercises.
These alliances also permit discussions in cyber terrorism, and best practices to protect
critical infrastructure systems. Intelligence and law enforcement agencies may discuss and
share practices in searching and blocking threat actors, for example people that are part of
organized crime and use black markets to buy and sell illegal goods. Cyber alliances also
include private sector, international law enforcement and nongovernmental organizations.
In short, cyber alliances should be expansive and go further than state-to-state diplomacy,
if a wider view is considered.
The focus of a cyber alliance is related to establishing partnerships with centers
of recognized capacity in information security, research and development institutions,
founding of solutions of cyber security, joint information security projects, transfer of
technology among participants, and others interests.
6.5 Exploits
Basically, cyberspace is a place where threats like exploits and APTs are used to gain
benefits, profit or strategic advantage. It all depends on the actor that is behind the
deployment of such techniques. This section explains exploits and the following section
(6.6) explains APTs.
Exploits basically are tools used in cyberspace. They can be considered cyber weapons
as well, depending on its capabilities and objectives. An exploit can be seen as a threat in
a cyber security perspective. The sections below review and explain details about exploits
and a study of the market associated with it.
6.5.1 Definition
An exploit is a piece of code developed and compiled with a particular hardware
architecture, a particular software or application in mind. This code is created with the
intention of exploiting a particular vulnerability in some technological resource. In such
cases vulnerability is a kind of failure that permits the attacker to have success in exploiting
a particular resource, be it hardware or software.
The associated vulnerability may be Zero-day (0day) or maybe a known vulnerability.
0day vulnerability is a kind of failure for which there is no previous defense against it
because there is no patch or update for the technology being exploited. Such failure allows
attackers, considering its objectives, a high level of success in exploring such resource. Once
this failure is publically known, it is no longer a 0day, but it maybe still be exploitable
because there may be no patch or update for it. In other words, the vulnerability may be
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widely known but it is not fixed, thus it represents an opportunity to the attacker and a
risk to the target of such tools.
Anyway, an exploit makes use of low-level language, may use assembly instructions
that are able to manipulate and change the normal flow of execution of a program. Such
changes allow an attacker to execute arbitrary code in the system exploited thus permitting
control over the system functions.
From a security perspective, an exploit is a threat that may be used in combination
with another piece of code to gain control over the technological resource of interest to the
attacker. If an exploit is well deployed and well controlled it allows unauthorized access to
computational resources, permitting privilege escalation or denial-of-service to authorized
users. If it is badly used, an exploit is a lost resource, may allow identification of the
attacker and may be no longer efficient.
An exploit can be classified as local or remote. A local exploit is when the attacker
already has access to a particular computational resource and may execute the code locally
with intention of privilege escalation, install some other code or make the computational
resource remotely controlled. A remote exploit is when the attacker may execute the code
remotely by use of a communication channel or network, thus exploring vulnerability to
gain control over a particular system.
In short, an exploit is a technical resource that can hit any user in any cyber
environment, either connected or isolated. In isolated environments removable media can
deliver an exploit for example. An exploit alters hardware or software normal functions
to accomplish what the attacker desires. Having said that, there is a market where such
goods are traded.
6.5.2 Exploit Market
From the perspective of this work, if one considers that an exploit is based on a market
approach, it is simply based on the fact that there are buyers and sellers. There is one
side interested in buying such goods and there is the seller of such goods. But the use of
exploits is very restricted. Normally it is linked to a particular technology. Exploits are
supported and developed by organized crime, hacking activities and nation-state actions.
There are also specialized actors that research vulnerabilities and create exploits for them.
It is important to understand that an exploit is not an end in itself. It is a way
to perform much bigger activities. Developing exploits is a complex activity, it requires
high expertise in information security, it deals with very skilled people, it is constantly
developing, and may be high-priced in specialized markets. The participation in such
markets as buyer requires planning, focus and concrete objectives. It demands a good
strategy and needs proper infrastructure to deal with such activities. An exploit may be
the guarantee of success in exploring some particular resource. Or it may be the cause of
failure if misused.
What basically defines an exploit market is the law of supply and demand. An exploit
can be acquired from specialized sources, people may exchange it in closed negotiations,
or it may be even sold to Government agencies by private companies. It all depends on
the needs of each player. Sometimes it is a legal market (conducted according to the law)
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where the prices are very high. Sometimes it is conducted in illegal markets, where there
is no control or the law is always forgotten and most of the time this trade is conducted
in closed forums, using virtual currency and encryption techniques.
This market is basically conducted by the discovery of vulnerability that the
manufacturer normally is not aware of. The value of an exploit for unknown vulnerabilities
may reach up to U$ 500.000,00 according to the study conducted by Forbes Magazine
[Gre12]. The values are also variable because it all depends of its utility, reach of the
exploit or exploitation difficulty. This market is also connected to cyber crime with
impact in finance and revenue, which reaches orders of 40% in losses according to the
study conducted in [HP 12]. Basically, what is seen in such environments is that when an
organization is victim of a cyber attack, where exploits or an APT are used, it is highly
probable that the organization will not be able to mitigate the attack before the damage
is already done.
It is very hard to define the real cost of an exploit. Things such as complexity of the
exploit, its effectiveness, the target, the opportunity window (see APT in section 6.6),
target localization, penetration difficulty (network perimeter, objective of the attack, etc.)
are factors that influence the price of an exploit. Table 6.2 summarises some findings
conducted by [Gre12].
Table 6.2: Mean Price of an exploit according to Forbes Magazine Study in 2012
Product Estimated Price
Adobe Reader U$ 5.000 - 30.000
Mac OSX U$ 20.000 - 50.000
Android U$ 30.000 - 60.000
Flash or Java Plugins for web browsers U$ 40.000 - 100.000
Microsoft Word U$ 50.000 - 100.000
Windows U$ 60.000 - 120.000
Firefox or Safari U$ 60.000 - 150.000
Chrome or Internet Explorer U$ 80.000 - 200.000
IOS U$ 100.000 - 250.000
Other interesting point of the exploits market goes beyond the price of exploits or its
kind. It is based on who is paying for such threats. According to a broker known as Grugq,
most of the clients are occidental government (USA and Europe) simply because they pay
more than China or Russia [Gre12]. Another important thing to remember is that when
there are many offers, the price tends to decrease because there is too much competition.
Besides that, the quality of such goods may be doubtful if one has the ability or not to
check the effectiveness of what one is buying.
Symantec Labs studied cyber crime and cyber attacks [Sym14]. It showed that, along
with other information related to security, in the year 2013 there was an increase of 91%
in targeted attacks, an increase of 62% of vulnerabilities, more than 552 million identities
were exposed, at least 23 0day vulnerabilities of high impact were publically discovered,
and one in 392 emails had stealing passwords attacks.
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A study conducted by Goncharov [Gon14] shows that many parts of the Russian
underground are highly specialized. Hackers with good social network contacts do not
have to create all his tools anymore. He may rent or buy it from others. There are experts
for almost everything one might need. There are service offerings for deny-of-service or
distributed deny-of-service, traffic redirection, pay-per-install, malware development, etc.
The study [Gon14] also points that, for example, the price paid by valid credit cards are
on the fall (Table 6.3) as are the price of stolen credentials (Table 6.4).
Table 6.3: Price of stolen credit card data in Russia market per year [Gon14]
Country of origin of the stolen data 2011 2012 2013
Australia U$ 7 U$ 5 U$ 4
Canada U$ 5 U$ 5 U$ 4
Germany U$ 9 U$ 5 U$ 6
United Kingdom U$ 7 U$ 6 - 8 U$ 5
United States of America U$ 3 U$ 1 U$ 1
Table 6.4: Price of stolen credentials of web services per year [Gon14]
Service 2011 2012 2013
Facebook U$ 200 U$ 160 U$ 100
Gmail U$ 117 U$ 120 U$ 100
Hotmail U$ 107 U$ 100 U$ 100
Mail.ru U$ 74 U$ 70 U$ 50
Twitter U$ 167 U$ 40 –
There is another market that is part of exploits and vulnerabilities. In 2013, the NSS
Labs conducted a study that analyzed data from two major bug bounty programs [Fre13].
The results show that in the last 3 years (before 2013), at any given day, privileged groups
had access to at least 58 vulnerabilities reaching systems such as Microsoft, Apple, Oracle
or Adobe and those vulnerabilities remained private for at least 151 days. Table 6.5
resumes some data reported by the study [Fre13].
Table 6.5: Mean price paid by bug bounty programs [Fre13]
Company Price Paid Description
Google U$ 580.000 Mean price paid for at least 3 years for 501 vulnerabilities disclosure in
Chrome web browser. Corresponds to 28% of updates on the same period.
Mozilla U$ 570.000 Mean price paid during 3 years for 190 vulnerabilities disclosure in Firefox
web browser. Corresponds to 24% of updates on the same period.
Facebook U$ 1.000.000 Mean price since 2011 for Facebook bug bounty programs.
Microsoft U$ 130.000 Mean price paid since 2013 by Microsoft for new exploitation techniques in
its products.
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Also, regarding bug bounty programs competition, the CanSecWest Pwn2Own 2015
had payouts for vulnerabilities in four major browsers (Microsoft Internet Explorer,
Mozilla Firefox, Google Chrome, and Apple Safari). The payouts for all competitors
reached U$ 442.500 in two days of competitions [Bro15].
The exploit market keeps running so far. There are many sites specialized in selling
exploits. Such sites are available in networks using anonymous access such as TOR or I2P.
As another example, U$ 17.000 in bitcoin was the price of a new method of hacking Apple
iCloud accounts [Gre15]. Other prices of exploits to be used against Android’s browser,
to attack Internet Explorer browser in Windows XP, Windows Vista and Windows 7, are
available for around U$ 8.000 in bitcoin [Gre15].
An online article from help net security [Hel15] shows that the price of stolen
information sold on underground market from users and corporations also vary depending
on the good itself. Table 6.6 shows some of them [Hel15].
Table 6.6: Price List of Stolen Information [Hel15]
Type of information sold Price
1.000 stolen email address From U$ 0.50 to U$ 10
Stolen Gaming Accounts From U$ 10 to U$ 15
Stolen Cloud Accounts From U$ 7 to U$ 8
Scans of Real Passports From U$ 1 to U$ 2
Custom Malware From U$ 12 to U$ 3.500
Credit card details From U$ 0.50 to U$ 20
1.000 Social Network Followers From U$ 2 to U$ 12
1.000.0000 Verified Email Spam Mail-outs From U$ 70 to U$ 150
Registered and Activated Russian Mobile Phone SIM Card U$ 100
Also, with recent values (dated from 2015), some tools used to specific systems and
offered privately by one hacker were found 1. Table 6.7 summarises some values offered
by the hacker responsible for the page. It is important to mention that the products in
this case are not 0day, but they target specific systems versions and platforms, which are
dependable of the exploit itself and its efficiency.
6.5.3 Basic Process of Exploit Usage and Development
An exploit can be used as executable code for a particular system architecture
(hardware and operational system), can be deployed throughout web pages, it may be
an attached file to an email message, it can be as a text message in a cell phone or it can
be embedded in digital files with a lot of different extensions.
Once it is executed, an exploit allows an attacker to carry out different desired actions.
It can control the system locally or remotely; interrupt its functioning, exfiltrate data or
do anything that the computational resource permits.
The development of an exploit goes through specific activities that vary according
1Found at http://apt0.no-ip.biz and visited on March 2015
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Table 6.7: Exploits price offered by a single hacker
Tool Target System Price
Exploits, Penetration Testing Kits, Silent Infection Firefox 22-27 U$ 200
(Reduced)




OLE automation array remote code execution Internet Explorer ≤ 11 U$ 800
WolfPack Java 1.6.0 Java 1.7.0 06 Java 1.7.0 10 Java




Exploits, Penetration Testing Kits, Silent Infection Firefox 31-34 (Windows 7) U$ 800
Polymorphism IE11 Exploit Source Code Internet Explorer 11 (Windows 7) U$
1200
Polymorphism Firefox 31-34 Exploit Source Code Firefox 31-34 (Windows 7) U$
1000
Insanity - Infection Kit Pentest infrastructure location U$
2000
to the system of interest of the attacker. In order for a particular vulnerability to be
exploited, time, skills and domain of the target technology are all necessary. Sometimes
it requires even being able to fully duplicate the target system. Some of this information
should be gathered by other activities, depending on the case.
If it is considered an action supported by a particular demand, an exploit may be
locally developed or bought from sellers in specialized market. But it all depends on
the opportunity window of the vulnerable in the target system. The simplified process
of exploit deployment can be seen in Figure 6.2 (created from the initial perspective of
[Tie14]) and Table 6.8 resumes each process phase.
The opportunity window (Figure 6.2), where the resource is exploitable, is variable in
time, depends on various aspects such as update available time, discovery time, failure
complexity, and other details.
Figure 6.2: Exploit process lifecycle
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Table 6.8: Exploit process lifecycle resume
Phase Description
1 - Product Launch A manufacturer makes a product available in information technology
business market. This product may be hardware, software,
application, operational system, client-server platform or any
technological resource.
2.1 - Private Vulnerability Discovery Through research and development, a private organization or
researcher, discovers a particular vulnerability. If it is not made
publicly available it is a Zero-day (0day) vulnerability.
2.2 - Public Vulnerability Disclosure It is when vulnerability is discovered and made publically available
in the Internet or specialized sources. At this phase, normally the
manufacturer is previously aware of it and develops a patch or update
for its product before vulnerability announcement in the Internet.
Notice that before the patch or update the product is vulnerable to
exploitation, which is an indication of the opportunity window.
3 - Development of Proof of Concept It is when a Proof of Concept (PoC) code is made available
to demonstrate that the vulnerability in question is exploitable.
Normally the PoC is a step towards the creation of an exploit.
4 - Development of Patch or Update The manufacturer develops a patch or update so the product cannot
be efficiently exploitable by the known vulnerability.
5 - Patch or UpdateAvailable The product manufacturer makes the correction public available so
users can deploy the patch or update in its environment.
6 - Patch or UpdateApplied Users do apply the patch or update in their system so it cannot be
exploited by the known vulnerability.
According to a study by Bilge and Dumitras [BD12], the mean time of Zero-Day
detection is about 300 days before the resource is already in phase of exploitation, which
gives an idea of the opportunity window time. The duration of attacks that explores
Zero-Day vulnerability may last from 19 days to 30 months and normally a Zero-day
attack is directed to a particular target, so its discovery is restricted, complex, and largely
depends on the target itself.
6.6 Advanced Persistent Threats
It seems that the American Air Force General Greg Rattray created the term APT
[Gol14]. It was used to designate any adversary engaged in technological conflicts of long
duration with planned and defined strategic objectives. In the cyber security area, an
APT is part of planned actions and strategy, which are related to specific goals using the
cyber environment to achieve its objectives.
An APT has a high level of analytic and technical knowledge and uses a large amount
of resources. With such characteristics an APT creates means of achieving strategic goals
using multiple vectors, be it physical, virtual, social, stealthy, or even others. Normally
an APT is used to establish and keep continuous covert access, as long as the attacker
desires, inside a target’s infrastructure and performing the attacker’s intentions. Through
an APT, an attacker may cause damage, delay actions, destroy information, exfiltrate
data and information, provoke wrong signals in systems, change information and system
parameters. It all considers a present state or future where the APT is inserted and used.
An APT seeks its objectives during a long period of time, is able to adapt itself to new
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circumstances, avoids technological defenses, and keeps in constant communication with
its command and control system, even using air gap techniques, where the system is not
connected to the Internet. An APT is capable of advanced exploitation techniques, uses
attacks with no proper defensive measures, and may use 0day exploits as a starting point
of infection, so its level of success is even higher.
An APT uses stealthy capabilities so it is not easily detected by common defense
perimeter technology. It can change its behavior to bypassing detection, it may attach
itself to another program, and it can even alter firmware and device drivers, so it
cannot be removed from the infected resource without enormous amount of efforts. Such
characteristics make an APT hard to detect thus creating counter measures efficiently is
also difficult.
The use of rootkits is also very common when dealing with APTs. Rootkits allow an
APT to perform privilege escalation, hide or spread itself, monitor the infected resource,
capture network information, and anything an attacker may desire. It basically depends
on the attacker’s resources, intentions and capabilities.
Most known APTs are believed to be work sponsored by nation-state actions because
of its capabilities, resources and development process. Analysis of APT shows that just
one person will not be able to create such tools in a small amount of time.
Also the fact that normally most APTs have specific targets and goals, and normally,
they are not related to the gain of profit in terms of money. This belief has support in facts
such as high technology used, high investments, high evasion techniques and very specific
targets and goals. Such characteristics are very unusual in common hacking groups or
even in organized crime activities. Studies regarding APTs show that to create such tools,
it requires large amount of investment.
6.6.1 APT Basic Flow Process
Considering a minimal flow an APT may use Figure 6.3 which illustrates the basic
flow steps, but it is not restricted to the following logics because it basically depends on
each malware. It is divided into 8 steps, and each step is described in Table 6.9.
Figure 6.3: APTs basic flow process
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Table 6.9: Explanation of APT basic flow process
Phase Description
01 - Target Selection Normally, selected targets are high valuable users, infrastructure, industry with high
research and development technology, diplomatic sources, etc.
02 - Target research Once the target is chosen, the process starts with information gathering, discovering
target capabilities, collect open source information on the target, etc. In this step
the objective is to detail the target information, used systems, software, hardware,
defense resources, defense perimeters, etc.
03 - Penetration In this step the target may suffer social engineering attacks, may have some of its
system attacked and accessed, may receive e-mail with malware, may receive some
threat from social networks relationships, may have passwords captured, etc. The
objective is to access some of the target’s resources. The attacker may use any
means it has depending on the target and its objectives.
04 - Privilege Escalation In this step the attacker may have penetrated some system, but it lacks
administrative control on the system being explored. It may use exploits, key
loggers, network sniffers, etc. to try to gain privileges so it can deploy new resources
of its control on the target system or part of the infrastructure associated with it.
Rootkits may be used in this step.
05 - Pivoting The attacker spreads itself in the infrastructure of the target so he can control
multiple target resources. To be able to perform such actions, the attacker may use
sniffers, exploits, information gathering, exploit new systems, etc. The idea is to
have multiple sources of access to the target’s infrastructure, guaranteeing multiple
access paths.
06 - Data Exfiltration Once the attacker controls the system, he performs data exfiltration from the target
infrastructure using communication channels, disguised packets, email, command
and control systems, etc. In this step the attacker collects network information or
any piece of information he considers useful to keep its actions.
07 - Keep control on the
target infrastructure
After being successful in taking full control of the target system, the attacker may
use rootkits to keep its activities stealthy on the victim system. The attacker may
erase previous steps, advance in command and control techniques, search for new
data or information, etc.
08 - End the attack If the objective is fulfilled, the attacker may end the campaign in the particular
system and fully erase all of its steps, so an investigation will not be able to fully
understand the attack or even find any indication of compromise on the target
system.
6.6.2 Examples of APTs, Advanced Malware and Cyber Campaign
This topic describes some known malware, cyber campaigns and APTs. These
examples are merely informational with no intention of deep analysis. All information
listed below is widely available online, even with multiple sources.
Indeed, some of the examples below may not fulfill all of what is required to consider
such malware as an APT, but the impact it caused was also considered, alongside the
complexity and targets etc.
6.6.2.1 Resume of APTs, Advanced Malware and Cyber Campaign examples
Titan Rain: It was a cyber campaign that targeted American defense companies
back in 2003. The investigations traced back the source as being in China. This
attack called attention at the time because it already used furtive techniques and
trojan horses, it also used multiple attack vectors and social engineering attacks
directed to specific users. The nature of this particular attack remained restricted
to government sources, but it had success hitting industries, research facilities,
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aerospace agencies, finance institutions, etc.
GhostNet: This was the name of a cyber espionage campaign that is believed to
have started in 2009. It used Trojan horses, command and control systems, and
malware that took control over the affected system. It could record audio and video
of the victim and it is estimated that more than a 100 countries where attacked.
Cuckoo’s Egg: It is one of the first attacks established in military computer
networks. Back in the eighty’s, a German hacker invaded computer networks in
California to steal secrets related to the American Star Wars research program. The
researcher that revealed the malicious activities tracked back the origin using digital
traps and discovered a satellite connection from a German University and identified
a student who was likely selling the stolen secrets to the old Russia KGB.
Moonlight Maze: This was an attack directed to the US government web sites back
in 2000. This attack went undiscovered for approximately 2 years and compromised
systems in Pentagon, NASA and the American Department of Energy. Also
Universities and other military facilities where targeted. This attack was able to
steal military installation maps, military hardware projects and other information.
The US authorities back at the time estimated the impact of this attack in millions
of dollars in lost secrets.
Skpyot: This campaign was hidden for many years and it is believed to have
started in 2006. It was directed at intellectual property theft including projects,
manufacturing, finances, and others interests. It used Zero Day exploits back that
time and targeted companies in UK and US. The areas of interest include defense,
telecommunications, energy, government and chemical industries.
Hydraq: It was a cyber campaign that used zero-days exploits to infect target
systems. This campaign was also known as Aurora. This attack was under detection
for at least a year at the time it was reported and targeted technological companies,
oil and gas industries and defense sectors.
Stuxnet: It is probably the most famous APT up to now because it is considered by
most as the first developed cyber weapon with nation-station origin and goals. Its
detection backs to 2010 but it is public appearance backs in 2008 or 2007 depending
on the source. This APT was able to control low level hardware and destroyed
hundreds of centrifuges in Natanz Nuclear Facility.
Gozi: This was a malware that was discovered in 2007 by security experts, and it had
already infected more than one million computers. It targeted countries as US, UK,
France, Italy, Germany and others. It was reported that Nikita Kuzmin developed
this malware and sold it in the Internet with profit intentions. This malware had a
lot of variants with different purposes.
Zeus: This malware used social networks as way of spreading itself. It was used to
data exfiltration in targets in US and other countries. It is considered a modular
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platform that uses multiple attack vectors. It is estimated that this malware could
have generated more than U$ 70 million in profit for specialized groups.
Flame: This was firstly public reported by Iran’s Cert in 2012. It was a sophisticated
cyber espionage campaign that affected Government, Universities and specific targets
in Iran, Israel, Sudan, Egypt and others. It used USB cards to spread itself and could
take screenshots, network traffic capture, key logger capabilities, audio recording,
etc. Its command and control system had self-destruction capabilities and the attacks
stopped shortly after it was public reported. It is likely that this campaign remained
undercover for at least 5 years.
SpyEye: It has its origins in the Russia Internet underground. Analysis reported
that a command and control system of this malware had data of more than 256
different finance institutions. It is believed that a hacker from Algeria is the
responsible for the first development of this malware.
Doqu: This malware was revealed in 2011 in a limited number of companies that
worked with industrial control systems. It had similarities with Stuxnet and a
platform known as Tilded. Its command and control systems were spread over
countries as Germany, Belgium, India and China as source of hiding its origin. This
malware could gather information in particular industrial control system that could
be latter used to attack such systems efficiently.
Uroburos: Also named snake, it is a rootkit based APT malware with two main
components, one device driver and one encrypted file system. It was public reported
in 2014 and had data exfiltration functions, network sniffing, modular design so it
can be extended as desired by its creators. This APT has evasive techniques and is
hard to be detected by normal methods. It is believed that this malware kept its
undercover activities for at least 3 years. Public analysis reported similarities with
Agent.BTZ and the cyber campaign codenamed Turla which remained active in 2014
and target systems in United States and Europe, and East European countries as
Estonia, Lithuania and Ukraine.
Gauss: It was first reported in 2012 with its target in Middle East. It was considered
a nation-state initiative with rootkit projected to steal sensitive information on the
target system. Some analysis reported similarities with Flame as structural modules,
code bases, and command and control communication capabilities. It used the same
vulnerabilities used by Stuxnet and Flame to infect USB devices. But it had more
functions, as for example, being able to keep hidden stolen files in USB sticks.
Agent.BTZ: It is considered one of the worst security failures in US Military
Computer Networks. This malware was used to attack the US Defense State
Department in 2008. It was left in a lost USB Stick in the parking lot of the
department at the Middle East. According to sources, this malware took more
than 14 months to be completed removed from the computer network it attacked
in Pentagon. Due to its impact it was considered as a military incident and was
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classified as secret, so very little can be verified using open source information, but it
is reported that this malware could scan networks, open backdoors and communicate
with command and control systems.
Careto: Also named the mask, it was reported in 2014. The analysis report showed
high level of sophistication and expertise. Targets in South America, Morocco and
Gibraltar were discovered. Targets of this APT were diplomatic offices, embassies,
universities and government agencies. This APT can capture keyboard interruption,
sniff network, record skype conversations, copy SSH keys, VPN configuration files,
and other capabilities.
MtGox Bitcoin: This attack stole more than 850.000 bitcoins from Japanese
MtGox Company. Some security experts consider that this attack remained
undercover for years without being detected. Later investigations found 200.000
bitcoins in a wallet that was assumed to be inactive. The impact of this attack at
the time was in magnitude of U$ 300 million.
BlackPOS: This was the malware used to attack the American discount retailer
store Target. This attack expected to reach more than 100 million credit card
customers. It was able to read credit card data from memory, send the data to
a gateway and then to a command and control server at Russia. The investigation
showed that the attack started at a third party company. From there the point-of-sale
systems were infected.
RSA SecureID attack: This attack was able to steal credentials used by the token
SecurID. Companies listed as the 500 biggest companies by Forbes magazine used
this token. Sources reported that the actions taken to mitigate the damage had costs
bigger than 100 million of dollars. This malware used part of another known malware
named Poisonvly, which had already attacked chemical companies and human right
institutions.
Red October: It was a cyber campaign designed to steal secrets from Government
and research laboratories. It was reported that the campaign was active for at least
5 years before being uncovered. Its victims were in more than 35 countries with a
focus on Energy, Military, Diplomacy, Space. Systems at NATO, Europe Parliament
and Europe commissions were infected.
Volatile Cedar APT: It is part of a group that deploys remote access tools and
USB propagation components and performs targeted and managed cyber campaigns.
Their targets are chosen with care and the deployment takes only the necessary to
achieve the attackers goals supported by previous intelligence gathering processes.
This APT can connect to command and control servers or other domains accordingly
to the infection process.
Eurograbber: It was a malware that was used to steal more than 36 million of
euros from costumers of at least 36 different finance institutions in Italy, Spain
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and Netherlands. It used Trojan horses and used a previously known malware
variant. This malware could bypass SMS systems codes asking users to install
security software at their mobile devices.
Shamoon: This was a cyber campaign using malware targeting the energy sector.
It could spread itself using network shares and perform alterations at the infected
system. The oil company Saudi Aramco was the biggest target having approximately
75% of its infrastructure compromised.
Operation DeputyDog : This APT used Zero-Day exploits in Internet Explorer
browser where its main targets were users in Japan. This cyber campaign was
reported in 2013 and had strong relations with attacks directed to BIT9 company.
NR4: It was a cyber campaign reported in 2011 and attacked mainly government
institutions and diplomatic offices. It used fake email accounts and its messages
with political body to call attention of its victims. It had a command and control
system that was used to data exfiltration. Messages used in this campaign target
both English and Chinese language users.
The Sony case: It was made public at November 24, 2014. But it is believed
that this attack started more than a year before. This attack exposed data from
employees, executives, films and much more information from Sony Corporation.
The U.S. intelligence service accused North Korea as being responsible for the attack,
which arouse many suspicious about the veracity of the accusation. This attack
was discovered because a malware previously installed, rendered many computers
inoperable at the time.
Equation Group: This group was exposed to public in February 2015. It was
reported as the most advanced cyber espionage platform known to the time, being
operated by a highly sophisticated threat actor involved in multiple computer
network exploitation operations, dating back to 2001 and maybe earlier. Its modules
use high technological capabilities, strong encryption and before it is fully deployed
in the computer victim, it first checks with its command and control system if the
target is correct. Versions in multiple systems were found.
Trojan. Laziok: This was recently discovered in 2015 and it is used as a
reconnaissance tool that allows attackers to gather information and tailor their attack
methods for each compromised computer. This malware was part of a targeted attack
campaign against energy companies around the world, with a focus on the Middle
East.
Barbar: This malware first appeared in 2009. Reports states that babar is part of
cyber espionage campaign named Animal Farm Group or Snowglobe. This malware
is able to steal keystrokes, clipboards and listen to Skype conversations among other
functions. It is reported by some online sources as being controlled by the France
Intelligence Agency. It appears to have been used in actions against Syrian targets
106 Chapter 6. Cyber Security and Trust
using zero-day exploits hosted on a Syrian Government website. Analysis showed
that the authors of this malware had deep knowledge of how some antivirus products
worked.
Regin: This malware is a sophisticated toolkit widely reported in 2014. This
malware was used in a cyber espionage campaign that target Belgian Belgacom
telecommunication provider. The first samples dates back 2003. Sources from the
news points its origin to UK and US as controllers of this malware. Infections were
found in Russia, India, Mexico, Ireland, Austria, Afghanistan and other countries.
This malware was compared to Stuxnet and developed as being a multi-purpose data
collection tool.
Dragonfly: Also named Havex, successfully managed to spy strategic organizations.
If the affected systems were explored the way they could have been, it could have
caused damage to energy supplies in those who were affected. Their targets include
the energy sector, major electricity generation firms, petroleum pipeline operators,
and energy industry industrial equipment providers. Victims were located in the
United States, Spain, France, Italy, Germany and others countries. This cyber
operation caused companies to install the malware when downloading software
updates for computers running Industrial Control Systems (ICS) equipment.
Germany recently suffered from a target attack in a steel mill facility but the malware
or APT did not have its common name reported. The attack manipulated and disrupted
control systems to such a point that a blast furnace could not be properly shut down,
causing damage to the system. The attackers infiltrated the corporate network using a
spear-phishing attack. After that the attackers gained access to the network they explored,
they moved to other networks and compromised multiple different systems, including
industrial components on the production network of the target.
6.7 Relations of Information Security and Trust and Cyber
Security
The way this works sees the connections between cyber security, trust, information
security and information assurance is shown in Figure 6.4. Information assurance is
considered the bigger part of the schema, but it has strong relations with trust (chapters
2 and 4), information security (5) and cyber security.
In general, if one wants to understand and apply information assurance in a particular
organization, it is important to remember that the connections among information security,
trust and cyber security should also be understood and detailed. It is not the objective
of this work to fully detail all kinds of connections between information security, cyber
security and trust because it depends on every organization itself. So, what may be applied
to one place may not be used in another. Anyway, this schema (Figure 6.4) shall help
in understanding the difficulties that exist in protecting information considering cyber
security.
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Figure 6.4: Relations in information assurance, information security, trust and cyber
security
As seen before in the trust review (chapter 2) and the developed trust model for
groups in computational systems (chapter 4), trust in information system is subject to
many discussions. Trust is important to ensure secure and reliable communications. The
accuracy of trust evaluation depends whether a trust system can function properly under
all situations and be capable of handling unfair rating attacks in a satisfactory manner
([WMI+15]).
It is clear that trust management systems are necessary in order to accomplish security
related tasks in distributed systems [dOAGVK14]. The management of trust relationships
between different entities can be done using different approaches. Considering this view,
trust relationship can be manually established by each node in a network but it does
not scale when the number of nodes increases. In such cases trust models are used to
automatically calculate how much a node can trust other nodes.
Trust has a complex relationship in information security and cyber security. Up to
the end of writing this manuscript, one of the main problems of trust yet is how to
build trustworthy systems from untrustworthy components. From the perspective of this
work, the absence of protocols to exchange reliable trust and reputation information is a
problem that needs attention to help build trust in network systems, which would lead
to the improvement of computational trust and consequently to the increase of computer
security.
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6.8 Synthesis of the Chapter
Cyber security gained a lot of attention lately. Protection of cyberspace is vital to
many sectors of economics and modern society. Many actors are exploring cyber space
gaining profit but also gaining strategic advantages. They perform such actions by mining
trust of computation systems and exploring vulnerabilities that most people are not aware
of.
In order to promote further discussion about cyber security, information security and
trust, this chapter presented a schema where these areas are connected to information
assurance. It also discussed current cyber security and trust aspects dealing with cyber
security strategies, where Government and enterprises worldwide concentrate efforts on
dealing with threats in cyber space.
In particular sections, it discussed and presented some information about exploits
with consideration given to its basic development life cycle and an idea of time of the
opportunity window it gives attackers in computational resources. Also, this chapter
detailed information about APTs and some of its characteristics. As for examples, it
collected information of various malware available in Internet.
Chapter 7
Conclusions and Future Works
Trust in computational systems is still an open subject with many research
opportunities, just like the information security field. The trust model for distributed
systems based on groups of peers for computational system could be developed and some
results were reached. In order to try to put trust in a closer relation to information
security, this work elaborated an architecture putting information security and trust in a
perspective that uses the concept of information security with the possible applications of
trust in computational environments.
As stated at the beginning of this research document, the main objective consisted of
using trust, reputation and information security in the same perspective. Once this focus
was achieved, the research then was divided in two main areas - trust and information
security.
In the area of trust, it was possible to develop a model of trust that may be applied to
groups in computational systems such as P2P. With further research, it can be adapted
to grids, software agents and even cloud computing.
This research considered a group was defined as a collection of entities with particular
affinities and capabilities, where all entities used a trust and a reputation value in the
system. One of the problem using trust in large scenarios is that in many cases it is
necessary to trust the whole system instead of one particular entity. This is the case
where most trust and reputation systems are used, considering a 1:1 relationship and not
a 1:N or M:N approach.
This work then developed the concept that group trust represents the trust of their
particular members and to reach a result in this perspective, a group trust calculation
model was proposed, developed and implemented. The developed model is also understood
as an extension to support the calculation of trust values of groups of entities. The results
show that it is possible to generate and to calculate group trust behavior in distributed
system.
As a means of validating the proposed model, this research used a P2P simulation
tool. The use of P2P is because it is a complex distributed system, but entities share
resources and common goals in the system. The results showed that in groups with a 100
to 200 entities, when 40% of its members, the group is not trustworthy depending on the
threshold established. The model was able to identify the change in behavior of the group,
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where decisions such as the variation of the changes of the group reaches some value, the
whole group can be considered untrustworthy. In such cases the leader may decide to
eliminate the peers that mislead the group trust information.
After reaching the first part of the problem, this research developed a trust information
security architecture (TISA). It is widely known that information is an important asset
to any organization. However securing information is very difficult in terms of preserving
confidentially, integrity and availability. The problem arises when privacy, anonymity,
resilience, etc. are also considered as important as the CIA triad.
The presented layered trust information security architecture considers that
information and security should be seen and understood from different points of view
in order to protect it. In order to extend the discussion regarding information security,
information representation and treatment elements, operations and support components
were integrated to show the various sources of problems and risks that should be considered
when dealing with both information and security.
Regarding information security architecture, trust, cyber security, advanced persistent
threats and exploits, this research presented a wide review that shows that cyber security
management needs a systematic approach to consistently address security in every level,
reducing unmanaged risks and improving operational security efficiency.
It is also important to consider that in the perspective of this work, there is no known
proven technology or framework in information technology without security issues, such
as exploitable flaws, configuration errors or system misuse. All that leads such systems to
an untrusted perspective. Inside an environment where more people, computer networks,
technology, wearable devices are connected together, due care with information security
should be much more than network perimeters, antivirus, intrusion detection system,
intrusion prevention systems, etc. Information security is a never ending task. It is a
continuous task with cyclic approach that changes constantly.
It is important that trust keeps advancing in cyber environments. It is no longer
possible to trust software or hardware without taking careful steps towards information
security. Cyber attacks to infrastructure where human lives are at risk and people using
APTs and exploits may cause harm to innocents. Such concerns must be treated properly.
Considering this perspective, the correct understanding of cyber security is fundamental
to increase the security level of critical infrastructure systems to avoid harm to humans
and assets.
Basically, to fully trust something that you did not build may not be the correct
approach, even though, users believe their systems, networks, databases, and so on. Thus,
to trust information system is basically to assert that the system does and operates
as required, aside environment problems, human or operators errors and even attacks.
But the most important in trust approach is that the system will not do other things it
should not, from a security point of view. So to trust information system or a network
information system requires more than just assembling parts or components. Rather, due
to its characteristics, trust depends on subjective evaluation and requires both context
and analysis, which leads to soft security.
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Also, the correct approach to dealing with information in a connected world is a
wide concern to multiple sectors of the society because the cyber space is also a place
where technology is used and developed by highly specialized players, with high capability
that explores vulnerabilities to gain strategic benefits in many fields of knowledge. Many
countries face daily threats to their information assets and most of them even do not know
they are already compromised, with their knowledge being exfiltrated.
Technology will keep changing the way we live and will keep allowing people and
organizations to get even more connected. In this highly technologically linked world real
threats are being forgotten in many situations. Vulnerabilities will keep coming up and
hackers will keep exploring them. Nation-states will keep their activities to gain knowledge
over what interests them. That has a lifecycle that will require even more knowledge as
technology advances. Information security will keep increasing its importance even more
as the cyber space keeps growing.
APTs and exploits will keep appearing. The more research in areas such as deep
packet inspection, operational systems, hardware, software, wearable devices, gadgets,
and as industries create new dependable technological products, the more APTs and
exploits will be used to bypass protections, controls and security measures to perform
data exfiltration and provide strategic advantages to those who use them. The way the
internet is nowadays, to certainly identify the origin of an attack is highly improbable for
those who are the victims, thus new methods of trying to indicate the attribution of such
activities are very important.
Considering an overview of how information is represented and treated nowadays in
technological environment shows the reason why it is so difficult to guarantee security in
all aspects of the information pathway. Trust in computational system is an option to
help increase the security in such systems.
The cyberspace is essential to support multiple economy sectors, as it constitutes
a source of resources and wealth, as well as representing the projection of power from
multiple nations. Due to its characteristics, cyberspace has become a place where the
exploitation of information vulnerabilities occurs continuously. Tools for vulnerability
exploitation are in the middle of a production and trade process, which, with a variety of
actors, form a specialized market, where large amounts of money takes place.
For law and enforcement agencies that fights cybercrime it is very important to have
knowledge of hazards such as exploits and APTs, not only to protect information systems,
but to perform cybercrime investigation and forensics activities. This points to a situation
where strategic planning is a critical requirement to deal with information security and
cyber security.
Trust is still a difficult subject in terms of information security. It has lines of
understanding related to subjective evaluation. Finally, considering the whole research, the
proposed objective and its consequent specific objectives of the first part of the problem,
it was possible to review both the state of the art of trust and reputation models and trust
applied to distributed systems, basically seen in chapter 2 and 3.
Chapter 4 shows what was developed as the proposed group trust model applied to
computational systems and the results reached by the developed model.
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Regarding the second part of the problem, chapter 3 provided a review of information
security and cyber security, both used as fundamentals in the discussion provided in
chapter 5, where the development of information security architecture and its relation
to trust was presented and discussed. Chapter 6 described cyber security and its relations
to trust regarding threats in information security field.
7.1 Future Works
Considering that both trust and information security are not an end by itself; this
research considers that both are a means to achieve an end. It is important to touch on
some future works that can be conducted from where this thesis reached its results.
Considering the trust perspective, it is important that the problem of trust leadership
and trust consensus should be better studied in order to create a better way of dealing
with leaders in groups in a distributed manner.
It is also important to define a trust protocol as a platform to support trust
based communications. There are not many known trust protocols developed or even
implemented in computational systems to exchange trust and reputation information over
the Internet. Trust protocols for exchanging information in networks is seen as a research
area that can be studied in depth.
Using the concept of group trust, the proposed model in this paper can be evolved to
be applied in bigger and more complex distributed systems architectures. The proposed
model can be adapted to be used in software agents, grid platforms or cloud environments.
There is also the need and the intention to extend the trust functions and further
explain the relations between the sections and all layers of the proposed architecture
(TISA), so more details regarding trust in the architecture could be better explained.
It is also another goal to detail how the pieces of the architecture, such as people,
technology and processes should be connected and guided using information security
polices, continuous monitoring and so on, with the main objective of creating an
information security and trust methodology using TISA as a starting point of thinking.
At last, further research is important to develop new manners of dealing with
computational trust in cyber space, which could be useful to provide advances in
information security strategies and more efficient solutions to keep information protected.
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Abstract. This paper describes the project and implementation of a vulnerability search and 
alert system based on free software. SisBrAV (acronym in Portuguese for Brazilian 
Vulnerability Alert System), will consist in a spider mechanism that explores several security-
related sites for information on vulnerabilities and an intelligent interpreter responsible for 
analyzing and sorting the relevant data, feeding it into a database. With that information in 
hands, an email notifier sends out alerts, in Portuguese, about new vulnerabilities to registered 
clients, according to the operating systems and services run in their environment. In addition to 
the email notifier, a web server will also be implemented, for systems administrators to perform 
an on-demand custom search in the vulnerabilities database. 
1   Introduction 
In a daily basis, a large number of vulnerabilities, which affect a variety of systems 
and services, are detected. Manufacturers and developers work extensively in order to 
release, as fast as possible, a patch that fixes the problems found in their products. On 
the other hand, the hacker community is continually growing, producing malicious 
codes, exploits and viruses that take advantage of those vulnerabilities very rapidly. 
With the incredibly large quantity of information that can be found on the Internet 
today, as well as the increasing number of hacker sites that provide easy access to lots 
of malicious tools and exploit codes, it is of great importance that every enterprise’s 
systems security team be well advised and informed about what are the threats to their 
environment and what they can do to avoid them, protecting their systems, services 
and network quickly and proactively. Even individuals with one or two PCs at home 
should be concerned with their system’s vulnerabilities, applying the latest patches in 
their software, avoiding any security problem that may happen. 
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Existing vulnerability database systems are created and maintained by human 
administrators, who are responsible for searching, analyzing and evaluating new 
vulnerabilities everyday, and then updating the database regularly with new entries, in 
a pretty much manual process. The initial idea of the project depicted in this paper, 
was that there could be an automatic process of gathering the relevant vulnerabilities 
information, sorting it according to predefined rules, feeding a database and 
generating email alerts for specific recipients whose environment could be affected. 
The solution should be based on free software and should also be portable to many 
platforms. SisBrAV project is, thus, the result of that idea. 
2   Related Issues 
Up to this date, in Brazil, there isn’t any system such as SisBrAV, which 
automatically looks for new vulnerabilities and informs the users about them. In the 
other hand, a large number of security sites can be found in the Internet, and almost 
all of them have a vulnerability alert section, updated daily, enclosing vulnerabilities 
for many systems and programs. Thus, information regarding vulnerabilities can be 
easily accessed through the Internet, but it is very difficult to glimpse which 
vulnerabilities represent real threats among the large number encountered. So, there is 
plenty of information, but a lack of simplicity in the process of filtering these pieces 
of information, in order to keep only in the important ones. 
The main challenge in the SisBrAV project is the sorting process, since the system 
will search for vulnerabilities in many sources, and each of them organizes the 
information in a particular way. The interpretation of the data collected must be very 
precise, as well as the sorting process, since the clients must be informed only about 
the threats to his specific environment. The importance score for each vulnerability 
must also be precisely assigned, making it possible for the client to assign different 
priorities when establishing security countermeasures for the vulnerabilities he has 
been informed about. 
Two other elements are also critical for the efficiency of the SisBrAV system: the 
organization of the vulnerability information and the generation of customized alerts 
to each client according to his systems and services. The information must be sorted 
in an accurate but simple manner, and the alerts must be clear and succinct, as well as 
they must be sent only to the clients whose environment is threatened by the 
vulnerabilities. 
SisBrAV will implement a module for each function it performs. The following 
section will describe how all these modules work and what functions they perform.
3   SisBrAV Modules  
SisBrAV will be consisted of 5 modules. The Vulnerability Search Mechanism 
(VSM) module will consist in a spider that accesses and indexes many vulnerability 
documents in several security sites. The Interpreter, Parser and Sorter (IPS) module 
will be a program that analyses the data provided from the spider, defining priorities 
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and classifying the entries, according to predefined rules. The Central Database 
(CDB) module will store all vulnerability data, clients’ info and keywords for 
English-Portuguese translation. The Email Notifier (E-Note) module will alert by 
email the registered clients about new/updated vulnerabilities specific to each client’s 
environment. At last, the Vulnerability Web Server (VWS) module will be a server, 
accessible by any registered client, to perform an on-demand, customized 
vulnerability search in the Vulnerability Database. The details of each module are 
depicted in the next sections. 
3.1   Vulnerability Search Mechanism  
The vulnerability search and indexing process is made by a spider mechanism. A 
spider is a program that explores the Internet by retrieving a document and recursively 
retrieving some or all the documents that are referenced in it. It acts as an untiring 
human being who follows all links he finds in a web site, and all the links in the 
subsequent documents he sees. The spider indexes (fully or partially) all the 
documents that it accesses into a database, which can afterwards be used by a search 
engine. 
The spider tool used in SisBrAV will be htdig, which is one of the programs that 
constitute the Ht://Dig package (6). Ht://Dig is a free web search engine, created in 
accordance to the GPU (General Public License) rules, and is consisted of many 
individual programs, like htdig, htdump and others. 
The most recent stable version of Ht://Dig is 3.1.6, so this will probably be the 
version implemented in SisBrAV. A brief description of the htdig program is 
necessary, for there are some options which are used in the system, for its best 
performance and accuracy. 
Htdig is a spider program (or search robot), which does what is called the 
“digging” process, retrieving HTML documents using the HTTP protocol, gathering 
information from these documents and indexing them, creating specific database files 
which can then be used to perform a search through these documents. 
Htdig has many options, which are/will be used in the SisBrAV system, either to 
produce a desired result or for debugging purposes. The –c <configfile> option 
specifies another configuration file instead of the default. Another important option is 
the -h <maxhops> option, used to restrict the dig to documents that are at most 
maxhops links away from the starting document. This option is used every time the 
initial digging is run, to assure that htdig will index only the relevant documents for 
each site. The –i option is used to perform an initial digging. With this option, the old 
databases are removed, and new ones are created. There are also some options very 
useful for debugging, such as –s and –v, used to print statistics about the dig after 
completion and to set the verbose mode, respectively. For test purposes, one 
important option is the -t option, which tells htdig to create an ASCII version of the 
document database, making it easier to parse with other programs, so that information 
can be extracted from it for purposes other than searching. It generates the files 
db.docs and db.worddump, which formats will be explained later. 
Finally, the url_file argument can also be passed, telling htdig to get the URLs to 
start indexing from the file provided, overriding the default start_url in the 
configuration file.  
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As said before, when using htdig with the –t option, it produces two ASCII files, 
db.docs and db.worddump. The db.docs file contains a series of lines, each of them 
relating to an indexed document. The lines contain information such as the document 
URL, title, modification time, size, meta description, excerpt, and many other useful 
document information. The db.wordlist file has a line for each word found in the 
indexed documents. Each line in this file contains a word, followed by the document 
ID where it was found, its location in the document, its weight, number of 
occurrences, etc. 
The default configuration file for htdig is the file htdig.conf. That’s where all 
configuration options for htdig (and the other tools, if they are used) are set. Since all 
of its parameters will probably be left with their default values, this file’s content will 
not be copied in this paper. At first, the security sites indexed by SisBrAV’s htdig will 
be the ones listed in the items (5), (7), (8), (9) and (10) in the References section. The 
number of sites can be (and will be) expanded to a much higher number, but initially 
only these five sites were chosen. The way htdig indexes each site will be almost the 
same: the only parameter that will differ from one site to another is the number of 
hops from the starting URL. For example, if maxhops is set to 2, htdig will index the 
starting URL, then it will follow all the links in that URL and index all the 
documents, and finally it will also follow the links in these documents, indexing the 
documents it finds, and then stop the digging process. Since each site has its way of 
displaying their documents, the number of hops necessary to gather all relevant 
vulnerability information will vary from site to site. 
To solve this issue, a simple UNIX bash script will be used to read a file that 
contains lines with an URL and a number (which defines the maximum hops from the 
initial URL), separated by a TAB. The script will produce different htdig commands, 
according to the number of maximum hops defined. The number of maximum hops 
for each site is defined by the SisBrAV administrators, who inspect the sites and 
check the number of levels the spider will have to crawl down in order to obtain the 
maximum amount of relevant information about the vulnerabilities, and the minimum 
unnecessary information. 
Htdig generates several Berkeley DB type files. These files will then be analyzed 
by the IPS Module, as explained in the next section. 
by the IPS Module, as explained in the next section.
3.2   Interpreter, Parser and Sorter 
The IPS Module will probably be written in Java. It will use an heuristics algorithm to 
perform the content analysis of the data stored in the Berkeley DB files created by 
htdig, in order to feed the Central Database with accurate vulnerability information. 
The data is parsed and the vulnerabilities are grouped between previously determined, 
hierarchically distributed classes. 
At first, the IPS program will perform the sorting process. Initially, it analyses all 
the entries in the database, to find ambiguous or duplicated information for a same 
vulnerability. Then, it parses the content of the information, in order to group the 
vulnerability entries in classes, according to its main aspects: remote/local, type, 
low/medium/high importance score, etc. It also determines the systems/services in 
which that vulnerability occurs. If there is more than one entry for the same 
vulnerability, it correlates all the information found in the entries, to make sure the 
attributes are set as precisely as possible. For example, if a given vulnerability is 
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issued in three different sites, and one of them scores the vulnerability as of medium
importance and the others say its importance is high, the IPS will set this attribute to
“high”.
The hierarchical class tree used to group the vulnerabilities is described in figure 
1.
Each document indexed by the spider in the VSM module will be related to a
specific vulnerability. The IPS module performs the vulnerability sorting process for
each document, by following the tree shown in the above figure. Initially, the 
algorithm determines if the vulnerability is local or remote, according to the
information found in the document. It then classifies the vulnerability into a specific
vulnerability type, among the predefined types registered in the system, such as
Denial of Service, Buffer Overflow, Password Retrieval, Authentication Bypass, etc. 
Afterwards, an importance score is assigned to the vulnerability. At last, the IPS finds
out what operating systems – and their versions – are affected by the vulnerability,
and what programs/services – and their versions – are threatened by it. As well as the
vulnerability types, there will also be a large list of systems and services (and their
respective versions), which IPS will use in the sorting process.
After a given vulnerability is sorted, the IPS checks if there is any other
vulnerability with exactly the same characteristics, affecting the same
systems/services. If so, it performs a series of tests, to check if both entries refer to the
same vulnerabilities. In these tests, other information is analyzed, such as the
vulnerability date, the document URL (if the root site is the same, it’s probably not
the same vulnerability, since a security site must not have duplicated documents for
the same vulnerability), and other information.
After the vulnerabilities have been classified, the IPS feeds the Central Database
with that data.
Fig. 1. IPS – Hierarchical Classes Tree: the vulnerabilities are sorted and grouped into 
different classes
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Since the database is not hierarchical, but relational, the IPS will also have to
convert the results of the sorting process before actually feeding the Central Database.
3.3  Central Database
In order to store all the information regarding vulnerabilities and their attributes,
clients’ profiles, systems and services data, as well as the English-Portuguese
translation data, SisBrAV will have a Central Database. It is most likely that it will be
implemented using a MySQL server, which is GPU compliant, and its architecture
will follow the SQL ANSI standard, to guarantee its portability and scalability.
The CDB will be divided into three smaller databases, each one storing specific
information, although the three of them relate to each other. The first database is the
Vulnerability Database, which will contain all the vulnerability information already
sorted into defined groups, as seen in the IPS section.  The second base is the Client
Database, which will keep the client-related data, such as their names, contact
information and the systems and software running in their environment. At last, the
third database will be the English-Portuguese Translation Database, storing a number
of keywords, each one relating to keywords in the other idiom, according to certain 
parameters.
Mostly based on the schema designed by the Open Source Vulnerability Database
Team (5), the Vulnerability Database is the most important part of the whole
SisBrAV system, for it is the central repository of all vulnerability information. Its
structure, which is still being developed, will probably keep the main OSVDB 
structure, although there will be some changes in certain tables, and other tables will
be removed or added. The Vulnerability Database, when fully implemented, will be
similar to figure 2.
Fig. 2. Vulnerability Database Schema
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The External Text section in this database consists in tables that describe certain 
aspects about a vulnerability. They exist inside the database, but usually describe
information that one would use externally to the database. For example, a Solution
Description, or a Vulnerability Description is an external text.
The tables in the above schema also deserve some explanation. The vuln table is
the main table in the schema. It's where the SisBrAV IDs live. Other information
stored in this table includes various dates and vulnerability classification data. The
ext_txt_type table defines the types of external texts. For example, Vulnerability
Description, Solution Description, Technical Description, Manual Testing Notes. The
ext_txt table stores the external text blobs for any type of text that is larger than 1024
characters. Other information stored is the language, type, author, and revision. When
the texts are updated/fixed/modified the new text is reinserted into this table and the
revision number is incremented. The contributors for anything in the ext_txt table are
identified in the author table, making it possible to have a contributor's line to any
SisBrAV ID. The authors are used to track the external text authors, as well as the
credited researcher of each vulnerability. In the Products section, the object
correlation table performs a link between the PK of the vuln table and a key named
Object Key (OK).
As a result, it is possible for other tables to link to the Products tables without
using a PK. The object table binds vendor, base, version and vulnerability together,
storing product information.
The name object might seem sort of vague, but it means the object that the
vulnerability exists within. The object_base table contains product names. For 
example, Windows, Exchange, Apache, and MySQL are all examples of product 
names. The object_vendor table contains the vendor names. For example, Microsoft, 
Sun Microsystems, and Apache Software Foundation are all examples of vendor
names. The object_version table contains the version names. For example, 1.0, 2.0,
0.1, XP, 2000, or 95 are all examples of version names. Another crucial table is the
score table, used to bind a scoring weight to a vulnerability. It is intended to allow 
every vulnerability in the database to be associated with one scoring weight. The
score_weight table is used to store any type of scoring information needed for scoring
calculations. Finally, the credit table adds support for identifying credit for 
discovering a vulnerability. Instead of storing author like information, a reference to 
the author table is made, as the data is extremely similar.
The second part of the CDB is the Client Database, responsible for storing all client-
related data, involving personal/enterprise identification information, contact emails,
products (systems and services) running, etc. Its structure is shown in figure 3.
Fig. 3. Client Database Schema 
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In the above schema, the Products section refers to the products that each client 
registers, in order to receive only vulnerability alerts related to the systems running in 
his/her environment. The initial date to look in for vulnerabilities is also stored for 
each client. Specific product characteristics data is kept in the Vulnerability Database, 
as it was shown in the previously. All data related to a client himself is found in the 
Personal Data section. Contact emails, telephone numbers, addresses and 
personal/enterprise information, as well as the clients’ passwords are entered in this 
part of the database. 
The Name table consists in the main table of the Client Database, containing each 
client’s account ID. All the clients are bound to their products through the 
Products/Objects table. The initial_date table stores the initial date to search for 
vulnerabilities, for each product a client registers in the database, while the 
Initial_search table contains entries that specify if a client is a new registered client in 
the system (represented by a “Yes” entry) or not (“No”). These entries are used by E-
Note, to define if an initial search must be executed or not. At last, the Personal Data 
tables, such as address, e-mail and others, store client specific information, such as 
email, telephone numbers, address, personal/enterprise information and login 
username and password. 
The last subpart of the CDB is the English-Portuguese Translation Database, 
which is still being designed. It will contain a large number of keywords in English 
and in Portuguese, in addition to semantics and syntax rules, making it possible for 
the E-Note module to translate the main description of a vulnerability entry to 
compose a mainly Portuguese email alert.
3.4   Email Notifier (E-Note) 
This program will look for updated vulnerability information in the database. After 
retrieving the information, the program checks, for each registered client, if there are 
any new/updated vulnerabilities which affect the client’s environment. If so, an email 
message – in Portuguese – is formatted, to inform the client about the new 
vulnerabilities discovered in his systems and services. 
This message consists in a brief explanation of the vulnerability, in Portuguese, 
and one or more links for further information on that issue. 
When a client registers in the SisBrAV system, he will have to inform what 
systems he has and what programs he runs, thus defining the scope of vulnerabilities 
SisBrAV should be concerned with, when generating alerts to that specific client. 
Besides that, the client also defines the start date, determining the initial point from 
which the system should begin the search in the vulnerability database. With that data 
in hands, E-Note will search in the database only the information that is really 
necessary for that client, generating a customized email message to him.  
The E-Note module will also be written in Java, to guarantee its portability. E-
Note is divided in two programs: one program performs the search in the database and 
the other sends the email alert. 
For each new client added in the system, all the data about his systems and 
services is stored in the clients table, in the SisBrAV database, and a flag is set for this 
client, with a logical value that represents “NEW”. The start date from which he 
wants to be informed about existing vulnerabilities is also stored in the database 
clients table. 
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Every time E-Note is run, it checks if there are any new clients in order to search 
for all the vulnerability entries that occur specifically in their systems and are newer 
than the start date defined by the client. It then generates the email alert to those 
clients, notifying about all vulnerabilities found. Afterwards, the “NEW” flag in the 
clients’ entry in the database is set to a value that stands for “OLD”. 
For existing clients, the E-Note will simply check if there are new/updated 
vulnerabilities regarding their systems/services. If so, it generates the email alert for 
the specific clients whose systems are affected. 
Due to the fact that the vulnerability information stored in the database is mainly 
in English, the vulnerabilities selected by E-Note are also in English. To make it 
possible for E-Note to generate Portuguese messages, an English-Portuguese 
translation database will bind English keywords to previously defined Portuguese 
sentences. E-Note performs, thus, a simple translation in the main vulnerability 
description. The main aspects – remote/local, high/low importance, etc – of the 
vulnerability are also translated. For example, if the main description of a 
vulnerability is “HP-UX DCE Remote Denial of Service Vulnerability”, and its 
importance is critical, the Portuguese message would be “HP-UX DCE: 
Vulnerabilidade Remota de Negação de Serviço. Importância: Crítica”. The 
translation database is in the format described in the previous section. 
Along with the main description of the vulnerability, the email also contains links 
to the sites where that vulnerability is described and discussed.
3.5   Vulnerability Web Server 
The idea of SisBrAV is not only to inform its users, emailing them alerts about 
vulnerability issues. The registered clients will also be able to perform a custom 
search in the Vulnerability Database through the web. With that functionality in mind, 
the fifth module of SisBrAV will be a Web Server that will handle these web 
requests.  
The users will access an authentication site, where they provide their username 
and password (which are created and informed to him/her during the registering 
process). If successfully authenticated, they will be redirected to a customized 
database search page. 
The site interface is being designed to be friendly and simple, although its security 
will be fundamental. The web site will probably be based in PHP, due to the fact that 
this language is very portable, and through its use, the database access can be 
implemented in a secure and simple manner. The web server chosen for the SisBrAV 
system was Apache, mainly because it is a multi-platform server, and also because 
fully supports the web publishing technology which will probably be used (PHP). 
There are also other technologies which utilization is currently in discussion, such 
as Java servlets or JSP, because through using it would be easier to integrate the VWS 
module to the other modules in SisBrAV. XML is also in discussion, since it is 
another efficient way of implementing the database access from web. If JSP ends up 
being implemented, Tomcat (which is the servlet container that is used in the official 
Reference Implementation for the Java Servlet and JavaServer Pages technologies, 
fully integrated with Apache) will also be used.
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4   Conclusions 
In the current scenario, it is really important for anyone connected to the World Wide 
Web to protect his/her systems and data against the threats that continually arise. 
Besides having a nice antivirus tool, a firewall efficiently configured and other 
security technologies implemented in their network, users and enterprises must keep 
all of their Operating Systems, services and other software up-to-date, by applying all 
their latest patches and fixes. With that in mind, it's of great importance that systems 
and network administrators be informed quickly about any vulnerability that may be 
encountered in their systems, so that they can act proactively to build up defense 
countermeasures to guarantee the security of their environment. 
SisBrAV will be an important security innovation, since it implements an idea of 
an automatic vulnerability searching and alerting mechanism, with very little human 
administration needed. Since it will have many trustable security sites as sources 
where it will look for vulnerabilities information, SisBrAV will be a very reliable 
system, extending the horizons of systems and network security. In addition to that 
features, it is also important to remember SisBrAV, being a Brazilian project, will 
implement a translation feature in order to produce Portuguese email alerts, so that 
Brazilian clients will feel comfortable with it. In the future, the language support can 
be expanded to other idioms. 
Nowadays, where free software gradually gains space in the software business, a 
program must support many platforms, so that it can be installed in a variety of 
systems and interact with different technologies without incurring into stability loss or 
performance troubles. SisBrAV is being designed using only free software products 
and platform independent languages, resulting in a solution with great portability and 
scalability.
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Abstract— This paper proposes a model for group trust that can 
be used in distributed systems. Considering that trust has become 
a research area in distributed environments, this piece of work 
presents a new approach in trust computing considering groups 
or subgroups so it can evaluate how trustworthy a group is.  In 
our approach, group is defined as a collection of entities with 
particular affinities and capabilities. All entities may have a trust 
and a reputation value of each other in the system. In many cases 
it may be necessary to trust the whole system instead of one 
particular entity. In such cases group trust may represent the 
trust of their particular members. As a result we implemented 
the proposed model using two groups with a hundred nodes each 
in different scenarios. We could achieve a trust value for the 
group. 
Keywords- Group trust; trust; reputation; distributed system 
I. INTRODUCTION 
Trust is an actual subject in many research fields. In 
computation, trust represents a manner of creating a more 
reliable environment, thus allowing users and systems to 
achieve new scenarios where it was not possible before. In this 
paper an entity is considered any node that is part of a 
distributed system. Different authors have studied and defined 
trust [1] [2] [3] [4] [5] [6] [7]. In their work, trust is considered 
to be applied to specific systems and situations. This paper also 
defines trust and extends the discussion into group scenario.  
Nowadays trust is used in many different computational 
contexts. As examples of its application as distributed systems 
there are P2P networks, Computational Grids [8], MANETs [4] 
and software agents [5]. Recently trust became a research area 
in Cloud computing [9] [10] [11].  
Most solutions deal with trust depending on a model and its 
application inside a specific environment. Considering this, it is 
possible to say that one specific trust model cannot be adopted 
as the most complete and the most efficient for all scenarios.  
In general trust is used in a one-to-one relationship or 
situation. That means trust may be calculated if an entity, let’s 
say A, establishes a communication process with other entity B 
inside a specific context, a can calculate the trust it has in B for 
that particular communication. Extending this view, entity A 
can create another communication process with as many 
entities as it may need to do its work. For that, A may use 
network resources, services identification and any available 
resource that it has in its connected environment.  
Now let’s say that A needs to create a trust based 
communication process with a group of systems in a 
distributed environment (grid, cloud, cluster, etc.) but it needs 
trust guarantee that the group itself is trustworthy. In most trust 
situations this is not easily achieved. That is because for A 
there is no common group trust representation. If A wants to 
form an opinion by itself about the whole group it may be 
necessary to establish communication with every group 
member. This makes entity A start an exhaustive process of 
discovering every member of the group. In the most practical 
situations this is not a good approach because it will make A 
try to find what could be thousands of nodes in a network. 
To address this problem, this piece of work proposes a 
group trust calculation model and presents a calculation 
process that permits an entity to find a trust value for the group, 
thus avoiding discovering the whole group members at once. 
This paper is organized as follows. Section II reviews some 
aspects and the concept of trust and reputation. Section III 
presents the proposed group model. Section IV shows the 
implementation results and section V concludes this paper. 
II. TRUST AND REPUTATION 
A. Trust definition 
Marsh [3] is one of the first to study trust in computer 
science. He provided a clarification of trust concepts applied to 
computational systems, presented an implementable formalism, 
and developed a trust model in order to enable agents to make 
trust-based decisions. He argues that trust involves probability 
and this permits a representation of trust in values between zero 
and one.  
Patel [1] believes that the use of trust in computational 
relations includes different considerations. Among them there 
is the optimized selection of a communication partner, function 
delegation to individuals and the possibility of establishing 
agreements between two or more members of the network 
before the communication starts.  
Gambetta [2] defines trust as a particular level of subjective 
probability. In his approach an agent can evaluate if another 
agent (or a group of agents) will carry out a particular action, 
before he can monitor such action and in a context that affects 
its own action. 
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In general, if trust exists in a particular environment, there 
is a high probability of cooperation because a particular entity 
can execute a useful action. On the other hand, if there is no 
trust that means the trust level may be too low so cooperation 
in the environment is discarded or avoided until there is enough 
trust, or completely abandoned. 
Anyway, this approach creates a concept that varies trust in 
the sense of (0) – which means complete distrust – to (1) – or 
blind trust and may suffer interference of nodes, betrayal, etc.  
Figure 1 illustrates this consideration. 
 
Figure 1.  Trust or distrust and influences 
In most scenarios blind trust is not desirable because it 
eliminates any possibilities of the entity inferring to suspicion 
of any particular situation by its own mechanisms. 
Trust is recognized as an important aspect for decision-
making in distributed systems [2], [3], [12], but there is no 
general consensus in the literature about the definition of trust 
and what trust management involves.  
According to Jφsang et al. [13], positive and negative 
feedback about members in a distributed environment is 
accumulated to help trust calculation. Their model is based on 
the Bayesian network and uses beta probability density 
function to calculate members expected future behavior. 
According to Aberer and Despotovic [14] entities are able 
to establish mutual trust. Their work employs the concept of 
reputation into trust management because whenever an entity 
requests the reputation of another, this behavior represents a 
derivative measure of the direct and indirect trust acquired in 
past interactions.  
REGRET [15] proposed by Sabater and Sierra is another 
distributed trust model. This model uses reputation and social 
information about agents in trust calculation, besides 
considering personal experiences. This way the system can 
operate even if there is a new agent in the system with lack of 
information. 
Trust reviews show that it is a subjective evaluation. To 
create a complete formalization, plenty of different concepts 
are needed. Particular contexts are involved and the application 
depends on the system itself and the model used. Even though 
there are common arguments that trust must consider. They are 
resumed in Table 1. 
 
TABLE I.  SUMMARY OF TRUST CHARACTERISTICS 
Characteristic  Example 
Trust is context or 
situation dependable. 
One entity may trust other to 
download files but do not trust it to 
perform routing. 
Trust can be measured. A trust more in B than it trusts in C. 
Trust changes with time. The trust value that one entity has in 
other may increase or decrease as 
interaction happens. 
Trust may suffer 
influence of a 
recommendation. 
A can trust C that was presented by B 
that A already knows something 
about.  
Trust is directional. A may trust B, but B may not trust A. 
B. Reputation  
Reputation can be defined as an extension of trust. Many 
authors [1] [5] [15] [16] have discussed it and what the 
implications of its use may be.  
It is important to observe that reputation is an opinion. And 
as an opinion it has many subjective evaluations. It depends on 
the situation observation by an individual, its own trust 
inference and may have the information received by others in a 
social context. 
In distributed environment, reputation suffers influence of 
time and depends on the behavior of the entity. One very 
important aspect of reputation is that it should be public and is 
desirable that it should be available to any entity in a 
distributed system. 
To Dagsputa [16], trust is based on the reputation which is 
time dependable and based on behavior. He discuss that trust is 
defined in means of correct expectations of an entity that 
influences its choices before it can observe other entities. 
The definition of reputation depends on the evaluation of 
the situation by a particular entity [17], besides its own trust 
value on the information received by others entities in 
distributed systems, and on its own trust value on the entity that 
has sent the information. 
In general, reputation may represent indirect trust. It 
involves asking for the opinion of other parties whom the entity 
have previously interacted with in the past about a third entity. 
Reputation can also be defined as the common opinion of 
others regarding an entity [1], which may be used in the 
absence of trust formed from personal opinions. 
Reputation is rarely extreme (all or nothing). It takes time 
to be acquired, but it can easily be lost in social aspects. 
Calculation of reputation values may be done using past 
information that has been obtained and is based in the 
information that was received from trusted parties. These 
variables enable an entity to form an idea about an unknown 
entity. In a larger view, reputation is a social evaluation of an 
individual or group of individuals in direction of one entity or 
another group that have impact in trust formation.  
III. GROUP TRUST MODEL 
A group can be defined as a collection of entities connected 
together with common goals. These entities are able to perform 
specific works in a common context like service search or 
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service offering. They are also able to perform trust and 
reputation calculation of each other in the system that considers 
any interaction.  
Entities may use any trust and reputation model that attends 
the system needs. This work considers that there is a trust and 
reputation algorithm that can perform trust and reputation 
calculations. 
A. Trust consensus 
There aren’t many works in literature that develop trust 
consensus in distributed system. Most of them are related to 
trust itself in a computational manner.  
To perform a group trust calculation there should be a 
leader in the formation of the group. It is not easy to define a 
leader in a trust manner. That means if we just consider 
leadership consensus, entities in a group are able to agree to a 
minimum level of trust (trust threshold) in order to make a 
common analysis and commonly choose a leader based on 
trust. The problem is that every entity has not the same trust 
value about any other entity. This is because trust is calculated 
individually making use of its own inferences. Even though 
entities may agree on an ordinary value of trust and also agree 
that this value is enough to assume that one specific entity can 
represent the group. This assumption would transform the 
chosen entity in the leader of the group.  
B. Trust leadership 
Leadership in trust is dependent on consensus in many 
aspects. If we consider that it is necessary for a leader in a 
group to be chosen using trust, a process of checking trust 
characteristic of every member of the group should be 
considered. If a leadership election process based on trust is 
needed, then it is desirable to have a trust consensus process 
because entities may express their opinions and it is not 
restricted to a one vote process. If trust leadership is achieved 
by trust consensus, then trust leadership should consider 
options, historical contexts and aspects that lead to a better 
decision making process regarding trust. In distributed systems 
a leader may be a router, a middleware broker, a dispatcher or 
any entity that messages can go through. 
C. Group trust formalism 
In our approach we consider that a leader already exists in 
the group and entities in the group agreed that it is the 
representation of the group for new members and for the 
outside world as well. Trust reviews indicate that any entity 
may have lots of relationships in many contexts. As trust is 
calculated considering each interaction, the final trust of one 
entity over another inside a context in a particular period of 
time can be calculate as the average result of all interactions 
already done for that context. It is important that the leader of 
the group knows every context.  In order to calculate the group 
trust we recommend the use of reputation values that an entity 
has in another. This is because the leader may not be able to 
use just his own trust values, but he needs the opinion of every 
entity in the group about each other. This way the group trust 
will be the representation of all the opinions of every entity in 
the group. It means that every entity individually evaluates 
each other according to its own knowledge. 
1) Reputation context representation 
In a simple way, reputation that entity A in has in B in a 




ba V=,δ  (1) 
where 
c
ba,δ represents the reputation of A in B in context C.  
V  is the reputation value given by A to B in context C 
using any available reputation model.  
b
cV  is one record that represents the expectation that B 
will accomplish what A requests in context C. 
In normal situations, trust and reputation values may be 
stored as many individual records of every interaction with the 
entity in evidence had. Thus an entity may have a collection of 
different reputation values about other entities in the system.  
This way an entity may calculate the final reputation value 
















ba,δ  is the final reputation that A has in B in context C; 
j  represents the amount of reputation interactions that 
A had with B in context C. 
As observed in trust and reputation models, one entity may 
have as many contexts that it is programmed to. Then the final 
reputation regarding all contexts of one entity about other is 

















ba,κ  is the final reputation value that A has in B for all 
contexts; 
x  is the amount of all contexts that A knows about B.  
This way A is able to store all the reputation information 
that he has in B in a particular period of time. This value then 
will be used to perform group trust calculation. 
2) Group trust representation  
It is important to observe that group trust cannot be only 
calculated using just trust values because it is an individual 
opinion and do not necessarily represent the entire opinion of 
all entities about each other. This way we consider what best 
represents group trust is the image that every entity has about 
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all entities inside a group. Reputation is what gives this 
representation. 
This means the group trust is based on the behavior of 
every entity as seen by all members of the group. Once the 
group leader is decided, it must collect all the reputation 
values. Or if group members knowing who the leader is, they 
may also send their reputation information instead of waiting 
for the leader to directly ask for it. In this case a protocol for 
trust exchange information may be used. 
Once the leader has all information it needs, then it 
computes the final reputation as the average reputation value of 
every entity in the system using (4). 






is the average reputation of entity n as seen by entities 
of group g in a particular period of time;  
j  represents the quantity of members in group g; 
is the reputation value received by the leader during 
each entity reputation calculation process. 
After performing the final average reputation of every 
entity in the group, the leader can generate the final group trust 
value using all reputation values computed before. This 
computation process is represented in (5. 





  represents the final trust of group g in a particular 
period of time 
x  represents the quantity of members in the group. 
3) Group trust calculation algorithm  
In order to create a common process to perform group 
calculation the algorithm represented in Figure 2 can be used. 
The idea is that a leader receives or asks for the reputation 
values of the entities in the group. Once it has the information 
of the reputation information of the group members the leaders 
performs group trust calculation in every round that it is 
necessary. 
It than stores the group trust value so it can be delivered to 
one particular entity in a many-to-one approach or to another 
group which represents a many-to-many-approach. 
 
 
Figure 2.  Algorithm for group trust calculation 
IV. RESULTS AND ANALYSIS 
In this section we present the implementation of group trust 
model proposed in this work. 
A. Main Considerations 
The main considerations settings applied during the tests 
regard the group formation and group amount of nodes. We 
simulated the creation and maintenance of two groups. Each 
group has a hundred nodes as members and they all know each 
other inside the group. Nodes do not communicate with nodes 
outside its own group. Nodes use one particular context in our 
simulation.  
Nodes are able to perform trust and reputation calculation. 
We used the model proposed by Patel [1] for individual trust 
and reputation calculation.  In every simulation we performed 
20 rounds of nodes interaction, so nodes could create a 
reputation image of each other. We considered that a threshold 
0.7, than the group is trustworthy. 
Each group has a leader that is trustworthy. This means that 
the leader does not behave unexpectedly, it is honest and it is 
able to perform individual trust calculation as well. 
Information regarding the environment itself, such as 
network, bandwidth, capacity, delay, etc. is not important for 
our simulation environment. We simulated three different 
scenarios. The results and analysis for each scenario is 
presented in the following items.  
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B. Scenario 1 
In this simulation 100% of the entities behave nicely. They 
are honest and perform their trust and reputation calculation 
normally. Sends and replies information when requested. 
Figure 3 illustrates the behavior of group 1 and group 2 for 
scenario 1. 
As seen in Figure 3, after round 9, group 1 and group 2 are 
considered trustworthy. Values of group trust are similar 
because they use beta distribution for generating individual 
trust value. As the nodes behavior do not change, group trust 
shows a tendency to increase until it reaches values 0.8 ≥T≥
0.9, where T represents the group trust value. 
C. Scenario 2 
In this simulation 80% of the entities in group 1 behave 
without change. 20% of the nodes makes a coalition and 
behave badly which means they do not collaborate in the 
group, send fakes information, do not perform their normal 
operation in the group. This simulates bad nodes in distributed 
environment. Figure 4 illustrates the behavior of group 1 and 
group 2 for scenario 2. 
After round 4 the coalition starts. The nodes realize that 
some nodes change their normal behavior. This modifies trusts 
values, thus the group value decrease. But because the 
threshold ≥ 0.7, group 1 still can be considered trustworthy.  
D. Scenario 3 
In this scenario 60% of the entities in group 1 behave 
without change and 40% of the nodes makes a coalition and 
behave unexpectedly. Figure 5 illustrates the behavior of group 
1 and group 2 for scenario 3.  
After round 4 the coalition starts and nodes realize that 
some nodes changed behavior. This modifies trusts values, thus 
the group trust value decrease. In this case, because the 
threshold ≤ 07, group 1 is to be considered not trustworthy.  
E. Main analysis 
In the simulations, it was possible to realize that the 
individual behavior of each member in the group influences the 
trust value of the group as a whole. This result was satisfactory 
because all entities initiate in the network in the same moment 
and interact with each other the same number of times. As seen 
in scenario 2 and 3, the behavior change influences in the 
group trust values.  
If a group leader realizes that their group trust value is 
below the expectation, it may decide to isolate malicious peers 
in the network because it can identify them through consulting 
other group members and verifying its trust and reputation 
values. After that the group trust value may became above 
expectation, thus getting more interactions. In case interactions 
represent funds, groups tend to have good behavior most of the 
time and isolate malicious entities because they represent a 
threat to the group as a whole. 
 
 
Figure 3.  Trust or Distrust and influences 
 
Figure 4.  Group Trust with 20% of coaliton with bad behavior 
 








































































This work reviewed trust and reputation and presented a 
model for group trust calculation. The proposed model 
simulated two groups with 100 nodes in each group.  
To generate initial trust and reputation value we used 
TRAVOS [1]. There was no particular reason for using the 
TRAVOS model. We just used a model that was able to 
generate and compute individual trust and reputation values. In 
our implementation TRAVOS could be considered a good 
choice because it gave entities the ability to learn and perform 
trust and reputation calculation. With a small number of 
interactions (about 5) entities were able to identify changes in 
the environments. Our results show that it is possible to 
generate and to calculate group trust in distributed system. It is 
important to remember that trust leadership or trust 
consensuses were not used in this work. We consider this as an 
open point regarding trust in distributed systems.  
The main objectives of this paper were fulfilled, including 
generating initial trust values, performing group trust 
calculations and depending on the behavior of individual 
entities in the group, we were able to identify the malicious 
ones in the system.  
It was important to keep group trust stability and it was 
observed that, after some interactions, entities with good 
behavior established a general agreement about the 
identification of the malicious entities in the system.  
A. Future Work 
Using the concept of group trust, we expect to simulate 
news situations, for example, a group that behaves randomly as 
a whole. Thus it is important to consider more groups with 
more nodes. As future work we intend to implement our group 
trust model in other distributed system such as cloud systems, 
grids, p2p networks. A trust protocol for trust information 
exchange is also desirable. Trust consensus and trust leadership 
is to be considered in next researches as well. 
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